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Extended Abstract

Current and future semiconductor technology nodes, bring about a variety of
challenges that pertain to the reliability and dependability of digital integrated
systems. Compounds, such as high-x materials in the transistor gate stack, tend
to intensify the time-zero and time-dependent variability of transistors. A case,
can certainly be made for the phenomena like Bias Temperature Instability
(BTI) and Random Telegraph Noise (RTN). The use of such modern materials
is also coupled to an aggressive downscaling trend, which further amplifies
matter discretization within the transistor’s channel. These are two major
manufacturing trends that give rise to time-dependent variability in integrated
digital systems. It stands to reason, that as the materials become more variable,
the error rates experienced at the circuit- or even system-level are also intensified.
Coupled to increasing integrated circuit functionality (namely, the “More than
Moore” trend), it is reasonable to expect that future digital chips will be
exhibiting reliability profiles that vary across the chip’s lifetime.

The goal of the research presented in the current text is to study the above
observations both regarding the modeling and the mitigation of time-dependent
variability. Target systems, naturally, constitute digital integrated circuits,
such as processors and memories thereof. The current research contributes
with specific reductions to practice that aim to confirm existing techniques
and develop novel insight into the modeling and mitigation of time-dependent
variability. As such, the current text is broadly split into two major parts.

The modeling part starts with the reiteration of atomistic modeling concepts,
which are very useful in the analysis of phenomena like BTT and RTN, especially
for deca-nanometer transistors. As a result, the complexity of atomistic
models for integrated circuit aging analysis is made abundantly clear. In
order to alleviate the complexity of circuit reliability analysis across the system
lifetime, the current research has formulated the concept of the Compact
Digital Waveform (CDW). This format targets regions of circuit operation
that are similar from a waveform point of view (e.g. similar frequency or duty
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cycle) and abstracts them to a single point. This enables striding over circuit
lifetime intervals, while retaining key features of atomistic reliability models
(e.g. workload dependency).

Still on the modeling front, the current research additionally contributes towards
exposing transistor variability information to the architecture level. The metric
of choice in this case is the component failure probability (Pr.i). This is
typically required by system designers to appropriately provision their systems
with appropriate disabling or correction mechanisms. In order to derive the
Pk, this text features the Most Probable Failure Point (MPFP) method, which
is applied for the cases of BTI/RTN variability. Two modeling approaches
are used for these aging phenomena and observations are drawn regarding the
importance of accurate standard deviation capturing (regarding the threshold
voltage variability). A statistical reformulation of the MPFP concept is also
presented towards handling standard cells, apart from memory components.

The failure of system components has traditionally been triggering some sort
of reaction from the system, at least as far as detectable errors are concerned.
Academia and industry have been using the term Reliability, Availability and
Serviceability (RAS) in order to refer to such techniques. Their invocation
is strictly coupled to the rate of errors that appears at the circuit level and
typically comes at a measurable performance cost.

On the mitigation side, the starting point of the current research is a simple,
rollback-based RAS technique that aims to recover a system from transient errors.
This concept has been implemented on a research-grade many-core platform, in
the data plane of which errors are injected at a user-defined rate. The rollbacks
make sure the running application is brought to an earlier correct state, so that
execution can continue. This fail/stop model, however granular, is creating a
measurable drawback in the timely execution of the running application. It
is reasonable to explore that a portion of injected errors may not corrected in
order to reduce this performance overhead. In view of this trade-off, the current
work explores the trade-off between application correctness, performance and
energy budget, in search of the optimal operation points.

The final milestone of the current work is a generally applicable solution for the
problem of dependable performance, in view of temporal RAS overheads such
as the one illustrated above. Towards that direction, the issue of dependable
performance is formulated from scratch and a control-theoretic solution is
proposed. More specifically, a PID controller is used in order to manipulate the
frequency of a processor, within which RAS schemes are invoked at the price
of additional clock cycles. The concept is verified within the current research,
both with simple simulations and on a real processing platform.
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Ou alyypoveg xou PEAAOVTIXES TEYVONOYLEC TUELTIOL PERVOLY GTO TEOGUAVIO Uia
ool TEOXAACEWY AvaPOELXS UE TNV OELOTLO TLaL TOV PNPLIXDY OAOXANEWUEVLY
xAwPdtwy.  Aowxd otolyelo, OMKS Yo TOEEdELYHo T UAXE Ue uPnAA
dinhexton| otadepd Tou ypnowonowdviar oty TOAN Twv Tpaviictop, Telivouy
vo. evioy0ouy TNV oTatix) ohhd xan Ypovixd e€aptéuevn Toug petaBAntdTnTaL.
Avunpoowneutind mapddetyyor cuvictoly Ta powvoueve.  Bias Temperature
Instability (BTI) xow Random Telegraph Noise (RTN). H ypfion tétotwy LGV
vPniic texvohoyloc elvar dpenxta cUVOESEUEVN UE TNV TAOY OUNXEUVOTNS TWV
ONOXANEOUEVLV XUXAWUETWY, 1) omola emmpdodeTta evioy el TNV dlaxpitonolnon
™e UANG u€oa 6T0 xavdhL Twv tpavliotop. Autéc elvar oL 500 XATAOEVUC TIXES
TAGELS IOV TPOAYOLY THY OTATIXY XU Ypovixd e€uptduevn Toug PeTofAnToTnTa
TV PNELaxcdy oAoXANEOUEVKY Xuxhwpdtwy. Eivar Aoywd dtL dco evioyletan 1
HETOBANTOTNTA TWV LAY, 650 Fa avEdvovta oL putuol oguipdtwy oe eninedo
XUXAQUATOC %0l CUCTAUNTOS. D€ CUVOUNOHUO UE TG OUVEXADC BIEUPUVOUEVES
hertoupyiec ONOXANPOUEVKDY XUXAOUETLY (Tnv aroxololuevn tdon “More than
Moore”), elvon hoyxd vor ovotévoupe Ot UEAAOVTIXG ONOXANEOUEVO XUXADUATA
Yo mapovaidlouy oflomiotion tou yetofdhetan xotd T didpxeio g ‘Lwng’ Tou
ONOUATIPOUEVOL XUXADUOTOS.

O otdy0c e napolous €peuvac elval VoL HEAETATEL TIC TOPATAVE TUPUTNEHOELS,
Yoo TNV Jovtehomoinan ohAd XaL TNV OVTIIETOTON NG CTUTIXAC XaL YPOVLX
eE0PTOUEVNC UETABANTOTNTOG. LTOYEVOUEVA UG THUATY Efval, TEOPAVAS, PmepLond
ONOXATPOUEVE CUCTAUOTY, OTWE ETEEEPYUOTESC Xou pvruee autwy. H mopoloo
gpeuva TaPOLGLALEL TEUXTIXES EQopUOYES Tou emBefoudvouy xal enexteivouy
TEYVIXEC YO TNV UOVTIEAOTOINON Yo GVTWETOTIOYN TNG OTATIXNC XOL YEOVLXJ
eZ0PTOUEVNG UETABANTOTNTAUS OAOXANPOUEVKDV CUCTNUATOVY. LUVETMS, TO TOEOV
xelUevo elvon dlaywplolevo oe 800 xhplar U€e.

To npwto Yépog apopd tn povtehomolnom xou Eextvd ye wla enovdAndn Booixwdy
EVVOLOV OTOUO TIXNE TPOCOUOIoNS, TOU YPNOWOTOLELTAL EXTETUUEVL YO (QOU-
vopevo 6nwe  BTI xou RTN, eldwd v tpavliotop o daotdoels dexddmv
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vovouétowy.  Kotd ouvémeia, extidetar 1 TOAUTAOXOTNTA TWV ATOULOTIXWY
HOVTEAWY YLt ovdAuoT, Yhpavong ohoxAnpwuévwy xuxhwudtwy. H nopoloo
gpeuva avTipetenilel ™y VPN ToAuthoxdtTnTa TG povielomoinong aflomotiog
npoteivovtag TV évvoln e «oupmayols Pmotoxic xupatopopphcy  (Compact
Digital Waveform — CDW). Autdé 10 TpOTUTO OMEXOVIONG XUUATOROPQEY
OTOUOVAOVEL DaBoYIES TEPLOYES EVOC CHUATOC TIOU €Y0UV TtapduoLa Lop®h (1.
Bdoer ouvyvétnrog) xou g ouvodiler oe éva ornuelo.  Autd emtpénel oTnv
npocouoiwon vo LeETNdA Slac TAUATE {WAC TOU XUXAWUATOS, EVE SATNEoVVTOL
TOL YOEAXTNELOTIXG TOU onpatog To omola efvan avaryxafo yiot Ty oplddtnTa Tou
ATOUO TXOU HoVTENOU (eE8pTNom amd TV AeLtovpyiot T0U XUXAOUATOS).

Toapayévovtac oto pétwno g povielonolnong, N nopolod EPEUVO GUVELGHEREL
emmpdodeta oty Exdeon e wetaAnToTnTag Twy TpavlicTop 6To enlnedo apyL-
textovinnc. H petpunn] mou emiéyetan elvon 1 mdavdtnta anotuyiog tou exdotote
UTooVG THUNTOS  (Prail). Tétolec yetpinée elvon amopaitnTeES 0TOUC UpYLTEXTOVES
UTOAOYLO TV, £€TOL (OOTE VA PTOPOoUV Vo AdBouv To xatdhAnha oyedLos Txd
pétpa amevepyonolnong N Sldpdwone o@uApdtwy evtdc tng apyttextovixic. I
Tov unohoyloud Tou  Pry yenowlomnoweiton 1 texyvixy Most Probable Failure
Point (MPFP), n onoio epopubéleton oto mopdv xelpevo v tnv meplntwon
petoPAntomroc AMdyw BTI/RTN. Me Bdorn d0o povtéha petoBAntotnroc,
ATOBENVUETAL 1) ONUOVTIXOTNTA TOU GWOTOU UTOAOYLOWOU TUTIXNG OmOXMONG TNS
HETOBOAC TAONE XATWPAIOL YIal TOV UTOAOYIGHOU TOU  Pryil.

H amotuyia oplogévemy uTocusTNUETWY OE Eval OAOXATNEWUEVO XDXAwPA SUVHTKC
npoxaAel xdmota avtidpaon amd £0WTEPIXOUE UNYAVIOUOUS, TOUAAYLOTOV OGOV
apopd aviyvevotwa opdipate oto LVAXG. O 6poc «Aomotia, Awdeoiudnta
xo Emoxevoowémtay  (Reliability, Availability and Serviceability — RAS)
yenotonolettar oty Brounyovior xan axadnuion yio vor tepLypddel TETOlES TEYVIXES.
H yprion TETOIwV TEYVIXWV QVTIUETOTIONG OUVOEETOL dpElxTal Ue Tov pudud
EUPAVIONG CPAUAIGT OF XUXAWUOTIXG ETinEDO.

To deltepo pépoc NG MAPOLCAS EQEUVIC OPOPE TNV AVTWETOTIOY TN YPOVIXA
eloptopevne wetafintétnrac.  Xnuelo évopéng eivon pio amhp  RAS teyvi]
TOU YEMNOWOTOLETOL YLt TNV AVTWETAOTLOY TAUPOBIXDY CPIAUETWY OTO UAXO
xou Baoclletow oe enavagopd extéreonc. H teyvixd auth vhomoeiton oe pla
EPELVNTIXY] TAATQOPUA TOMAGY TUPHVKY, CTO YWEOo Oedouévwy Tng omnolug
elodyovtal o@dhyota ye évay tpoxadoplouévo pudud. O emavoapopéc extéheonc
EYYUOVTOL OTL 1) EXTEAECT] TNG EQPUPUOYTC EMOVEQYETOL OE OWOTY VPYLTEXTOVIXN
OTAOTUOY, €TOL OOTE Vo pnopel vo ouveyotel owotd. Qotdéco, autd To
povtého Bdloxomfic/extéheons, 600 hemtouepelc xou vo efvon oL emovopopec,
emPopdvel Ty enldoon tng extéheong mpoc¥étovtoag Eva Yeovixd XOGTOS GTNY
extéleon. Elvou biaitepa eviiopépov va Siepeuvioouue xatd 1660 éva UTOGUVOAO
TV oQaAUdTwyY urnopel vo ayvondel, Ue oxomd Vo UELOCOUYE TNV YEOVIXH
enidpaon WV EmAVUPOPMY EXTEREONC. LTNV Topolod EEELVA, TAEOUGLELOUUE
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avoALTXd Ttov ouufiBoacud WeTaEd e opldtnTag extéieomg, g emidoong
XL TNG XAUTAVOUAUGKOUEYNG EVERYELIC UE OXOTO TNV AMOPOVKGT Tou BEATIOTOU
oLVOLOCPOD.

H teheutaio ouvelogopd tng napoloac €peuvag etval 1 yevixeuon tou tpoBAfuo-
To¢ o€Lomo NG emidoong Pnelaxcdy cuoTNUdTeY, EWixdTEpa UTG TNV enidpaon
exvdv RAS. Xe auth ) xatebiuvon, napouoidletar n pordnuortinn Yepehicoon
Tou TEolAAUaTOC NG a€loTo TN eniBoong xou TpoTelveTon Uio TEY VXY AUTOUTOU
ehéyyou yia Ty avtetonions e tedne. Iloo cuyxexpuuéva, évoc eheyxtic
PID ypnotwuomnositon yio Vo BILORPOCEL TNV CUYVOTNTA EVOC ENEEERYATTY) XATE TN
dudpxela tne extéheonc. H anoteeopatindtnta authc tne texvixfc tapovotdleta
1600 péoo amd TMEOCOUOLWOES 600 xou péco amd LAomolnon Aoyiouixol mou
extelelton o€ mparyUaTX TAXTPOOUL.






Uitgebreide Samenvatting

De huidige en toekomstige evolutie van de procestechnologie, leidt tot een
verscheidenheid van uitdagingen die betrekking hebben op de betrouwbaarheid
en de veilige toepassing van digitale geintegreerde systemen. Het gebruik
van nieuwe materialen zoals hoge-x materialen tussen de poort en het
kanaal van de transistor versterkt de initiele en tijdsafhankelijke variabiliteit
van de transistoren. Dit verhoogt de reeds aanwezige Bias Temperatuur
Instabiliteit (BTI) en Random Telegraph Noise (RTN). Het gebruik van
dergelijke moderne materialen wordt eveneens gekoppeld aan een trend naar
agressieve schaalverkleining die de discretisatie in het transistorkanaal verder
versterkt. Dit zijn twee belangrijke trends die leiden tot een verhoogde
tijdsathankelijke variabiliteit in geintegreerde digitale systemen. Het spreekt voor
zich, dat wanneer de materialen meer variabiliteit vertonen, ook de foutmarges op
het circuit- of zelfs systeem-niveau groter worden. Gekoppeld aan de toenemende
functionaliteit van geintegreerde schakelingen (de “ More than Moore ” trend),
is het redelijk om te verwachten dat de betrouwbaarheid in toekomstige digitale
chips onder druk komt and dat deze zal fluctueren over de levensduur van de
chip.

Het doel van het huidige werk is om de bovenstaande observaties te
bestuderen zowel ten aanzien van de modellering als naar de mitigatie van
de tijdsathankelijke variabiliteit. De voornaamste doelsystemen vormen digitale
geintegreerde schakelingen, zoals processoren en geheugencomponenten. De
huidige tekst voorziet ook praktische realisaties die bijdragen tot dat doel, zowel
door bestaande technieken te bevestigen als door de ontwikkeling van nieuwe
inzichten in het modelleren en de mitigatie van tijdsafhankelijke variabiliteit.

Het eerste deel omvat het modelleren en dit begint met een overzicht van
atomistische modelleringsconcepten, die zeer bruikbaar zijn bij de analyse
van verschijnselen als BTI en RTN. Dit geldt vooral voor deca-nanometer
transistoren, maar deze technieken zijn ook zeer complex. Om de complexiteit
van de betrouwbaarheidsanalyse te verminderen over de levensduur van het

xiii
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systeem, bevat het huidige werk een voorstel voor een compact digitale
golfvorm (CDW) concept. Deze formulering exploiteert tijdsintervallen in
de circuitwerking die vergelijkbaar zijn qua golfvorm (bijvoorbeeld soortgelijke
frequentie of aan-af periode) en abstraheert deze naar een enkele vergelijking. Dit
maakt het mogelijk om over grote tijdsintervallen heen te springen, met behoud
van de belangrijkste kenmerken van atomistische betrouwbaarheidsmodellen
(bijvoorbeeld athankelijkheid van de werklast).

De huidige tekst draagt ook bij tot het introduceren van de transistorvaria-
biliteit tot op het architectuurniveau. Hiervoor wordt de component-defect-
waarschijnlijkheid (Pgj) geselecteerd. Die wordt meestal opgelegd door de
systeemontwerpers om de juiste uitschakel- of correctiemechanismen te bepalen.
Om deze P, af te leiden, wordt een Meest Waarschijnlijke Defect Punt (Most
Probable Failure Point of MPFP) methode voorgesteld, en die wordt toegepast
voor de gevallen van BTI en RTN variabiliteit. Twee modelingsbenaderingen
worden gebruikt voor deze verouderingsverschijnselen en observaties worden
afgeleid met betrekking tot het belang van een juiste standaardfwijking (ten
aanzien van de variatie van de drempelspanning). Daarnaast wordt een
herformulering van het MPFP concept gepresenteerd, specifiekbedoeld voor het
ontwerp met standaardcellen.

Het falen van systeemcomponenten is van oudsher bestudeerd in systeemontwerp,
althans wat detecteerbare fouten betreft. Zowel de academische wereld als de
industrie hebben de term Betrouwbaarheid, Beschikbaarheid en Onderhoudsge-
mak (Reliability, Availability and Serviceability of RAS) geintroduceerd om te
verwijzen naar dergelijke technieken. Hun toepassing is strikt gekoppeld aan de
snelheid van de fouten die op het circuitniveau verschijnen.

Aan de mitigatiezijde, is het uitgangspunt een eenvoudige, terugrol-gebaseerde
RAS techniek die gericht is op het herstellen van voorbijgaande fouten in
het systeem. Dit concept is geimplementeerd op een platform met meerdere
processoren. In het datapad hiervan worden fouten geinjecteerd met een
ingestelde snelheid. Het terugrollen zorgt ervoor dat de actieve toestand in
de toepassing op een eerdere opgeslagen toestand gebracht wordt, zodat de
uitvoering daarna heropgestart en voortgezet kan worden. Dit faal/stop-model,
ook als het zeer fijnkorrelig toegepast wordt, creéert een meetbare vertraging in
de uitvoering van de lopende applicatie. Als gevolg daarvan wordt een gedeelte
van de geinjecteerde fouten niet gecorrigeerd, om de performantiereductie te
beperken. Gezien deze wisselwerking, stellen we in het huidige werk voor om de
afweging te analyzeren tussen de applicatiecorrectheid, de performantie en het
energiebudget, op zoek naar de optimale werkingspunten.

De laatste mijlpaal van het huidige werk is een algemeen toepasbare formulering
voor het probleem van betrouwbare systemen, gezien de RAS meerkosten zoals
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hierboven aangegeven. Om een betrouwbare performantie te herstellen wordt
een controle-theoretische oplossing voorgesteld. Meer specifiek wordt een PID
controlemethode gebruikt om de frequentie van een processor bij te sturen, met
de granulariteit van meerdere klokcycli. Dit concept is ook praktisch geverifieerd
zowel met eenvoudige simulaties als op een reeel processorplatform.
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Chapter 1

Introduction

In this Chapter, we illustrate the high-level connection between the variability
observed at various abstraction levels of integrated circuits with the respective
reliability implications. Initially, we provide the context within which variability
modeling and mitigation is perceived as a valid research goal, especially given
its ramifications at various levels of digital system design. We then navigate
the abstraction stack, thus substantiating the constraint propagation from
functional to parametric violations and vise versa. Finally, the Chapter is
completed with an overview of the contributions of the current text.

1.1 Context

Concepts like dependability and reliability are of major importance for
all engineering reductions to practice. The progress that is promised by
technological development is put to risk when reliability /dependability of the
delivered products does not follow suit. Every novel idea, regardless of its
performance or energy efficiency, is always put to the reliability test before
being made available to the vendor or end user. It is through such constructive
doubt that the engineering domain has safeguarded the quality and longevity
of its innovations. Only through a systematic and formulated perception of
reliability and reproducibility can the engineering disciplines issue guarantees,
especially in applications related or connected to human life and safety. In the
face of rigorous growth principles and aggressive innovation, reliability is an ever-
present checkpoint. In stark contrast to many other domains, people involved
in the integrated circuit industry typically cite certain growth principles/laws
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in their effort to safeguard their market position, justify their investments
and meet customer needs. Readers familiar with the art have definitely heard
about Moore’s law [185], different flavors of which have regularly featured in
introductory slides, Sections or Chapters of related work. Regardless of how
this argument has been reproduced over the years, since its initial articulation
in 1965, it has succeeded in capturing the growth race of the integrated circuit
industry. Whether this is transistors per chip, frequencies, numbers of cores
or threads per chip, it can be historically verified that there has been always
something being pushed to increase exponentially in the integrated circuit
industry.

Frequency has been
following transis-

tor “cramming” and 20m 20m
downscaling up  Shrinking chips

19m
. . Number and length of transistors bought per $ 4 =
to a certain point g istors bought p kMEWO "#
nm
[84]. Then came o Tonm
[* *
the COHCGpt Of 2012 2014 2015

chip multi-processors 2010
In any case, tran-
sistors have to
be miniaturized
even further so
that more cores
can fit, let alone
co-operate seam-
lessly, on a single
silicon die. This
required the intro- 202
duction of novel
materials in the
gate stack and
use of aggressive
lithography, aiming at maintaining the traditional MOSFET, and later the
FinFET, as a vital building block. Such material science and process engineering
innovations did not arrive at negligible cost. Figure 1.1 of the Economist uses a
rather compound metric (number of transistors per USD) to indicate how non-
negligible this cost is. It is also noteworthy that the disparity in our “transistor
buying power” is a rather current issue, given that it refers to current and future
technology nodes. It is rather logical that efforts in ensuring the feasibility of
future technology nodes are of paramount importance. Variability analysis is
an enabler, in the sense that it formulates reliability assessment techniques.
Variability mitigation looks towards the implementation of systems in a way

*Forecast Source: Linley Group

2004

Nanometres (nm)

Figure 1.1: Transistor downscaling trends [258]
© The Economist Newspaper Ltd, London
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that does not deviate from the specifications that the integrated system industry
has adhered to for so many decades.

As the deca-nanometer regime is reached, there is a wide variety of process
and design parameters that appear to fluctuate, such as the dimensions of the
transistors. This requires the development of modeling techniques that capture
variability in the internals of integrated circuits or even at the level of discrete
components (Chapters 3 and 4). In Section 1.3 we will illustrate that variability
is not a prerogative of a certain abstraction level. On the contrary, it strides
vertically across the abstraction stack and manifests itself in different ways.

In the “predictable” world of digital systems, governed by clocks, synchronization,
(dead)lock elision and deadlines, variability is usually the culprit of erroneous
behavior. Hence, it is logical to strive for the mitigation of variability or, at least,
its effects. Rarely does such mitigation come for free in digital systems. Area,
power or performance costs are typically paid to ensure correct functionality.
As a result, variability mitigation is effectively equivalent with shifting the “cost”
of erroneous behavior to a side (power, energy, performance) that is of lesser
importance.

A near-optimal variability mitigation technique brings about minimal overheads
and the cost that is imposed is such that no specification violations are observed.
In the current text, performance is placed as the top priority when handling
variability. It will be shown that existing reliability techniques cause performance
to fluctuate (Chapter 5). However, it is equally important to retain dependable
performance in a cost-conscious way, namely without extremities in energy
consumption. As a result, the problem of dependable performance requires a
holistic treatment that accounts for minimal energy overheads. In the current
text, a reactive performance boost is proposed in order to mitigate performance
variability (Chapter 6).

1.2 Reliability Background

Apart from a conceptual view point, there have been many documented
definitions for reliability [141] and the associated threats. Here, we attempt one
Definition for the sake of completeness.

Definition 1.1. Reliability violation is an wmbrella term describing any
deviation of a digital system from its correct and expected operation. The is
regardless of the deviation’s severity, hence it covers minor through fundamental
malfunctions. In the context of this text, we only assume physically induced
reliability violations.
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Physical Physical Abstract Propagation
Mec%anism > System | System [~ to Abstraction —
Condition Operation? Condition Level n
No
Inactive
[Fau [Eron | [Emor]
Cosmic particles,
BTI, RTN, TDDB " Incorrect Speculative
Aut ted? -
IR Drops etc. AVy, AB, corBrll: I:i:: of branch execution
ASNM,eas, AQee YOS SRAI\‘:I worq Prediction due overridden by
etc. to corrupt word true branch value
Fault!

Figure 1.2: The chain of events from a physical mechanism to a system- or
user-perceived failure [231]

It is very important to grasp the chain of events that occurs from a material-level
fluctuation to a system- or user-perceived reliability violation. The following
three Definitions are provided to encapsulate this very chain of events [231].
A schematic presentation of these terms is given in Figure 1.2. The following
three terms are reliability violations (see Definition 1.1) and are presented in
descending order of severity.

Definition 1.2. A Failure is an undesired behavior or result delivered by
a digital system. It is perceived by the end-user and violates the system’s
specifications.

The end-user may be any party that cooperates with the system under test
in a sequential arrangement. We will assume that the service provided by the
system is specified in a complete way by the constraints of its end-user. As a
result, failures due to inadequate system specifications are out of scope [17].

Definition 1.3. An error is an abstract condition “that may lead to a failure”
[17].  The failure manifestation is a result of the error propagating across
abstraction levels of a system. In case no failure arises, the error is masked.

The abstract nature of the system condition contains no information about the
underlying physics of the error. Examples of such conditions are corrupt binary
values, or an unspecified state in the Finite State Machine (FSM) of the system.

Definition 1.4. Based on established related work [17], we can define a fault
as the “adjudged or hypothesized” physical condition of a system and is the cause
of an error.

Unlike errors and failures, the fault contains information about the underlying
physics of a malfunction. It is restricted to a small region of the digital system
(e.g. a handful of devices), whereas the error involves a larger subset. Examples
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of faults are shifts in the threshold voltage of a transistor (AVy,) or a reduced
critical charge (Qcrit) [224] of an SRAM cell. A fault remains inactive until the
respective HW component gets involved in system operation. Once the fault is
activated, an error is triggered. A fault may also be naturally corrected before
it is activated.

Definition 1.5. Reliability Analysis of a digital system, is the monitoring of
the system’s performance under the presence of reliability violations.

Reliability violations can be injected in the system either naturally, through
the operating conditions, or artificially, by manipulating the ported SW or
regions of the HW. The choice between fault or error injection depends on the
complexity of the injection procedure and the target abstraction level. Finally,
the direct injection of failures in the digital system would be less useful, since the
user-specified constraints are violated upon injection. Monitoring of the system
during reliability analysis may address functional and parametric reliability
violations, with various degrees of severity. Furthermore, the propagation of a
reliability violation to higher abstraction levels is also detected. With reliability
analysis, we can estimate the portion of the injected faults that become activated
(i.e. become errors) within a digital system.

Definition 1.6. Reliability Modeling involves the derivation of a formal
expression for a reliability metric of a well defined digital system.

During the reliability analysis phase, we gather data about system performance
under a variety of usage profiles. During reliability modeling we will search for
and formulate correlations between the system’s usage profile (i.e. combination
of SW workload and operating conditions) and the quantities measured during
the analysis. Here lies an opportunity to use a reliability model, i.e. a formulated
correlation between a reliability metric and system usage, for the calibration
of reliability analysis at a higher abstraction level. In other words, instead
of performing the reliability analysis with real disturbance of the operating
conditions, we can create fault or error artifacts using a reliability model that
has already been created at lower abstraction levels. As a result, we identify
two flows of information:

1. Major Information Flow: Reliability analysis data about system
performance under a variety of usage profiles are passed to the modeling
phase, in search of correlations that will create reliability models.

2. Minor Information Flow: A reliability model calibrates a reliability
analysis campaign at a higher abstraction level. The calibration may
involve the aggression of fault or error injection, in lieu of actual faults or
errors occurring in the system.
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In view of this interaction, it is

important to understand the con- Reliability Modeled
straint propagation between analysis  Analysis Reliability Metric
and modeling. By nature of these two Method

S, . System
phases, the major information flow Timina &
occurs from the reliability analysis SystemC Powgr

to modeling. Hence constraints etc.
are propagated “horizontally” at
each abstraction level. @ The mi-

. . . VHDL,
nor information flow happens in a Verilog
“vertical way” between abstraction etc.
levels, so that it does not cause

any cycle or mutual dependence. In ~ SPICE,
Figure 1.3, we illustrate this concept TCAD, é

for a wide variety of abstraction etc. AV, AB, Qit,
levels. Following the same logic  Wafer ¢ QSNMread, WTP
as the abstraction level ascends, we  Probing etc.

can perform consecutive modeling
and analysis attempts reaching the
entire digital system. In each step,
analysis data create models, used to
calibrate reliability analysis at higher
abstraction levels. Usually, the latter
is performed with HW descriptions, as in Technology Computer Aided Design
(TCAD) [37], SPICE [190], VHDL [108] or Verilog [109] and SystemC [110] (in
ascending abstraction across the Y-chart [85]).

System

Black Box
Timing &

Bl
B

trise; tfalla Statlc
& Dynamic
Power

RTL

ircuit

C

Figure 1.3:  Horizontal constraint
propagation from analysis to modeling;
constraints also propagate vertically
across abstraction levels [231]

Definition 1.7. Mitigation of a reliability violation is the alleviation of the
latter’s cause or effect in a way that the violation does not propagate to higher
abstraction levels.

Obviously, the complexity of mitigation is tightly coupled to the severity of the
corresponding violation (e.g. fault, error or failure). Also, mitigation can be
performed at various abstraction levels of either the design or manufacturing
process of an integrated circuit.

At this point, we have established the terminology foundations upon which the
concepts of the current text will be developed. In the next Section, we elaborate
on an interesting distinction between reliability violations, which has direct
implications for any mitigation mechanism.

As a far as the modeling of variability, prior art features many samples
that describe semiconductor mechanisms using TCAD [13] or SPICE [229]
implementations. Additionally, there is significant effort in abstracting reliability
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and variability information at the level of a hardware black box [31]. The basic
observation from such techniques is the increased computational requirements
for the full exploitation of such models. Simulation typically take a long time,
especially when full lifetime reliability analysis is attempted. The current text
emphasises on this complexity, in terms of signal compression (Chapter 3) and
probability calculation (Chapter 4), and attempts to alleviate it, while keeping
reasonable levels of accuracy.

On the mitigation side, prior art features circuit or architectural techniques,
whereby errors are detected and corrected. In some cases, signal timing
speculation is used [75]. In other cases encoding of the data ensures detectability
and correctability [98]. Defective component disabling is also a valid mitigation
technique [251]. Additionally, the performance impact of such techniques has
already been documented [102, 138]. The current text documents the of a
mitigation technique and assesses its impact on application quality of service
(Chapter 5). Following such measurable impact, a reformulation of dependable
performance is outlined and experimentally verified on a real platform.

1.3 Functional vs. Parametric Reliability Violations

A valid distinction is between functional and parametric violations [231].

Definition 1.8. Functional reliability violation relates to the correctness of the
bits that are stored, processed or communicated within and across systems.

A functional reliability violation is the soft error [187], i.e. the binary corruption
of a node (e.g. of the bit in an Static Random Access Memory — SRAM, cell).
It is clear that a functional violation is translated to a binary random variable,
representing the pass/fail eventualities. A valid metric for functional reliability
violations is the failure probability of an electronic system (Paj).

Definition 1.9. A parametric reliability concern refers to operation margins
of the digital system, or a black box within the former. These may be related to
the timing or quality cost (e.g. total energy) of that system or black boz.

A good example of parametric reliability violations is the fluctuation of
a pMOSFET’s threshold voltage (Vi) due to Negative Bias Temperature
Instability (NBTI) [94]. From a reliability metric viewpoint, a good example
is the Static Noise Margin (SNM), which illustrates the voltage margin of
an SRAM cell, beyond which the cell becomes unstable [242] (i.e. prone to
“bit flips”). In complete contrast to functional violations, parametric ones are
reflected on a multi-variate (and probably continuous) random variable. Already,



8 INTRODUCTION

we can see the variability concept being associated with parametric reliability
violations. In other words, a variability issue arises when design parameters
that were assumed constant, appear to be mutli-variate at a certain stage of the
design process. Already at this point, we can identify a significant difference in
the complexity of detecting a reliability violation, based on the above distinction:
A functional reliability violation typically requires some sort of thresholding
among observed values in order to resolve the pass/fail hypothesis. This is a
far less complex procedure than statistically handling the observed values, in
order to resolve the extend of the parametric reliability violation and derive the
underlying distributions.

Even though Definitions 1.8 and 1.9 are strictly complementary, it is important
to realize that designating a reliability violation as parametric or functional
is highly context dependent. We illustrate this concept with the example of
Figure 1.4. We start from a simple combinational circuit (Figure 1.4a), which
exhibits variable timing (Figure 1.4b) as a result of random transistor variability.
This is an example of a parametric reliability violation at the circuit level. When
clocked and buffered (Figure 1.4¢) this circuit may exhibit timing errors, due
to mismatch with the clock frequency of the latches (Figure 1.4d), which is a
functional reliability violation occurring with a specific probability. Prior art has
devised ways to avoid such errors, using timing speculation and shadow latches
[75, 269]. The idea is that the timing error is “sensed” and a rollback is imposed
on the sequential circuit (Figure 1.4e). Even though the functional violation is
resolved, an increment in the number of clock cycles of the logic operation is
imposed, since timing errors add an extra clock cycle to the system’s execution
(due to the rollback). The concept of Performance Vulnerability Factor (PVF)
has been previously introduced to quantify this timing overhead [102]. Timing
speculation leads to performance variability, namely variability in the clock
budget utilized by the system, which is clearly a parametric reliability violation:
the more probable a rollback is due to a timing error, the larger the extra cycle
overhead (or PVF) due to timing speculation. From the above, it is clear that
parametric reliability violations at the circuit level cause functional ones at the
register-transfer level (RTL). Functional violations cost in performance when
detected /mitigated (i.e. parametric violations).

For the sake of completeness, it should be noted that many functional mitigation
techniques lead to system-wide parametric reliability violations. The general
concept of graceful degradation has long proposed the use of knobs and monitors
that guarantee binary correctness at the cost of system performance [251]. In
any case, it is clear that modern digital systems exhibit parametric reliability
violations at various abstraction levels [85]. In many cases, one can identify
a context-specific interplay between functional and parametric ones. As a
result, in perceiving the contributions of the current text, the reader should
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be mindful that variability (i.e. occurrence of parametric violations) should
not be restricted to a specific abstraction level. Such a viewpoint restricts the
scope of mitigation techniques, especially if we consider the aforementioned
inter-dependencies between functional and parametric aspects. On the contrary,
a cross-layer view of reliability and variability should be maintained in order to
make sure that mitigation techniques are actually beneficial [231, 183].

1.4 Contributions and Text Structure

In the previous Sections, we have presented key concepts that relate to the time-
dependent variability of digital systems. In Section 1.3, we have illustrate the
difference between parametric and functional reliability violations. Additionally,
certain examples of variability have been provided and escalation of parameter
fluctuation across the abstraction stack has been illustrated (e.g. AV}, shifts
at the transistor level, leading to fluctuations of noise margin or delay at the
circuit level). As such, we have identified the interplay between functional and
parametric violations: variability at a certain abstraction can be translated in
binary errors, which in turn can lead to system-level performance variability.
The contributions of the current text are appropriately positioned into the
general cross-layer reliability paradigm.

On the reliability analysis and modeling side, our contributions are as follows:

o We provide insight into a transistor-level phenomena that modulate the
threshold voltage (V;), namely Bias Temperature Instability (BTI) and
Random Telegraph Noise (RTN).

« We propose a signal representation format that allows lifetime inspection
of BTI and RTN, without incurring prohibitive execution times. This
reliability modeling phase is based on a state-of-the-art atomistic model
for the above phenomena. This contribution stands apart from prior
art, by attempting to trade-off computation times with proper BTI/RTN
evaluation accuracy. To the best of our knowledge this is the first systematic
approach towards signal compression for transistor aging analysis.

o Starting from Vy, shifts (AV;;) caused by BTT/RTN, we implement a
reliability analysis methodology to estimate the failure probability of
SRAM components. For that purpose, we are leveraging the Most Probable
Failure Point (MPFP) methodology, which has been previously used in
prior art. We substantiate the impact of AV}, standard deviation for
accurate failure probability calculation.
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« Additionally, we propose an extension of the MPFP principle to more
complex gates and paths of standard cells, as a novel complement to
existing Statistical Static Timing Analysis (SSTA) techniques.

On the mitigation side, the contributions of the current text are as follows:

o Based on a Mean Time To Failure (MTTF) specification, we implement a
functional mitigation techniques for injected transient errors on a research-
grade platform and application.

e The implemented mitigation technique comes from pior art and resembles
fine-grain rollbacks and application state reconstruction. In the current
text we discuss the suitability of such techniques for distributed memory
chip multiprocessors.

e The temporal impact of the above methodology is reclaimed with a
statically resolved frequency boost on the target platform in order to
ensure dependable application timing. Extensive measurements create
a design space from which we pick the optimal points for performance-
conscious, rollback-based transient error mitigation.

e The greater performance impact of Reliability, Availability and Service-
ability (RAS) mechanisms is formulated into “cycle noise”. The problem
of dependable performance, in view of RAS mechanisms is translated
to a traditional control-theory problem and a solution is proposed using
a Proportional-Integral-Differential (PID) controller. Enabler for this
contribution is related work on performance vulnerability of out-of-order
processors.

o The efficacy of the PID controller is evaluated with simple timing/power
simulations. Contrary to prior art, which typically features scheduling or
mized criticality problems, we additionally demonstrate the efficacy of our
control-based technique on a real platform and application.

The current text is organized accordingly to reflect the above contributions. A
schematic representation can be seen in Figure 1.5. At a Chapter-level, the
current text is structured in the following way:

Chapter 2: This Chapter discusses prior art on the modeling and mitigation of time-
dependent variability. As such, it presents both these domains in a
systematic way, using a top-down-derived binary tree. In that way, all
possible analysis, modeling and mitigation techniques for time-dependent
variability are thoroughly covered. Highly specialized related work that
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Chapter 3:

Chapter 4:

Chapter 5:

Chapter 6:

Chapter T:

Appendix A:

refers specifically to each Chapter is presented in dedicated Sections
respectively.

This Chapter starts with a presentation of BTT/RTN primitive concepts. It
briefly reviews prior art specifically for these two phenomena and expands
on the latest modeling approaches. Then, it presents the proposed signal
representation format (i.e. the Compact Digital Waveform — CDW), which
is used to speed up reliability analysis/modeling for BTT/RTN.

In this Chapter, we link BTT/RTN variability with the failure probability
of system components. We present the applicability of MPFP methodology
in order to derive failure statistics of an SRAM cell. We also reflect on
the extensibility of this methodology to the greater domain of Statistical
Static Timing Analysis (SSTA) for digital standard cells.

Starting from an MTTF specification (which typically originates from
the transient or permanent failure occurrence probability), this Chapter
discusses the implementation and experimental verification of a fine-grain
rollback scheme. The target reliability violations are transient errors,
which occur at a specific rate. We show how this functional mitigation
scheme causes performance overheads on the target application and we
work for dependable performance by appropriately boosting the frequency
of the processor.

The performance variability caused, generally, by RAS techniques (such as
the individual case of Chapter 5) is formally and experimentally treated
in the last technical Chapter of this text. We formulate a control problem
for dependable performance and propose a solution using a PID controller
for the processor’s frequency. We evaluate this idea both with simulations
and on an experimental setup.

This Chapter contains concluding remarks and pointers for future work,
corresponding to the aforementioned technical contributions of this text.

In this Chapter, we outline the prior art classification methodology that is
employed to present related work samples in any field of study. The
systematic step of this methodology are presented along with some
graphical representations.
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Figure 1.5: Schematic overview of the contributions of the current text






Chapter 2

Prior Art

In this Chapter, we will present prior and related work on the greater domain
of time-dependent variability modeling and mitigation. The content presented
herein is largely based on two survey project that have been encountered
[231, 225]. It is also worth noting that prior art classification attempts have
been made for other research domains, as in the case of scheduling techniques
[142]. The goal of this Chapter, as is the case for the survey projects, is to
provide any interested reader with a guidance framework on prior art samples.

As such, we are based on a systematic classification methodology, the goal of
which is to operationalize the handling of prior in any target domain. In line
with the scope of the current thesis, we address issues of reliability modeling,
analysis and mitigation. The latter part is split between intra-package and
inter-package solutions, given the dramatic increase in reliability complexity,
when one perceives systems of discrete components (i.e. packages). It is also
imporant to note that the mitigation techniques that will be discussed here are
parametric (see Definition 1.9), in the sense that functional (binary) issues are
beyon the scope of time-dependent.

For a detailed description of our classification methodology, the interested reader
is encouraged to read Appendix A of the current text. In summary, our way of
handling prior art samples is as follows:

(i) Starting from a root topic (e.g. reliability analysis), we perform binary splits
in an inductive way. The goal is to partition the target domain in orthogonal
categories. For that reason, the criteria that are used to split each node of the
tree are strictly complementary. Having derived a sufficiently deep binary tree,
we end up with leaves, which constitute complementary categories.

15
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(ii) From the pool of prior art, we map existing samples to leaves base on their
similarity in terms of assumptions and/or implementation. That way, the use
of the so called “guidance framework” is able to map prior, related and even
his own works in such a way that novelty, or research relevance can be resolved.

In the current Chapter we address, the analysis (Section 2.1), modeling
(Section 2.2) and mitigation (within and across silicon dies — Section 2.3 and 2.4
respectively) of reliability violations. We apply the aforementioned top-down
splitting technique and map samples of prior art in each case. Having derived
a complete view of the reliability domain, in Section 2.7 we perform a critical
appreciation of mapped proir art samples. We also comment on the assignment
of this text’s Chapters to our classification framework.

2.1 Reliability Analysis

At the reliability analysis phase, the digital system activity is monitored under
specific SW workload and operating conditions (see Definition 1.5). This Section
will address the splits of the analysis branch in a top-down fashion, mirroring the
classification framework methodology. The resulting classification and mapping
appears in the left branch of Figure 2.1 Reliability violations, namely faults,
errors and failures (in ascending order of severity according to Definitions 1.2
through 1.4) are present in the system during the reliability analysis. These
violations are either naturally occurring, or artificially injected. In any case,
a subset of these violations needs to be detected, in order to provide data for
the next modeling phase. As a result, the initial split of the reliability analysis
branch is between injection and detection of reliability violations. Each one will
be presented in Subsections 2.1.1 and 2.1.2 respectively.

2.1.1 Injection

The first step of reliability analysis requires the creation of reliability violations
within the digital system (i.e. faults, errors and failures). In reality, physical
mechanisms are the ones that trigger the escalation up to a user-perceived
fundamental malfunction. However, it is also acceptable to create artifacts of
reliability violations (of varying severity, based on Definitions 1.2 through 1.4)
for analysis purposes. This Subsection will cover all possible approaches, with
respect to the injection of such violations. The first splitting criterion is based
on the availability of the digital system’s actual HW. This yields two branches,
one for HW and one for the case of a HW description.
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In case the HW is physically available, we can inject reliability violations either
by directly contacting the HW under test or without a physical conduction path.
This distinction yields a pair of branches at a lower abstraction level. In case we
opt to physically connect to the target system, we can check for “black boxes”!
that are controllable. The inputs of these black boxes, assuming that they are
controllable, can be used for the injection of reliability violations [170]. The
alternative option is to implement injector modules in the HW of the digital
system under test. These additional HW regions are exclusively dedicated to
the creation of disturbance that will cause reliability violations in the HW [122].
If we choose to inject reliability violations without a contact, the only remaining
components that can be used are its operating conditions and ported SW. In
the former case, we can manipulate the natural interferences that surround the
digital system, thus creating the desired level of reliability violations [273]. In
the latter case, alterations can occur to generic or service-specific SW that is
executed on the digital system [281].

When HW is unavailable, we have to limit ourselves to a HW description.
Without it, injection of reliability violations cannot be performed. A HW
description is executable and allows alterations, in our case, for the injection
of reliability violations. Also, a simulation/emulation tool that executes the
HW description can be enhanced to enable injection of reliability violations. In
case we choose to make HW description alterations for injection purposes, we
can either designate controllable black boxes [245] or create additional injection
modules [52]. If we choose to leave the HW description unaltered, the only
components that can be used for injection of reliability violations are the
SW executed on the HW description and the tool that emulates/simulates the
HW description. In the former case, we manipulate the binary of the ported
application in order to emulate reliability violations [167]. In the latter case,
we enhance the simulator/emulator tool in order to enable the controllability of
the executed HW description. Given that the HW is in a description form, it
would be meaningless to manipulate operating condition for injection purposes,
since the HW is not physically present. The cases where the HW description is
emulated or simulated under artificial operating conditions correspond to the
previous branch (namely, manipulation of the HW description). In such cases,
artifacts of special operating conditions are created using existing features of
the emulator/simulator (e.g. SPICE simulation for a specific temperature) and
not by adding new ones [215].

1A “black box” can be perceived as a module of a system with behaviorally known operation
and strictly defined inputs and outputs. However, this term does not encapsulate the inner
workings of the black box.
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2.1.2 Detection

Having injected faults or errors in a digital system, we need to detect their
impact across various abstraction levels. This detection provides information
about the degree of propagation and the percentage of the injected violations
that lead to user-perceived malfunctions (i.e. failures). That way, we can gather
measurements and try to correlate them to the SW workload and operating
conditions that have been applied to the digital system under test. The latter
stage is equivalent to reliability modeling and will be covered in Section 2.2. The
physical availability of the system’s HW is chosen again as the initial splitting
criterion for the detection branches. The HW of the digital system may be
physically present (HW) or instantiated as a HW description.

Given that the system is physically implemented, we can turn either to HW or
SW utilities to detect reliability violations. In the HW case we can either assess
the observability of target black boxes [273, 221] or incorporate detection modules
within the system [273, 170]. When SW is chosen for detection purposes we
can choose between generic SW utilities [281] or utilities that are related to a
specific service [132] delivered by the system.

If we use the HW description for detection purposes, we can either assess the
observability of the design’s black bozes [52] or introduce additional detection
modules [79, 167, 175]. In the former case, the observability of a design’s
black boxes depends highly on its complexity as well as the capabilities of the
verification tool that is used (e.g. emulator or simulator of the HW description).
In case we choose the SW that is ported on the HW description for detection
purposes, we can opt for generic SW (e.g. OS utilities) [215, 79] or SW that is
connected to a specific service delivered by the system (e.g. device driver) [90].

2.2 Reliability Modeling

In the previous Section, we have presented all possible approaches on the
reliability analysis of a digital system. First, we have explored the injection
of reliability violations in a system. The impact (e.g. propagation) of these
violations is detected during system operation. For example, the percentage
of violations that cause user-perceived malfunctions can be tracked. Such
information needs to be post-processed in order to create formal correlations
between the usage profile applied to the system and its reliability. This is
performed during reliability modeling (see also Definition 1.6). The classification
framework of prior is shown in the right branch of Figure 2.1.
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The initial distinction refers to the source of the reliability violations, namely
the physical mechanism that lies under the target reliability violation. A valid
distinction of that sort is between environmentally inherent mechanisms and the
ones that are rooted within the physical boundaries of the system platform. Any
interference coming beyond the system packaging is considered environmental.
All other mechanisms are assumed to occur within the platform. The former
branch will be covered in Subsection 2.2.1 and the latter in Subsection 2.2.2.

2.2.1 Environment-Inherent Reliability Violations

This part of the modeling classification deals with the reliability models for
violations that are rooted in the environment of the system. We can further
split between interference from neighboring HW or actually natural stimuli. In
the former case, we incorporate all sorts of interaction between systems. In the
latter case, we include all mechanisms that happen by nature in the “ecosystem”
of the system under test, without originating from another system.

In the case of interference from a neighboring system (a system beyond the
packaging boundaries of the system under test), we can check whether any
functional correlation is present between the system and its neighbors (i.e. an
inter-dependence may exist for all systems to be able to operate). In case the
system under test is functionally dependent to neighboring systems, an I/0
dependency can be present, as in the case of systems connected in series [255].
Alternatively, the two systems (the one under test and its neighbor) may be
correlated in terms of resource provision [131]. The domain of battery-powered
embedded systems presents an excellent source from which to draw relevant
papers. In such designs, a battery is a separate package than the processor or
any Intellectual Property (IP) block. This domain is fully compatible to our
formulation of the current leaf. When the neighboring system is not functionally
coupled to the system under test, the interferences we can inspect may require
a conduction path. The case where a conduction path is required for the
interference to reach the digital system narrows down to heat transfer [26]. The
complementary branch deals with inter-HW radiation [48].

Apart from neighboring systems, natural environment may also provide a lot
of interference that can cause reliability violations to digital systems. Again,
we check whether nature is functionally coupled to the system under test. If
such a functional coupling exists, the next split can be again between I/0
dependency [14] (namely, the use of natural stimuli as a source of information)
and resource provision [112]. If the natural environment is uncorrelated to the
system under test, we can further distinguish based on whether a conduction
path is required for the natural interference to reach the digital system under
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test. The branch that requires a conduction path is narrowed down to heat
transfer [14]. The complementary branch deals with the operation under particle
interference [192, 24, 93]. To the best of our knowledge, reliability modeling due
to heat transfer is always related to specific applications that involve elevated
temperatures. Greenwell et al. illustrate the extreme temperatures observed in
various aspects of the automotive domain [96] (e.g. HEVs, as discussed earlier
for [26]). In the majority of the heat transfer modeling papers, it is neighboring
HW that creates the extreme temperatures. We can populate the current leaf
with modeling attempts that concentrate on heat transfer from the ambient
environment, while agnostic of the neighboring HW or the specific “ecosystem”
where the digital system is operating.

2.2.2 Platform-Inherent Reliability Violations

In this domain of reliability modeling, we are dealing with violations rooted
within the digital system’s physical boundaries. The impact of the underlying
physical mechanism may propagate to the end-user. As a result, a valid criterion
for the first split in this sub-domain, is whether the responsible mechanisms
are caused by manufacturing defects or are occurring because of specific system
utilization.

We can further split based on the time instance at which the effects of these
mechanisms (i.e. the respective faults) become apparent. This distinction yields
the time zero and evolving mechanisms branches. When the platform-inherent
physical mechanisms cause reliability violations from time-zero, we can have time-
zero device variability, which can be either systematic [99, 32] or fully random
[289, 235]. Variability does not make the system completely dysfunctional,
however its impact can be perceived from time-zero. In the complementary
branch lie the mechanisms, which are triggered during manufacturing and
have a perceivable impact on system operation, only as its lifetime progresses.
That impact cannot be perceived at time-zero. Some of these mechanisms
are irreversible, namely their impact is strictly increasing with system lifetime
[134, 254]. Other mechanisms are evolving during the system lifetime, but they
contain a partially reversible feature, i.e. their impact is partially revoked during
the system lifetime [119]. These two types create the branches of the current
split.

When the utilization of the system is the source of reliability violations, we can
check whether the user can have any control over the way that the system is
utilized. If that is not the case, we can look into HW utilization, as a result of
the system’s operation. This branch is static in nature, in the sense that the
user has no control over the way that the HW is utilized. The complementary
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branch refers to user-controlled HW utilization either by manipulating the
ported SW or by configuring the HW utilization options. In other words, there
is a set of “knobs” at the user’s disposal which allow HW utilization adjustment
(e.g. cutting supply to specific HW black boxes or manipulating the application
mapping). In case the user is unable to control system utilization, we have to
focus on the HW activity. This requires a black box exploration of the system
HW. Then, we can distinguish between the two major issues of HW utilization,
namely the existence of hot spots [249] across the HW and regions that exhibit a
specific current or voltage activity [265, 162]. When the utilization of the HW is
coupled to or configurable by the user, we assess both the mapping utilities [273]
of the system or the actually mapped application [29, 133, 221]. The former
component is generic and the latter is coupled to a specific delivered service.
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2.3 Parametric Mitigation Within Package

Having covered the analysis and modeling domains, we move towards mitigation
techniques against reliability violations. In this Section, we cover techniques
that are concentrated within the packaging of the electronic system. The
corresponding classification can be seen on the left branch of Figure 2.2.
We further split this in order to equally address single-die and multi-die
arrangements, which we assume are integrated within the same packaging.

2.3.1 Single Die

Parametric reliability techniques for a single die can be further split between
pre-fabrication and post-fabrication.

Before the die is fabricated and packaged, we can identify parametric mitigation
techniques in two complementary domains: either design related or related to
process technology. With respect to the various design stages, which finally lead
to the tape-out, parametric mitigation can be applied either by optimizing the
existing design (without adding new features) [126, 10, 286] or by enhancing
the design with additional capabilities for parametric reliability [284, 209]. In
the category of process technology, we include all mitigation techniques that
are employed during the processing of the wafer so that the target design
can be taped out with minimal parametric violations. Such techniques may
pertain either to the choice of materials [266, 82] or the lithography techniques
[286, 285, 205].

After the die has been fabricated, one option is to compensate before bringing the
die to the market. Alternatively, techniques are available that can be employed
after the chip has been packaged and brought to the market. Before the die
is marketed, available techniques can be further split between non-intrusive
[238, 153, 165] and intrusive [80, 206, 70]. Reliability techniques may take effect
after the die is marketed and can be split between reactive [291, 216, 180] and
proactive [180, 282].

2.3.2 Multiple Dies

In this domain we assume that a set of dies is to be packaged into a single
discrete component [63, 202]. We split our classification between the integration
of dies and the addition of extra features to the final System in Package (SiP)
[194] (i.e. other than the dies that provide system functionality).
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With respect to multi-die integration, we can look into the wiring at the various
levels or the stacking procedure per se. The wiring counterpart can be easily split
between the two most available options, i.e. mechanical (e.g. wire bonding) [248]
and thermal/chemical (e.g. soldering) [21, 19, 36]. With respect to die stacking
(irrespective of conducting connections), we distinguish between arrangement
(i.e. deciding on the functionality of each die level) [51, 46, 30] and the selection
of specific die samples to be combined in the final SiP [28, 81, 89].

So far, we have addressed the issue of multi-die integration in a single package in
terms of the interconnection and stacking aspects. Typically, extra components
may be added to facilitate the integration process. We split the current branch
based on whether an interposer is relevant to the reliability of the system [150].
The following two leaves address 3D integration without an interposer (either
this component is ignored or not assumed). Through Silicon Vias (TSVs) and
cavity cooling are the main focus and we distinguish between adaptivity [38, 237
and redundancy [130, 105, 38] as a mitigation against parametric violations.
In case an interposer is involved in parametric reliability, we distinguish [264]
between active [21, 262, 252] and passive [19, 164, 45] interposers .

2.4 Parametric Mitigation Across Packages

The current Section discusses parametric mitigation for discrete component
systems (including a processor, memory and storage periphery). We are
drawn outside the semiconductor packaging and inspect either Embedded
or HPC systems (running on real or virtualized resources). For instance,
reliability issues at a single node may cause system-wide parametric violations.
A mitigation technique is then applied to alleviate the consequences of an
erroneous component. Solutions tend to aim either at parametric targets (e.g.
performance) or parametric headroom (e.g. thermal dissipation or availability).
The first split is between hardware and software solutions.

2.4.1 Hardware Solutions

The current branch will be split based on the node granularity, namely a
uniquely identifiable processing element, containing discrete components. Node
examples include racks of a data center or an HPC cluster or the control units
of an automotive electronic system [241, 267]. We distinguish prior art samples
between intra-node and inter-node techniques.
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Computing nodes are split between general purpose and domain specific, i.e. the
ones that are tied to a specific domain (e.g. automotive etc). General purpose
techniques are split between those that refer to the processing components of the
node [222] and those that relate to the memory [188, 87]. A basic distinction
among domain specific nodes is based on whether an actuator is integrated with
the node. The thermal headroom and package-enabled dissipation capabilities of
on-board flight entertainment computing nodes is discussed by Sarno et al. [239].
Thermal stress of automotive control modules are discussed by Kumar et al., with
emphasis on heat spreading options and copper thickness of the printed circuit
board (PCB) [148]. Von Tils discusses the parametric reliability of automotive
components [275], isolating the semiconductor solutions for the automotive
domain and providing examples of thermal-aware discrete components. Thermal
boundaries of discrete components for electric traction-drive systems (ETDSs)
are discussed by Moreno et al. [186], as well as air-cooling-friendly, wide bandgap
electronic materials.

The inter-node branch covers parametric reliability techniques that are applied
collectively across all nodes of a system. A distinction is made between policies
that affect operation of a set of nodes and those that refer to the management
of data between the nodes. In the former category, we further split between
collective node configuration [83] or hardware techniques pertaining to the
grouping or partitioning of nodes [220, 44]. Regarding data management a
complementary split yields a distinction between wired [198, 88] and wireless
[113, 160] system interconnection.

2.4.2 Software Solutions

As the complexity of systems increases, software solutions for parametric
reliability become even more prevalent given the wide coverage they can provide.
We split between design or setup time techniques and those that take effect at
run time.

Before software is deployed, techniques for parametric reliability can be applied
either during software development or as policies for the admission of software
workloads in the system. On the development side, we distinguish between ly
algorithmic aspects [20, 15, 9] and code implementation techniques that aim
at parametric reliability [18, 196]. Admission-related techniques for parametric
reliability are split based on the elasticity [140] of the target system. We note
that both physical or virtual target systems are considered. Shin et al. discuss
fixed priority scheduling in multi-node systems with strict latency constraints
[246]. The work of Swaminathan et al. looks into the schedulability of I/O
devices for hard real time systems [259]. Konstanteli et al. propose a cost-
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conscious admission scheme for elastic cloud services [140]. The work of Schad
et al. focuses on the performance variability of the Elastic Computing Cloud
from Amazon and correlates availability zones with dependable performance
[240]. Lin et al. propose a task scheduling solution for mobile cloud computing
(MCC) environments [154].

The runtime domain covers parametric reliability solutions that are employed
during system operation. A distinction is made between the direct control of an
operating system process and hypervisor-like utilities. The process control side
is further split between reactive [211, 25, 169] and proactive techniques. On the
complementary branch, we look into software that typically handles instances of
virtual machines (VMs). We split between techniques that address the resource
provisioning [60, 204] of VMs and those that deal with VM migration [123, 207].
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2.5 Overview of Representative Groups

Apart from a conceptual breakdown of the target research domain, it also
useful to present representative groups in the field of variability modeling and
mitigation. It is important to note that the current Section keeps a neutral
attitude towards the jury, in the sense that none of the jury’s affiliations is
presented as a related group. The interested reader can easily substantiate
the breadth and depth of the jury’s expertise in modeling and mitigation of
system variability, ranging from the transistor to the system level. Furthermore,
the presentation of representative groups is limited to ten samples that have
been coming up very frequently during the research presented in this text. It
stands to reason that much more related groups exist, however, for the sake of
brevity, the current Section is limited to a sufficient subset. Finally, a lengthy
and complete presentation of each group is beyond the scope of the current
Section. On the contrary, examples of major contributions are presented, along
with the link to details of each group for any interested reader to delve into.

Reliability- Aware Microarchitectures Group, IBM (USA)

This IBM group [107] has contributed in the formulation of modeling and
validation concepts used to assess the reliability of digital systems. A case can
certainly be made for the concept of Failures-in-Time (FIT) of a representative
circuit (FORC), which encapsulates the module-level error rate based on that
of a representative subcircuit [31]. Such reliability primitives have enabled the
system-level assessment of reliability and the proposal of mitigation techniques
to ensure dependability.

Robust Systems Group, Stanford (USA)

The concept of cross-layer reliability [183] has been strongly advocated from
this group [256] and many derived solutions cover both the circuit and system
level [180]. Also, this group boasts important prior art samples on the modeling
and mitigation of variability for beyond-CMOS fabrics [292].

Chair of Dependable Nano Computing, KIT (Germany)

The research of the above group [135] covers both functional and parametric
aspects. Also from KIT, the Chair of Embedded Systems [136] is equally
noteworthy, featuring the DFG SPP 1500 project on Dependable Embedded
Systems [137]. Within this initiative, fundamental dependability trends have
been outlined, especially for aggressively downscaled technologies [103].

Robust Integrated Systems Group, TIMA (FR)

This TIMA group [111] is highly active in the modeling and mitigation of
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erroneous behavior in digital systems. This group features strong background
in error correction and protection techniques [193].

Michigan Integrated Circuits Laboratory, Michigan (USA)

One of the most important contributions of this group [272], which is highly
related to RAS overheads as presented in the current text, is the RAZOR
processor [75]. This implementation has been extensively discussed and
documented. Generally, it relies upon timing speculation to correct errors
using fine-grain pipeline rollbacks. Thus, it constitutes a representative example
of timing costs being paid to ensure processor functionality. This links directly
to the concept of cycle noise as presented in Chapter 6 of the current text.

Institute for Microelectronics, TU Wien (Austria)

This group [270] is highly active on the modeling of transistor variability. It
features a wide range of work on the atomistic modeling of defect sites in
the gate-oxide interface and gate stack, also emphasizing on novel modeling
principles for BTT and RTN [94].

RSim Research Group, UIUC (USA)

Apart from focus on highly parallel hardware and software, this group [271]
boasts significant system-level contributions on dependability. One of the
most noteworthy samples in is the Reliability-Aware MicroProcessors (RAMP)
lifetime reliability model [217].

2.6 Current and Future Reliability Needs

When addressing the issue of time-dependent variability, it is very important to
realize the trends and attributes that semiconductor manufacturing is phasing
at the currently applicable era. From the Economist graph of Figure 1.1
one can get a historical view about the number of transistors that can be
effectively bought with one US dollar at a variety of technology nodes [258].
During previous decades, the community witnessed an aggressive scaling of
semiconductor technologies [185]. However, nowadays it is clear that an inflection
point is encountered as transistors reach (below) deca-nanometer dimensions.

A similar observation can be derived for the scaling of processor frequencies.
The saturation point of single-core performance gave rise to multi- and many-
core platforms so that computing performance is effectively leveraged [84]. By
analogy to transistor scaling, processor vendors are facing the task of efficiently
utilizing the silicon real estate, in order to provide users with the desirable
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amount of performance without running into power distribution obstacles or, in
general, design feasibility issues [76].

In view of the above trends, it is clear that reliability techniques need to adapt
to the environment of electronic design and manufacturing. Apparently, this is
a gradually constricting ecosystem, with constraints from material science and
design complexity being amplified with time. We shall see, for instance, that
semiconductor material variability itself may be perceived as an upper bound
for system performance, unless proper techniques are implemented.

As computing penetrates increasingly more aspects of human activity, the
degree of integrated processing power is also increasing [72]. Even if process
technology may deliver transistors of improved resiliency, the large number of
integrated components brings about dependability and reliability as very relevant
design aspects of future systems. In an effort to mitigate inflection points in
performance and efficiency, the global computing community experiences holistic
approaches [195], featuring partnerships between system-level and technology-
level bodies [61, 250]. Reliability and dependability are no strangers to holistic
approaches, as conveyed by trends such as that of cross-layer resilience [183].

When looking at worldwide research trends in computing, we can isolate many
domains where increased system resiliency and robustness are deciding factors.
In the domain of Embedded Systems, an increase in the number of operations
per unit power is seen as a crucial trend for a variety of critical applications of
the future [59]. Meanwhile, such power efficient modes of operation typically
come with partially compromised resiliency [59]. Hence, it is clear that if
power is to be reduced, effort should be invested in keeping the functionality
and performance of the hardware intact. Similarly, in the high performance
computing (HPC) domain, the performance impact of resiliency techniques
has already been documented and formulated for the case of the Tianhe2
supercomputer [288]. With an ever increasing number of processing nodes,
the concept of the Reliability Wall has been clearly outlined as an upper
bound in performance due to the invocation of resiliency techniques, such as
checkpoint and restart [158]. From the above observations, it is quite clear that
international research schemes do emphasize on the reliability and dependability
as key features of current and future computing.

The above trend can be easily identified in the context of European projects
as well. Figure 2.3 provides a crude schematic timeline of EU projects related
to reliability and dependability, whereby the distinction between dependability
modeling vs. mitigation is also highlighted.

To begin with, we can identify projects that are quite focused on the reliability
of computing fabric as in the case of MODERN [184] and SUPERTHEME
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Figure 2.3: Crude timeline of indicative European projects in the vicinity of
performance dependability and reliability [228]

[257]. In these cases, the primary focus is on the semiconductor phenomena
and insight is provided in making the designers aware of variability and
degradation phenomena, by developing novel design and simulation techniques.
In other cases, such as TRAMS [268], information about the computing fabric
is exploited even further and proposals for by-design reliable systems have been
disclosed. EUROCLOUD [77] presents an interesting case of dependability and
fault tolerance concepts applied on servers-on-chip for a highly efficient cloud
infrastructure. The DESYRE project [65], has also been focused in developing
reliable Systems-on-Chip (SoCs) under different types of fault occurrences.
Reliability is also treated in the context of design space exploration, as in the
case of the COMPLEX project [54]. This approach is fully materialized within
the CLERECO project [53], where the goal is to provide solutions for early
dependability analysis of computing platforms. Finally, system availability has
been treated as a resource management problem in the context of the 2PARMA
project [7]. Finally, the HARPA project maintains a cross-layer perception of
performance variability (from the transistor to the application level) by featuring
partners that are appropriately distributed across the abstraction stack.

2.7 Critical Appreciation and Contributions

In the previous five Sections we have covered the entire domain of reliability
modeling and mitigation, with specific emphasis on parametric violations (which
represent the target domain of time-dependent variability). Apart from creating
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the classification frameworks, we have mapped prior art samples to the leaves of
the former, so that the validity of our classification is completely substantiated.

In the current Section, we will reflect on the mapping of this text’s next Chapters
to the classification frameworks mentioned above. Detailed and specialized
prior art listings appear in each of the following technical Chapters. Here, we
incorporate the technical contributions of the current text in the overall valley
of reliability analysis, modeling and mitigation solutions. Schematically, the
correspondence of technical Chapters of this text to the leaves of the framework
presented above are shown in Figures 2.1 and 2.2, respectively.

Chapter 3: This Chapter deals with the modeling of BTT and RTN. The focus of this
part of the text is the compression of signal activity, in order to enalbe
reliability predicitions across extended time intervals (e.g. throughout the
circuit lifetime). This modeling Chapter deals with the HW utilization
at the level of circuit and especially at the level of the voltage waveform
that is applied to the transistor gate. As a result, we classify Chapter 3 to
the I'V Activity branch of Figure 2.1. The novelty of this Chapter lies on
the systematic compression. It will be demonstrated that, in comparison
to previous approaches, thre CDW succeeds in balancing the accuracy
vs. computation time in circuit aging analysis. The core of the work
presented in Chapter 3 has been previously disclosed by the author in an
IEEE TDMR journal paper [234].

Chapter 4: The MPFP methodology is used in this Chapter in order to deliver
time-dependent failure probabilities for SRAM components. The target
siliocn aging phenomena are, again, BTI and RTN. A partial recovery
component has long been identified for these phenomena (corresponding
to the emission of minority carriers in the gate stack) [119]. As a result,
it is valid to classify this Chapter under the leaf Partially Reversible of
Figure 2.1. This Chapter is based on the well known MPFP and proposes
extensions for circuits other than memory cells. It also discusses paths of
digital standard cells. The core of the work presented in Chapter 4 has
been previously disclosed by the author in two workshops [233, 232].

Chapter 5: This Chapter deals with the implementation of a functional mitigation
technique (fine-grain rollbacks) and the performance implications thereof.
Static DVFS boosts are proposed to enable performance dependability of
the experimental setup. Even though this is clearly a mitigation technique,
it is verified with extensive reliability analysis campaigns. Given the scope
and implementation of the concepts discussed in this Chapter, we can
classify it, from a reliability analysis perspective, under leaf Injector Module
in Figure 2.1. From a mitigation perspective the proposed technique is
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Chapter 6:

clearly Reactive, hence it is classified accordingly in Figure 2.2. The core
of the work presented in Chapter 5 has been previously disclosed by the
author in an IEEE TVLSI journal paper [230].

This Chapter deals with the formulation and generalization of the
mitigation technique presented in Chapter 5. As such if falls under the
same classificaton leaves as discussed above. The main novelty featured in
this Chapter is the casting of the performance vulnerability problem from
cycles [138, 102] to time units. This is a much required translation of the
problem, since it connects RAS temporal overheads with the overall quality
of service provided by a processor. Additionally, the DVFS capabilities that
appear in abundance in modern processors are appropriately exploited in
the concept presented herein. The formulation and reductions to practice
presented in this Chapter have been previously disclosed by the author in
one IEEE journal paper and an ACM journal submission [227, 226].






Chapter 3

Compact Digital Waveform
for Circuit Aging Modeling

This Chapter discusses the usability of a novel signal representation format
for efficient modeling of integrated circuit aging. Especially at aggressively
downscaled nodes, semiconductor aging phenomena are getting increasingly
complex to predict. In the Chapter, a case is made for Bias Temperature
Instability (BTI) and Random Telegraph Noise (RTN). We start from some
general background on BTT and RTN and discuss the most prevalent samples of
prior art on this domain (Section 3.1) and also focus on the inner workings of
atomistic aging models. Then, we present the Compact Digital Waveform (CDW)
and discuss its applicability for BTT/RTN modeling (Section 3.3). An extensive
verification of this signal representation format is performed in Section 3.4. The
CDW’s applicability in terms of bias- and temperature-awareness is discussed
in Section 3.5. Finally, the compatibility to standard design flows is discussed
in Section 3.6. We need to note that the largest part of the current Chapter
has been already disclosed in a previous publication [234].

3.1 Background

Bias Temperature Instability (BTI) has been examined for more than 30 years
[115] as a major concern for integrated circuit (IC) reliability. It causes the
absolute threshold voltage (V;;) increase under certain bias and temperature
conditions. Typical simulation involves a degradation model assigning V;;, shifts
to each transistor and timing analysis employed to reveal timing fluctuations.

35
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The Reaction-Diffusion (RD) model for BTT has triggered prior art in both
modeling [12, 201, 276, 243, 168] and mitigation [147, 43, 146, 201, 33]. This
model emphasizes on the breaking and annealing of Si-H bonds at the Si/oxide
interface and mainly focuses on pFETs (NBTI). As a pFET is stressed, the
model argues that minority carriers (holes) are replacing H atoms in Si-H bonds
at the Si/oxide interface, thus causing a shift to the pFET’s threshold votlage
(Vin). Once the stress is removed from the pFET’s gate (off state), a subset of
the Si-H bonds is annealed, thus partially restoring V;;, shifts [49]. However, the
RD model has been shown to deviate from experimental data at aggressively
downscaled technologies. Thus, it is motivated to adapt circuit simulation to
the deca-nanometer technology paradigm [94].

Atomistic approaches do move to this direction, additionally capturing the
effects of Random Telegraph Noise (RTN) in the same model. Certain transient
implementations of the atomistic model [229, 120, 41] are very accurate but are
very processing- and memory-intensive, which sometimes causes them to fail.
Hence, their computational feasibility cannot be guaranteed.

What makes atomistic approaches different is that, instead of having an
analytical formula that predicts average aging, such models account for matter
discretization in a more detailed manner: Each defect in the gate stack is
independently modeled, with its V4, impact (AV;y,) and time constants for the
capture and emission of minority carriers. When a minority carrier is captured by
a defect, then the appropriate AVyy, is superimposed to the transistor’s V. Even
though extremely accurate, this technique is very time-consuming given that
different transistors have different numbers of different defects. This difference
between average RD and atomistic models for BTT is clarified schematically in
Figure 3.1.

It is worth noting that, since the initial papers [120, 229] and patent disclosures
[41] on atomistic BTI/RTN modeling, an attempt to scale the complexity of
this task has been made by embedding the atomistic model’s code within the
source of code of an open source SPICE implementation and scaling it with
a hypervisor [161]. This technique succeeded in removing the memory wall
of time-driven, atomistic BTI/RTN simulation, especially in comparison to
commercial SPICE solvers [229].

In any case, in order to perform atomistic simulations for the entire lifetime of
a typical integrated circuit, it is very important to enable strides over circuit
workload. This is exactly the direction of the current Chapter and of the general
concept of the Compact Digital Waveform (CDW).

One of the attributes that became rather apparent since the first SPICE-
compatible atomistic modeling papers [120, 229] is that such models succeed in
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Figure 3.1: Artist’s illustration of the differences between the average RD model
and the sought-after atomistic modeling schemes for BTI/RTN

maintaining both the stochastic nature of minority carrier capture and emission
and the workload dependent attribute of this phenomenon. These are two aspects
of gate stack defect interference which should remain coupled for the BTI/RTN
study to be accurate. The former component is rather trivial, in the sense
that the capture and emission of minority carriers are quantum-mechanically
described, hence absolutely deterministic modeling of these mechanisms is out of
the question. However, there is a strong workload dependency in BTI/RTN, in
the sense that certain Vg, signals at the transistor gate favor certain degradation
patterns. The combination of these two attributes has been substantiated in the
lower levels of the circuit abstraction for simple memory simulations [229]. One
of the fundamental goals of this Chapter is to retain the combined stochastic
and workload dependent model for BTI/RTN, while reducing its computational
complexity.
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3.2 The Atomistic BTl Model

The atomistic approach towards BTI modeling focuses on the trapping of charge
at gate stack defects. Such an approach maintains an agnostic view regarding
defect site creation and rather focuses on the capture and emission of minority
carriers. A very important metric in a charge-trapping model is the capture
probability (P.) of each simulated gate stack defect.

Definition 3.1. Capture Probability (P.) is the probability of a minority
carrier being captured by a gate stack defect after a signal has been applied to
the respective gate (Vg ).

The charge-trapping model is also atomistic, since it replicates the granularity
of charge and matter across the gate stack in a realistic way. This translates
to certain model attributes, originating from the random structure of each
considered trapping cite [13]. Defects capture and emit minority carriers at
various rates. This is modeled using time constants for the capture and emission
processes at a high or low level (7.m, Ter, Ter, Ter). The impact of each
individual defect on the overall V4, shift is also variable and is modeled with a
signature AV;, per defect. Starting from measurements on real devices, related
work has shown that the 7.5, Ter, Ter, Ter, and AVjy, parameters of each defect
follow certain distributions [119, 265], thus enabling atomistic modeling of BTT.

P. depends on the time constants of each defect and the characteristics of the
Vys signal, i.e. its frequency f, its duty factor  and its duration At. It also
depends on the initial value P.. At each point of the Vj, representation, P, is
evaluated and the occupancy of the respective defect is resolved by comparing
P, with a random number r. The defect is assumed occupied by a minority
carrier iff r < P, and its AV}, is added to the device’s Vy,. According to the
Vys signal representation format, we look into different evaluation methods for
P,.. The granularity of a singal representation format is coupled to the CPU
time required for BTI/RTN reliability analysis, especially if one realizes that
P. evaluation has to be performed for each time point, for each defect of each
transistor in the target circuit (see Figure 3.1b). We look into the available and
established signal representation formats:

SPICE: This tool has been considered as the industry standard for IC simulation
[190]. In the transient simulation mode, signals are adaptively discretized
across time. We can assume that this is the most accurate signal
representation. In previous work [120, 229], we have seen transient,
workload dependent implementations of the atomistic BTT model. The
model’s core is Equation 3.1. Workload memory is supported when the
P. (t) value of the previous step is included in the formula. Otherwise
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VCD:

SAIF:

(when P, (t) = 0), the entire simulation is treated as a Monte Carlo
iteration.

P, (t + ts) = _ Ted + |P. (t) _ Tei ex —ts (Tci + Tei)

Tei + Tei Tei + Tei TciTeid

(3.1)

This representation creates an abstraction of voltage signals to logic levels
[3]. We will assume that the VCD format includes only the high (Vy4)
and low (V) levels. Given a VCD file for V,,, we can calculate P, using
Equation 3.2, either for the high (i = H) or low (i = L) logic level [265].
This option is clearly workload dependent, given that P, is a function of
the duration of constant voltage levels (¢;). It is also a model with memory,
given that P, is a function of its previous value (P.; [n — 1]). However,
in the course of a system’s lifetime, a BTI/RTN reliability analysis using
a VCD activity file is computationally prohibitive.

P [n] = _Tei + {PC,-/ [n—1] — Tei }exp —ti (Tei + Tes) (3.2)

Tei + Tei Tei + Tei TciTei

This format focuses on the switching activity of the nodes in a digital
circuit [2]. It contains the number of alterations between logic levels and
the percentage of time spent at each logic level. The latter quantity is
also referred to as duty factor [265] or signal probability [147].

Previous work [265] has demonstrated an AC model that estimates P,
from the time zero instance of device lifetime. In order to calculate P, after
n digital pulses have been applied to the device’s gate, Equation 3.3 is
used, where constants a and b are functions of the f and « characteristics
of the Vg pulse series. This model is indeed workload dependent but, in its
current formulation, it contains no memory of previous defect condition.
As a result, it serves as a very good tool for initializing defect states
[120, 229] but cannot provide an accurate time dependent view of defect
activity. In Section 3.3 we extend this formulation to systematically
incorporate memory of previous defect states.

(1—e) (3.3)

A statistical approach, derived from the atomistic model and assuming constant
AC stress, involves Capture and Emission Time (CET) Maps [279]. A
distribution of Vj;, values is returned, given a single triplet of f, o and At
values for the entire Vi, signal. Similarly to the above model, time zero is
assumed as the initial condition. The formulation of Weckx et al. is orthogonal
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to approach of digital waveform compression and can be used as the core BTI
resolution kernel, instead of the aforementioned P, formulation. As such, the
CET-map-based methodology is left beyond the scope of the current text.

3.3 Proposed Tool Support

In the previous Section it has been thoroughly clarified that the execution time
of a BTT model is proportional to the number of points at which V;;, values are to
be evaluated. As a result, any attempt to simplify the complexity of BTT/RTN
modeling requires tackling the number of points contained in the utilized
signal activity representation. In the current Section, we propose a waveform
representation called Compact Digital Waveform (CDW). Being of tunable
accuracy, this format exploits optimally the accuracy vs. complexity trade-off.
In this Subsection, we will show how this format is ideally positioned between
the computationally intensive SPICE or VCD files and the over-simplifying
duty factor derived from a SAIF file. This format will be used as a framework
for computationally efficient, atomistic BTI simulations.

Let us assume a transient waveform, which in the most detailed case is
represented as a SPICE signal. Here, we propose the grouping of consecutive
signal regions that feature a similar frequency (f) and duty cycle («) figures and
occupy a duration At. Each region of the signal that adheres to this property is
represented by a single CDW point with coordinates (f, e, At). To derive these
points, we scan the initial signal, which for the sake of simplicity is represented
by a VCD equivalent. Thus, the input can be perceived as a succession of
low and high voltage levels, i.e. a sequence of AC pulses that have, in the
general case, varying f and « values. As the digital signal is scanned, a buffer
accumulates pulses that satisfy Equation 3.4.

When we come across a digital pulse that cannot be appended (i.e. does
not satisfy Equation 3.4), the buffer is flushed to a single CDW point and
re-initialized to receive the next pulses. ey (Hz) and &, (p.u.) are user-
defined error margins. These margins enable the tunable accuracy of the CDW
approximation. The crudest approximation is achieved with e — 400 and
€a — 1, since all digital pulses are appended to the buffer. Conversely, for the
finest approximation we set ¢ — 0 and €, — 0. In that case, each individual
AC pulse constitutes a single CDW point.

|fpulse - fbuﬁer' < Ef A ‘apulse - abuffer| < Ea (34)
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Figure 3.2: Artist’s impression of a CDW compared to the SPICE and VCD
waveforms: Signal regions with similar f and a are grouped in a single CDW
point. This concept alleviates the complexity of atomistic BTT simulations over
large time intervals, since it reduces the number of model iterations [234].

The reference values fpufter and apufier are defined in Equation 3.5 for a buffer
containing n pulses and are computed every time a new digital pulse is appended
to the buffer.

Z fi A Oébuffer:% Z o (3.5)

i€buffer i€buffer

S|

fbuﬁer =

We have implemented the above concept in a simple tool, called wavapprox,
which produces CDW representations given SPICE or VCD waveforms. A
qualitative example of the produced CDWs can be seen in Figure 3.2. The
functionality of wavapprox can be seen in Figure 3.3. In order to assess the
accuracy of our tool, we use a random 1 ps bit stream of 1 GHz frequency. The
CDW representation is compared against the respective SPICE waveform. We
define the error of signal approximation according to Equation 3.6 and produce
the mean (Figure 3.4a) and standard deviation (Figure 3.4b) values. Given that
the wavapprox buffer averages-out the f and « values of the grouped pulses,
we expect reduced impact of the tool on the mean error of our approximation
(Figure 3.4a). However, the standard deviation (Figure 3.4b) is affected much
more, given that a cruder approximation misses both voltage transitions and
regions of constant voltage level.

€g (t) = VSPICE (t) — VCDW (t) (36)

Apart from the accuracy of the CDW representation from a signal point of view,
it is important to consider the achieved compression in the number of points it
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Vdd, Vss
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f1, as, Aty
fo, as, Aty

Figure 3.3: Flowchart of wavapprox tool: Each Vy, signal is handled according
to its initial format, finally providing a CDW approximation [234].

uses for representation. In Figure 3.4c we see the number of points produced
for various choices of the ey and €, error margins. The number of points used
by any signal representation is directly coupled to the CPU time required for
atomistic BTT/RTN simulation. The reason is that each point corresponds to a
single iteration of the respective atomistic model. The aggressive reduction in
the number of such points is the first step towards a computationally feasible
atomistic BTI/RTN simulation. In the next Section, we explore the impact
that aggressive CDW compression has on the accuracy of atomistic modeling.

3.4 CDW Verification for BTl Modeling

Given the compression capabilities of a CDW, it is important to explore
its usability for our target goal, namely to execute the atomistic BTT/RTN
simulation over strides of V,, workload. We will be altering a version of the
atomistic BTT model [265, 120] and will reformulate as follows: Starting from
the premise of first order kinetics, the capture probability of a gate stack defect
follows the ODE of Equation 3.7. The general solution returns P, after n Vg
pulses of specific f and « have been applied (equivalent duration At = n/f).
Parameters a and b are functions of f and « [265, 120].

dP,
dt

=aP.+b = P.= (Pco + z> e — g (3.7
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Figure 3.4: Accuracy assessment (signal integrity) of the wavapprox tool that
produces CDW representations, using a 1 ps bit stream. It should be noted that
SPICE requires 17089 points to represent that signal and a VCD representation
uses 521 points [234].
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Each iteration of the general solution of Equation 3.7 is used as initial condition
for the next model evaluation. The wavapprox tool, presented previously,
identifies regions of similar f and « in the V,, (i.e. a CDW representation is
produced). Then, at each (f,a, At) point, a single iteration of Equation 3.7
is performed. A CDW representation reduces aggressively the number of
model iterations required for the calculation of P.. That way, time-dependent
BTTI simulation becomes computationally feasible over long time spans (see
Figure 3.2). Given the compression capabilities of the CDW representation
(see Figure 3.4c), the number of model iterations is aggressively reduced, thus
decreasing the CPU time required for simulation.

In Section 3.3, we have assessed the accuracy of the wavapprox from a signal
integrity point of view. Given the proposed model of Equation 3.7, we will
evaluate the accuracy of a CDW approximation in terms of P, evaluation. For
our experiments we use 100 random bit streams with an average frequency (faug)
of 1 GHz and a duration of 1 ps. Given each signal, we define an error metric
for BTT evaluation, according to Equation 3.8, where P, spicE is the capture
probability for a defect at the end of the signal based on SPICE evaluation
(i.e. using Equation 3.1). P, cpw is a similar capture probability, using a CDW
file (for a specific pair of e and €,) and the model of Equation 3.7. We use
5 different cases, ranging from “fast” (7. = 10711s) to “slow” (7. = 1073s)
defects. That way, we can calculate the mean, standard deviation and maximum
of e, across the 100 signals for various values of (¢f,¢,) and for the five different
defects (Figures 3.5a — 3.5f).

ep = P spice — Pe,cow (3.8)

A direct correlation exists between how “fast” a defect is and the average
frequency of the Vi, bit stream (f,.q). More specifically, the defects that are
significantly “slower” in comparison to the average frequency of the bit stream
are accurately modeled, regardless of the compression imposed by wavapprox
(Figures 3.5a through 3.5d). Faster defects (Figures 3.5e and 3.5f) have time
constants comparable to the bit stream’s period (1/fs.,4). The proposed model
is unable to follow the P. of these defects, irrespective of 5 and &, values.

The relation between f,., and the defect time constants has been identified
earlier [120], however no comprehensive study has been performed for the
accuracy limitations of the AC BTI/RTN model [265, 120]. Given that a
version of this model, enhanced with workload memory, is the kernel of our
simulation methodology, we should exhaustively explore its accuracy limitations
for each model iteration. More specifically, it is important to identify for which
defects and under which conditions is the accuracy of our model acceptable.
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In order to formally conclude on the accuracy limitations of our approach, we
first create a set of 400 different defects, with time constants (7.g, TeL, Terr, Ter)
uniformly distributed in the logarithmic scale. The defects are arranged in a
two dimensional plane according to min {7, 7.} and min {7em, 7er }-

We use three sets of bit streams with f,,4 equal to 1 GHz, 100 MHz and 10
MHz for each set. Each set contains 100 signals, each one with a duration of 1
us. Each signal is CDW-approximated with maximum compression (e5 — +00
and €, — 1) and e, is calculated according to Equation 3.8. That way, we can
calculate p{ep}, o{e,} and max{e,} for each defect and for each f,.4 case.
The results are shown in Figures 3.6a through 3.6f. It is important to note
that, these results represent the accuracy of the proposed model for a single
iteration of Equation 3.7. However they provide useful insight on the accuracy
limitations of the proposed model, when using it for an arbitrary number of
iterations.

For all fq,4 values, we can always find a subset of defects that we are unable
to model accurately. As fqq is increasing, this subset is reduced and an
acceptable accuracy of our model spreads to more defect time scales. For the
case of fuug = 1 GHz, our model can accurately simulate all defects that satisfy
min {7z, Ter} > 1077 s and min {7.g, 7er.} > 1077 s.
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(a) Scaling defect time constants for various bias (Vz4) conditions, according to Equation 3.9

T(0) 7 (8)

(b) Scaling defect time constants for various temperature (T") conditions, according to
Equation 3.10

Figure 3.7: Equations 3.9 and 3.10 enable full support of bias and temperature
variations in the CDW-based BTI simulation framework [234].

3.5 Thermal & Bias Applicability

With Dynamic Voltage and Frequency Scaling (DVFS) being increasingly
common among modern ICs [34], it is important to also include the impact of
voltage bias on the BTI simulation. Furthermore, aggressive integration may
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CDW Representation
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Figure 3.8: Before resolving occupancy of defects with the CDW, time constants
need to be scaled [234]

also cause significant thermal gradients across an IC [249]. As a result, the
BTI simulator should also be aware of the local temperature conditions. It
has been previously demonstrated that the time constants of BTI/RTN defects
are affected by the operating bias (V) and temperature conditions. Based on
state-of-the-art measurements [95], we propose two orthogonal scaling rules of
a time constant, in view of temperature and bias variations (see Equations 3.9
and 3.10). These rules constitute a first order approximation of time constant
scaling, as observed in measurements from real devices. We can see that in
each case, the new time constant (7) depends on its original value (79), as well
as the original and new value of bias (V4,0 and Vg4) or temperature (Tp and
T), respectively. The original temperature (Tp) and bias (Vgq,0) values refer
to the conditions under which the time constant measurement was performed
on a sample of devices from a specific technology node. The scaling factors
(-2 for bias and -1/50 for temperature) are also technology-dependent. In the
current text, we conform to related work measurements for these factors [265].
An example of bias and temperature scaling (applied individually) appears in
Figures 3.7a and 3.7b respectively, for an initial temperature Ty = 125 °C and
an initial bias condition V40 =1 V.
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B (10) = log {7} = 2 x (Vaa,o — Vaa) +log {70} (3.9)

T (1) = log {r} = - + log {r) (3.10)

It is easy to prove that the scaling operators 8 and ¥ maintain a commutative
composition, thus they can be applied in an arbitrary sequence. Equations 3.9
and 3.10 require an extension of the CDW representation in order to include
bias and temperature information. Thus, before the occupancy of the defects is
resolved, the time constants should be scaled appropriately (see Figure 3.8). It
should be noted that temperature scaling affects all four time constants. Bias
affects only the time constants that refer to a non-zero voltage, namely 7. and
Teq for the nMOS and 7.5, and 7.y, for the pMOS.

From the results of Figure 3.6 we see that, given the time constants of a defect
and the workload of the respective device, we can identify whether this defect
is suitable for pseudo-transient simulation.

If that is the case, we can stride over Vg, intervals using a CDW approximation.
This course of action involves a few iterations of the proposed BTI/RTN model
and comes at a very small CPU overhead, compared to traditional atomistic
approaches in SPICE or VCD. If the defect is too “fast” for the pseudo-transient
model proposed herein, a more detailed simulation (with a SPICE or VCD
waveform) is deemed necessary. However, its duration need not cover the entire
device lifetime: the impact of fast defects can be seen within a small time
interval. For the subset of the “fast” defects, we can derive a margin of V;,
short-term variation that can be superimposed to the long term BTI/RTN
impact derived by the pseudo-transient model (see Figure 3.10a).

In order to verify the claims of this methodology, we test it on a single
device. First, we populate this device with defects and arrange them in the
min {7.q, Ter } vs. min{7ep, 7.} plane (Figure 3.9). A bit stream with fq,q =1
GHz is assumed as device workload. Given the results of Figure 3.6, we can
assume that 10™7 s is the boundary between fast and slow defects. For the “fast”
defects, we use a sample SPICE waveform, representative of the device workload
(Figure 3.10b). With a brief simulation that covers the “fast” time constants, we
receive the short-term impact of the respective defects (Figure 3.11a). For the
long-term impact of BTI/RTN, we create a CDW representation of the device
lifetime (until 10® s) using 100 points. As a result, each point has fu,, = 1
GHz and At = 105 s. What varries between CDW points is the «, which is
visualized in Figure 3.10b. The long-term BTI/RTN impact is calculated using
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Figure 3.9: Destinction between “fast” and “slow” defects [234]

the model of Equation 3.7 and can be combined with the worst case impact of
“fast” defects (Figure 3.11a).

The device workloads presented above are artificial. However, they can be
easily derived from industry standard tools when handling realistic circuits and
applications. A brief SPICE simulation of the target circuit can produce a
representative workload for the “fast” defect simulation. « values for different
circuit operation modes can be easily derived using timing analysis tools. The
above methodology has no inter-device dependencies and can be generalized to
a larger device inventory [161]. This data parallelism is highly compatible with
the multi-/many-core paradigm [84] observed in the computing infrastructure
of modern design houses [173].
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Figure 3.10: Applying the concept of pseudo-transient BTI/RTN simulation on
a single device [234].
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3.6 Design Flow Compatibility

Given that the CDW representation leads to an acceleration of BTI simulation
across device lifetime, it is very important to reflect on the usability of the
proposed framework for realistic circuits. We look into the accurate estimation
of functional yield of a circuit over three years of operation.

We use a subset of an embedded Static Random Access Memory (SRAM) [58],
isolating a representative path, from a memory cell to the SRAM’s input/output
ports. This circuit contains 63 transistors and it supports reading and writing
of the cell. We define a sample of this design as functionally correct iff a zero
value can be written and then read successfully (Figure 3.12a). We estimate
the functional yield of the target circuit, namely the percentage of samples that
exhibit correct functionality. Derivation of such metrics is of major importance
at design time and many methodologies exist solving this problem [173]. Given
the inherent time- and workload-dependency of the proposed model, we can
estimate the functional yield at different instances of circuit lifetime.

We perceive the evolution of V4, for each device according to Equation 3.11.
Vin,rz represents the time-zero component of Vi, fluctuations, whereas Vi, rp
the time-dependent counterpart. The former component is constant throughout
the device lifetime but varies across device samples. In the context of the current
text, the latter component is attributed solely to BTI. V;;, rp is a function of
time and varies across different device samples. The atomistic model for Vip rp
is configured according to Table 3.1 and solved in a pseudo-transient way.

Vin (t) = Vinoz + AV rp (), where:
Vinrz ~ Norm (uo, o0) (3.11)

and AVip 1rp ~ Atomistic Model

The proposed flow features detailed waveform dependency in aging analysis
by utilizing the CDW format. We illustrate this capability by performing
a stress-aware reliability analysis of the target circuit. More specifically, we
assume five different cases in terms of voltage supply for the test case circuit
(Figure 3.12b). Such settings cover the Vg4 parameter of the CDW. We assume
that the test case circuit operates at a 1 GHz frequency, executing iteratively
the functionality criterion test of Figure 3.12a (namely the write 0 — read
0 sequence of operations). Knowledge of this activity can provide the « and
f parameters of the CDW for each device of the circuit using the wavapprox
tools presented in Section 3.3. The inspected lifetime is about 3 years (10% s)
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Parameter Distribution
Y | Time-Zero pFET Vin,rz ~ Norm (—0.339V, —0.033V)
£ [ Time-Zero nFET Vinrz ~ Norm (0.397V,0.04V)
__| Defects per pFET N, ~ Pois (A = 10" x Area[cm?])
= | Defects per nNFET N,, ~ Pois (A = 6.7 x 10'% x Arealcm?])
2| Time Const. per Defect (s) logyo {7py } ~ Unif(a = —12,b = 12)
5| AVi, per AVy, ~ Exp (n = 5),
< | Defect (mV) for pFETs and nFETs alike
* p: process, either capture (c¢) or emission (e)

V' voltage, either high (H) or low (L)

Table 3.1: Atomistic model configuration for yield analysis of the target SRAM
circuit, according to BTI/RTN measurements [265] and the 90 nm Predictive
Technology Model [1], as initially disclosed in [234]

and is split in intervals of 2.5x107 s (which is used as the At parameter of the
CDW). Finally, the temperature is fixed at a reference value of 50 °C for all
the simulations.

The functional yield of the circuit is estimated for all five V4 cases and the 95%
confidence interval [66] is also provided based on 150 Monte Carlo iterations
for each case. We have measured the execution time at roughly 3 hours of
processing per 150 Monte Carlo iterations on a desktop computer with an
Intel® Core™ 2 Quad processor operating at 2.66 GHz. Each iteration starts
with initialization of Vi, 7z (from the normal distribution) and of the gate stack
defects (based on the atomistic model). At each time step, Vip rp is evaluated
per device and the circuit’s functionality is tested.

For the sake of brevity, we have ignored the impact of the “fast” defects on
the functional yield analysis. Apart from being covered by previous work [229],
we have refrained from transient BTI/RTN simulations, since they can be
incorporated to the time-zero (and ever present) variations of Vy, by adding
a “safety” margin. Significant work exists in experimentally delivering yield
and failure metrics for SRAMs, strictly due to “fast” defect activity [263].
However, until now and to the best of our knowledge, yield analysis of memory
circuits has never accounted for time-dependent changes in parameters like Vyq
stress, temperature or even signal activity. In the results presented herein we
substantiate how different the yield profile of the target circuit may look, when
Vg stress varies throughout its lifetime.

The yield estimations of Figure 3.12¢ provide useful hints towards time-zero and
time-dependent variability mitigation. We observe that at a constant V4, the
target circuit degrades aggressively within the first 2.5x107 s lifetime interval.
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Afterwards, the yield shows minimal fluctuation. It is evident that constant
voltage supply is unable to keep the yield of the circuit at acceptable levels. On
the contrary, a dynamic Vg4 configuration (namely Case 5 of Figure 3.12c) leads
to a more acceptable yield profile. Finally, the BTT amplification due to elevated
voltage supply appears to be overwhelmed by the reliability enhancement due
to increased overdrive.

The proposed pseudo-transient, atomistic simulation scheme for BTI is a major
enable for a thorough yield analysis, as presented above. By retaining the time
dependency of the atomistic model, we monitor the evolution of functional yield
throughout the circuit lifetime. Based on the model’s workload dependency,
we test dynamic alterations to the circuit’s workload and observe their impact
on the functional yield. Such capabilities are very important for the design of
reliable ICs, especially at aggressively downscaled technologies [173].
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Chapter 4

Time-Dependent Variability
in the FPrail

In the previous Section, we have provided sufficient hints about the propagation
of reliabiltiy information from the level of gate stack defects to the performance
and functionality of a simple memory circuit. In order to solidify this link, it is
important to deliver failure metrics, under the influence of material variability,
in a way that is consistent with system architecture needs. The contributions
of the current Chapter are exactly in-line with this direction. We aim to deliver
failure probability (Prj) values for a SRAM cell which is injected with BTI
variability, hence we initially revisit major milestones of prior art in this domain
(Section 4.1). The Most Probable Failure Point (MPFP) methodology is used
as the kernel of P, estimation (Section 4.2). Two BTI models are compared,
the Reaction-Diffusion and a Defect-Centric (Section 4.3) and their impact on
P,y is further discussed (Section 4.4). Finally, the current Chapter ends with a
discussion about the applicability of the MPFP technique on Statistical Static
Timing Analysis (SSTA — Section 4.5).

4.1 Background

The variability of V;j, is of major importance for the design of memory structures,
with the SRAM cell being one of the most studied components. A variety
of metrics can be derived to quantify SRAM stability. From an architectural
perspective, an aggregate metric such as the failure probability (P, ) is the most

59
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usable. Based on the Pp,;, architects can take design-time decisions regarding
the protection of SRAM banks (as in the case of caches) [64] or predict the
impact of SRAM-induced performance degradation [251, 102]. Consequently,
for design choices to be optimal (i.e. guaranteeing protection while imposing
minimal overheads), P, should incorporate properly all the semiconductor
phenomena that induce V;j, variability.

Py values have been previously calculated for various SRAM configurations
[125]. Prai estimation has been also performed with specialized Monte Carlo
simulations, using the Reaction-Diffusion (RD) model for BTI [128]. However, as
we have discussed in Section 3.1, failing to capture the time-dependent effects of
transistor variability, i.e. the fact that two transistors may age in a different rate
and/or at a different degree during their lifetime [265], may lead to significant
errors in reliability analysis. A defect-centric model, namely a simplified version
of the earlier discussed atomistic version BTI [41], has been used to capture
time-zero and time-dependent variability on simple circuit operation parameters
[280]. In the current Chapter, we differentiate from prior art by focusing on the
standard deviation of Vi, shifts for proper Prqu calculation. We also demonstrate
that average aging models may miscalculate the cell’s Psy by more than three
orders of magnitude at the Most Probable Failure Point (MPFP).

The estimation of the failure probability of an SRAM cell can be performed
in various ways. Initially, a series of failure criteria are established, which may
correspond either to static [27] or dynamic [125] figures of merit. Also, the
choice of failure criteria may be such that permanent [218] and/or transient
failure modes [86] are studied. Then, cell parameters (transistor dimensions,
threshold voltages, etc.) are artificially varied and the union of the failure
criteria is tested for each inspected point of the parameter space. A subset
of points in this space is inspected, using the general concept of Monte Carlo
sampling. From an algorithmic perspective, there are two orthogonal approaches
towards sampling the design space:

(i) Importance Sampling: This technique shifts one [50] or more [121] cell
parameter distributions, so that extreme cases are sampled. That way, a
pessimistically biased Pk, is calculated, which is recast to realistic values, based
on the initial distribution shift. Systematic ways to control the accuracy of this
process have been previously proposed [69).

(ii) MPFP: According to this concept [125, 219, 218, 86], the Pgj of the
cell is a specific combination of SRAM cell parameters, which must lead
to cell failure (according to the considered criteria) and should occur with
maximum probability (according to the respective distributions). We provide
more information on the basics of this method in Section 4.2.
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Regardless of the P, calculation method, SRAM cell parameters may vary
for many reasons: Time-zero variations are static and a result of imperfect
manufacturing [203]. Time-dependent aging phenomena cause changes in
transistor parameters over their lifetime, as in the case of BTI, whereby |V
increases during operation, both for p- (NBTI) and n-type (PBTT) transistors.
The BTI phenomenon has been inspected in a P context using the RD
model and a “non-linear regression model” [128]. The defect-centric approach
has been used to quantify SRAM cell parameters, but without deriving the
overall probability of failure [280]. In the current Chapter, we leverage the
MPFP concept to estimate the impact of BTI on P,y We use a defect-centric
model which properly captures time-dependent variability of BTI in aggressively
downscaled nodes [94].

4.2 The MPFP Methodology

To derive the P of an SRAM cell configuration, using the MPFP concept, we
identify the combination of involved V4, values with a maximum probability
of occurrence. This combination should additionally be leading to failure
of the cell, according to a failure criterion. We will be using the notation
X = [zg x1 ... xy_1] for the combination of N V;;, shifts (one vector element
per involved transistor). In this work, we use a permanent failure criterion,
based on the six-transistor SRAM cell’s Static Noise Margin (SNM) for the
hold operation as described by Equation 4.1. Given that we look at the hold
operation of the cell and for the sake of simplicity, we emphasize on the four
transistors of the cross-coupled inverters, as highlighted in Figure 4.1. More
comprehensive criteria can be used [27, 125, 218, 86], however a full reliability
analysis is out of scope for the current text.

A= {x:SNM (x) > 0} (4.1)

The SNM is derived with two DC analyses of the SRAM cell netlist, each one
sweeping one of the two complementary nodes (Q or QBar) and probing the
other. Having derived the curves from the two sweeps (Figure 4.2a), we rotate
them by 45 degrees [57] and calculate the number of zero crossings [261] of
their difference (Figure 4.2b). If the zero crossings are less than three (i.e. less
than the two stable points and the one metastable point that should exist by
default), the cell is assumed unstable and a failure is recorded, whereby we use
the notation 14 (x) = 0.

The value of x which leads to failure with maximum probability (i.e. MPFP) is
derived from Equation 4.2. This, effectively, represents an optimization problem:
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We need to maximize the probability of x, as long as the failure criterion is
satisfied. For the sake of accuracy in this work, we have performed an exhaustive
analysis of the x space, only bounding it in terms of “reasonable” V;; values
such as ||x||s < 0.5 V. An algorithmically efficient solution for this space search
is beyond the scope of our work, however prior art features many solutions to
this problem [125, 219, 218].

N-1
max {Pfail = H P (|AVipi| > xz)}

i=0 (4.2)

such that 14 (x) =0

The probability that corresponds to each x failure point is calculated based
on the statistics of the involved V;, parameters. We will assume that both
for pFETs and nFETS, V;, variability (both time-zero and time-dependent) is
modeled using Gaussian distributions': AV, ~ Norm (p,, 0,) and AV, ,, ~
Norm (i, 0,). During the exploration, for a certain value of z;, the equivalent
probability is equal to the area highlighted in Figure 4.3, which is equivalent
to P (|AVyp, | > x;). As soon as the MPFP is located, it is useful to report the
respective probability (which is equal to Pr;) and a figure of MPFP “distance”
from the default design point, where V;;, is not variable at all, according to
Equation 4.3.

4.3 BTI Variability Models

In Chapter 3, we have proposed the Compact Digital Waveform (CDW): Each
interval of system operation is characterized by the clock frequency (f), a vector
of duty cycles per gate node (), the interval’s duration (At), the operating
temperature (T') and voltage supply (Vgq) [234]. The aggregate notation t will
be used for a single CDW point. In the general case, the aggregate V;;, shift
is formulated according to Equation 4.4. The former term reflects time-zero
variability and the latter represents time-dependent (aging) mechanisms.

1Non-Gaussian distributions have been suggested for certain aspects of transistor variability
[280]. Our setup supports any type of AV;y, distribution. In this work we use Gaussian
distributions, as sufficient first-order approximations.
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Figure 4.3: Probability of a single failure point coordinate. The MPFP
maximizes the coordinate-wide product of probabilities.

AVip, (t) = AVino + AVip aging (t) (4.4)

4.3.1 Time-Zero Variability

A valid course of action is to implement the Pelgrom scaling principle [203],
which is formulated in Equation 4.5, where W and L are the transistor’s width
and length and Ay is the technology-dependent Pelgrom constant. This
implies that smaller transistors exhibit greater time-zero variability, namely
their og is higher.

Ay
AVipo ~ (0,00) , where o9 = (4.5)
vWL

4.3.2 Time-Dependent Variability and Aging

In the average case, the time-dependent component of BTI is calculated as
a function of t according to Equation 4.6, with p given by Equation 4.7
and notation explained in Table 4.1 [276]. Such models are compatible
with additional transistor aging variability, however this requires additional
development and may incur increased computation times [191]. The defect-
centric model brings about both average aging and variability in a single
compact formulation. In the current paper, we will use the average model and
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Parameter Value Description
E, 0.49 eV Activation Energy
k 8.62x107° eV / K Boltzman Constant
Ey 0.335 V/nm Electrical Field
tox 1.4 nm Oxide Thickness
q 1.6x10~1° Electron Charge
€ox 3.9x107 1 F/m SiO5 Electrical Permittivity
T, 1078 (s/nm?) Constant Parameter
& 0.9 (a.u.) Fitting Parameter
&2 0.5 (a.u.) Fitting Parameter
K 8x10%? (s70-25C 99 m—0-2) Constant Parameter
n 0.25 (a.u.) H, Diffusion Constant

Table 4.1: Model parameter explanation and values used for average BTI aging

model

the defect centric, to illustrate the importance of standard deviation of AVy,
for the accurate calculation of P .

C:
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From a defect-centric perspective, BTI is predicted to contain a time-dependent
variability component. In other words, the mean V;, aging across a set of
transistors follows a trend similar to the power law of Equation 4.6. However,
there is also a time-varying standard deviation. Hence, according to the defect-
centric model, two identical transistors that are subjected to the same operating
conditions may age in a different way. More specifically, the defect-centric
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model assumes that a variable number of different defects resides in the gate
stack of each transistor. Each defect can capture and emit minority carriers
at a rate governed by its individual time constants. The contribution of each
capture/emission event is also variable, with each defect contributing by a
characteristic step to the overall V3, shift occurring to the transistor [234] due
to BTI.

Recent defect-centric literature documents that, for downscaled devices, the
average Vi, shift caused by BTI follows a power law similar to Equation 4.7
[143]. Furthermore, by fitting experimental data, a correlation has been derived
in related work between the standard deviations of V;j, shift due to time-zero
and time-dependent variability [280], which is repeated in Equation 4.8. It is
important to note that this Equation features in prior in the context of FinFETs.
However, it is reused in our work within a MOSFET context since (i) it is a
representative formulation of time-dependent standard deviation of AV, and
(ii) similar observations have been reported for the case of MOSFETS as well
[94]. Hence, we can assume that, from a defect-centric perspective, AV}, is
described by Equation 4.9.

12

AVyy, (t) ~ Norm [ (t) , 0] (4.9)

4.4 Simulation Flow and Results

Following the methodology as described in Section 4.2, we have implemented
the simulation setup of Figure 4.4. Inputs to this setup are the V;;, variability
distributions for p- and n-type transistors, which, as we have discussed previously,
can be generally assumed as time-dependent.

To begin with, we perform an exploration using the framework of Figure 4.4.
We sweep two parameters for transistor variability, namely p = |p,| = 1, and
0 = 0, = 0y. The simulated cell is implemented with a high performance 16
nm Predictive Technology Modelcard [1], i.e. all transistors are dimensioned as
32 nm x 16 nm. Apart from the default Vyq (i.e. 0.7 V) we also test two lower
voltages (0.6 and 0.65 V).

In Figure 4.5a we see the distance of the respective MPFP from the ideal design
point (where p1 = 0 = 0) for the aforementioned sweep of variability parameters.
Even if we only have the aggregate distance of the most probable failure point,
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Figure 4.4: MPFP estimation setup used in the current work

it is clear that there is a weak dependence (if any at all) to the mean of V,
shifts. Instead, the most definitive parameter is the spread of the AV;y, i.e.
0. Moreover, we observe that as variability is amplified, the MPFP moves to
more “distant” regions of the design space. This is expected, given that, as we
amplify variability (by increasing o), we increase the probability of occurrence
for failure points that are otherwise rare. Also, ||MPFP||r is affected by the
Va4 in a non-regular way: For reduced variability, a higher V4 activates more
distant failure points. For aggressive variability, a higher V4 activates failure
points closer to the ideal design point.

In Figure 4.5b we see how P (i.e. the actual probability of the most probable
failure point) changes for various values of u and o. We verify that P is a
more sensitive to the spread, rather than the mean of Vi shifts. The dependence
on y is pronounced only for the case of reduced ¢. This indicates that uniform
changes that are applied to all V;j, values are less definitive for the reliability
of the cell. On the contrary, P, is dictated by the spread of outliers, i.e. the
standard deviation of AV;y,. This observation motivates that, for a proper aging
analysis of an SRAM cell, the time-dependent spread of Vi, should be properly
accounted for. We will further substantiate this claim in the next Subsection.
Finally, we notice that as the Vg increases, P, decreases, which is a consistent
observation. We observe a maximum P, drop by an order of magnitude for a
0.1 V Vg4 increase (highlighted in Figure 4.5b).
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Figure 4.5: The MPFP is more sensitive to the standard deviation of threshold
voltage shifts, rather than the mean.
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Figure 4.6: The inspected Vzg bump is not effective for SRAM cell reliability in
case of aggressive variability. This claim remains valid only for the SNM hold
criterion used in the current work.

In Figure 4.6 we focus further on the P,y benefit achieved by increasing the
Vyq from 0.6 V to 0.7 V. It appears that this benefit decreases as variability
intensifies within the SRAM cell. This benefit is also more sensitive to ¢ in
comparison to p. However, it should be stressed that this claim is valid only
for the currently inspected failure criterion (non-zero SNM hold). Generalizing
this claim towards overall reliability benefits from a V4 increase requires a fully
comprehensive reliability analysis, which is beyond the scope of our work.

In a second series of experiments, we evaluate the target SRAM cell across a
lifetime of 10® seconds, i.e. roughly three years. Assuming aging under BTI
and Vzg = 0.7 V, we implement the two aging models discussed in Section 4.3.
In both aging implementations, time-zero variability is present with og = 30
mV. Average aging follows Equation 4.10, whereas the defect-centric approach
follows Equation 4.11. We assume pFETs and nFETs undergo identical mean
aging [143], i.e. p (t) = |up (t) | = py (t), according to Equation 4.7, and feature
identical standard deviation, i.e. 0 = 0, = oyp,.

|AVin (8)] ~ Norm [ (t) , o0] (4.10)
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(b) Transistor aging using a BTT model that includes time-depedent variability

Figure 4.7: The defect-centric model introduces a time-dependent increase of
the Vy, shift standard deviation. This is an additional and desirable feature on
top of average aging models. We note that the color bars of the above Figures
are presented in arbitrary units, whereas the actual proper unit of measurement
for this probability density is Volts per second.
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Figure 4.8: The average BTI modeling approach fails to properly capture the
impact of time-dependent variability on the P;. Apparently, this course of
action deviates by more than three orders of magnitude if stochastic AV;,
behavior is unaccounted for.

(4.11)

AV (8) | ~ Norm [u GRS

In Figure 4.7 we see the transistor-level difference between these two aging
models. We plot the probability density function of the average and the time-
dependent variability aging model in Figures 4.7a and 4.7b, respectively. The
coloring of the Figures indicates the probability density, for each AV, value in
time. In Figure 4.7a the average V4, shift is a function of time and the respective
standard deviation is constant and equal to og. Conversely, in Figure 4.7b both
the mean and the standard deviation of the total V;;, shift are functions of time.

Apparently, an average aging model without any stochastic component fails to
capture the additional variability that is included in time-dependent approaches,
such as the defect-centric one. This can be observed by comparing Figures 4.7a
and 4.7b: On the former case, the probability density is concentrated around
the mean V}j, shift trend. On the latter case, probability density is increasingly
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dispersed with time. Given our observation on the P, sensitivity to the
standard deviation of the Vj, shift (Figure 4.5), we evaluate the P, over a
~3 year lifetime, for each of the two above variability models. The results are
shown in Figure 4.8. As expected, we observe a substantial difference in the
derived failure probabilities.

The average aging approach leads to an optimistic estimation, deviating by more
than three orders of magnitude, compared to the approach that encapsulates
time-dependent variability. The reason for such deviation is that the non-
stochastic average aging model fails to capture the time-dependent standard
deviation of V;;, shifts caused by the BTI effect.

4.5 Discussion and Extensions to SSTA

The delay distribution of a digital circuit path is crucial for the early reliability
evaluation of a digital design. As transistors are shrunk to unprecedented
dimensions, accurate yet fast estimation of such distributions remains a valid goal.
Such distributions may not be provided or are delivered in a heavily abstracted
fashion to designers, which reduces the insight into design dependability. In
view of the above observations, we propose a technique that approximates the
probability density function of a path of digital circuits using a well-known
computational kernel, namely the MPFP technique. The output of this concept
is the failure probability of a digital circuit path for various target delays.
We reformulate the statistics of the MPFP kernel and establish a concise
methodology for delay distribution approximation. We present simulations for
an inverter and outline projections for more complex gates.

The inherent time-zero and time-dependent variability of semiconductor
structures creates challenges for the efficient/accurate modeling of integrated
circuit reliability [234]. Statistical Static Timing Analysis (SSTA) has been
prevalent in handling delay distributions of standard cells. This is split mainly
between depth-first (or path based) [116, 197] and breadth-first (or block based)
[274, 155, 11] techniques.

Regardless of SSTA techniques, what is really interesting is the derivation of
the delay distributions of standard cells. Accurate derivation requires a large
number of simulations or measurements, since rare delay events need to be
accounted for. In many cases, complete distributions are not even available
and only an approximated view of standard cell delay variability is provided,
as in the case of the stage-based on-chip variation (OCV) [71]. In view of the
above, it is important to provide an accurate and efficient technique for the
approximation of a standard cell’s delay distribution.
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The current work delivers the distribution of an inverter delay, based on the
distributions of the involved threshold voltages (V). The numerical kernel used
is the Most Probable Failure Point (MPFP), which has been used for memory
cells [125, 86, 233]. We reformulate the MPFP using the x? distribution and
use it iteratively to get the probability mass for various inverter target delays.
Project and extensions are provided for more complex standard cells and paths.

The manifestation of variability in a circuit can be encapsulated in a vector
x (e.g. threshold voltage shifts of the involved transistors). A performance
metric (e.g. delay of cell) y can be evaluated at each x point as y(z). A
failure occurs when the performance metric is larger than a specified target
(Y), namely y > Y2. For a specific Y, the MPFP methodology aims to find
the failure, i.e. Pnu(Y) = P(y >Y). In order to connect variability with the
failure specification, it is important to isolate all the values of x that satisfy
the failure criterion. Let us use F' to represent the set of x values that lead
to a failure. The failure probability is P(x € F). The challenge posed by
MPFP is both isolating F' and calculating P(x € F) in a systematic way. We
illustrate this situation with an inverter, which has been profiled using Synopsys
NanoTime [260] according to Figure 4.9a. Simulation results have been fitted
with MATLAB for simplicity, as shown in Figure 4.9b, where a level set is
annotated for a specific Y (roughly 17.5 ps). For all the simulations presented
herein, we have used a publicly available high performance 16 nm modelcard
[1]. A functionality criterion (in our case y > Y’) has been previously combined
with a product of probabilities to approximate space F' [125, 86, 233] and its
probability mass, according to Equation 4.2 has been used to approximate F'. If
we cast the product of probabilities to the delay space (Figure 4.9¢), it is clear
that even if the functionality criterion is correct, the probability mass of set
F is not totally covered. To address the above inaccuracy, we propose Pr,j(Y)
calculation in two separate steps. There exactly lies the novelty of the current
work, in reformulating the MPFP using the x2 distribution.

4.5.1 Reformulating the MPFP — Inverter Case Study

The first step is to isolate the point x4 which leads to minimum delay Y-
To achieve this, we solve the optimization problem min {y(x)} for x and also
get the distance of x4, which we notate as r4. For the case of the inverter, it
is reasonable to expect a unique solution to this optimization problem. This
statement has been verified with a series of Synopsys NanoTime [260] simulations
(Figure 4.9a) and remains valid when we use a fitted expression for y(x) as in
Figure 4.9b.

2In the current Section we will be using lower case letters for random variables and the
upper case letters for variants.
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The procedure followed in this step is outlined in Figure 4.9d. First, we isolate a
direction away from x4 along which the increase of delay is maximum. Having
selected a target delay Y, we move along the above direction, until we reach
Xy, where y(x) =Y at a distance equal to ry from the point x 4. At this point,
the generalized non-central Chi distribution can be used (x?). This will provide
the probability mass that corresponds to a hypersphere in the threshold voltage
shift space, which is centered at x4 and has a radius equal to ry. By comparing
Figures 4.9b and 4.9d, it is clear that the use of the x? distribution is rather
pessimistic, since x points that are faster than the target Y are included in
space F'. However, this is preferable than the formulation of Equation 4.2, which
is optimistic: a huge portion of probability mass is ignored, as we can verify
from Figure 4.9c. On the contrary, the x2-based formulation is guaranteed to
contain all the failure points, provided that point xy is selected based on a a
greatest ascent algorithm, moving away from x 4. This ensures that the “pass”
region only contains “pass” points, even though some are excluded (pessimism).
It is important to note that the above statement is correct regardless of the

shape of y(x).

Looking into the x? distribution, we are specifically searching the probability
mass of random variable z2, as defined in Equation 4.12, where NN is the number
of involved transistors (2 in the case of the inverter) and o; is the standard
deviation of the AV}, per involved transistor. In the current work, we assume
that all transistors exhibit the same o;. The non-centrality parameter of the
utilized distribution is calculated according to Equation 4.12 [117]. Apart from
the involved o;, this parameter considers the distance between point x4 and the
origin of the axis of the x space, which is encapsulated as the translated mean
Vi shift per transistor (i.e. p;). For the rest of current Section, we assume that
these mean values are constant. In case transistor aging is assumed, actual mean
Vi shifts become non-zero [280] and distance to x4 can be easily recalculated.

(4.12)
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At this point, we need to note that the approximation of F' can be improved by
utilizing distribution transformations, as advised in prior art [181]. However, in
the current work we prefer the directly applicable x? distribution at the small
“cost” of more pessimistic approximation of set F'. Using the above approach,
we end up with the P results of Figure 4.10a. As it can be expected, a
higher o of transistor V;j, shift leads to higher P, for the same target inverter
delays Y. Finally it is clear that, in case f(x) has a single maximum (instead of
minimum), we can alternatively start from its maximum and directly bound set
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F, instead of its complement. The choice between minimum/maximum depends
on the shape of f(x).

A (sufficiently) correct estimation of the failure probability for a target delay YV
satisfies Equation 4.13, whereby PDF, and CDF,, are the respective probability
and cumulative density distributions for random variable y (inverter delay in
our case).

Y
Pan=P(y>Y)=1-CDF,(Y)=1- / PDF,dy (4.13)

— 00

It is clear that by repeating the above process for different values of Y we can
isolate the cumulative probability for various delay specifications of the target
circuit. Based on the P vs. Y relation derived in Figure 4.10a, we easily
produce the respective CDF,, data, as illustrated in Figure 4.10b. A simple
differentiation yields the corresponding PDF,,. This effectively constitutes the
delay distribution of the inverter. It is solely based on a NanoTime-compatible
description of the inverter and uses values of the standard deviation for V;,
shifts (multiple values inspected). This being a non-analytical approach, it
is important to highlight the probability mass that is unaccounted for. This
corresponds to events that are not included in the presented PDF,, as in the
case of very high target delays (which can be safely assumed as negligibly rare).
The unaccounted probability mass is illustrated in Figure 4.10d. Evidently,
the higher the spread of Vi, shifts is, the higher the unaccounted probability
mass is using our technique. However, when considering o values for AV, that
are relevant to current technologies [280], our technique behaves with sufficient
accuracy.

The delay of the inverter is lower bounded (Figure 4.9b). This means that
delay distribution of the inverter does not have a tail on the left. However, as o
increases, the right-hand tail extends uncontrollably.

4.5.2 Generalizing to Complex Gates and Standard Cell Paths

Standard cells with more than one transistor in the pull-up/-down branches,
require a systematic way of identifying the delay minimum (of maximum). In any
case, we have no information about y(x), which is evaluated with NanoTime for
each iteration. We implement coordinate descent [283] according to Algorithm 1
for the case of a NAND gate.

Algorithm 1 has been implemented as Perl wrapper around NanoTime. We
initially sweep the y(x) function for the NAND case, in a 100 mV granularity
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Figure 4.11: Results of the coordinate descent implementation of Algorithm 1.
One of the minimum delay points is identified within ~ 160 NanoTime iterations.
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Algorithm 1 Coordinate descent used in the current work, based on iteration
limit and V}j, step equal to s
while (itNum<Limit) {
for i{€0,1,...N -1} {
s =find descenting direction for uz;
if y(xg,...,x; + 8, ..., xNy_1) <prev_delay
{Update x with x; + s}
else {Proceed to next transistor}
}
}

(> 14,000 NanoTime iterations). This is a crude estimation of the minimum
value and the value of the corresponding Vj, shifts (i.e. estimation of x4. Using
Algorithm 1, we succeed in identifying the minimum point in ~ 160 NanoTime
iterations (Figure 4.11).

Given the multitude of transistors in the pull-up/-down branches of standard
cells, multiple minima may exist for y(x) (¢ = 0,1,..., M — 1). Given the
symmetry that appears in these cases, we may treat only one of these points
(x4;) with the technique of Subsection 4.5.1. The cumulative probability
around x4; can be multiplied by M to provide the total probability mass of
the “pass” event at delay Y. This is, conceptually, the complement of the F' set
(“failure” region). By subtracting from one, we get P,;, which is substituted in
Equation 4.13. Repeating this for different Y values yields the delay distribution
of the standard cell.

Clearly, in case y(x) has a finite number of maxima (instead of minima), a
dual approach can be maintained. This leads to bounding set F', instead of
the latter’s complement. The choice between the two courses of action can be
resolved with a high-level view of y(x), e.g. by crudely sweeping the x space.

The techniques of minimum and maximum identification, Algorithm 1) and
probability mass calculation need to be generalized for an arbitrary number of
transistors (N) in the standard cell. The two step technique of Subsection 4.5.1
should account for plateaus in y(x) and non-global minima/maxima. Such
enhancements constitute points for future work.

Given a (sufficiently) accurate PDF approximation for the delay distribution of
a set of standard cells, it is quite easy to provide the delay distribution for a path
of standard cells. Given that we target the sum of the delays of the involved
standard cells, the respective distribution is produced with convolution of the
delay distributions [97]. In Figure 4.12 we present the results for a chain of four
inverters, each one being identical to the one used in Subsection 4.5.1. The chain
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Figure 4.12: Iterative convolution of PDF, from Figure 4.10c provides the delay
PDF, CDF and, eventually, the Pr,; for a chain of four inverters.

of operations is exactly inverted: we convolute PDF, the appropriate amount
of times (four) and produce Figure 4.12a, namely the delay PDF for the path of
inverters (PDF,4). A simple integration yields the CDF,4 (Figure 4.12b) and
subtraction from one provides the failure probability of the simple four-inverter
path for various target delays (Y), as illustrated in Figure 4.12c. We note that
the resulting failure probabilities span a wider Y range in comparison to the
single-inverter equivalent. Also, there is a general transposition of the nominal
delay in comparison to Figure 4.10a, given the connection of inverters in series.



Chapter 5

Dependable Performance
under Fine-Grain Rollbacks

In the previous two Chapters, we have shown how variability at the level of gate
stack defects is typically manifesting itself at the system level, which can be
eventually measured using the component failure probability (Pr.;). In general,
components may be failing at different rates and for different reasons. So far, we
have explored at length the issue of BTT and RTN as a valid reason for reliability
violations. As semiconductor phenomena are encapsulated into a single P,
so do higher level reliability violations abstract to the Mean Time to Failure
(MTTF). This metric corresponds to the mean time between error or failure
events for an integrated (sub)system [187]. Typically, in modern processors,
certain actions are taken upon error or failure realization, which generally fall
under the Reliability, Availability and Serviceability (RAS) umbrella term [247].
Another reliability metric that is relevant is the Failures in Time (FIT), which
the number of failure or error events in one billion device hours (product of
devices tested by the duration of the test). It is clear that regardless of the
underlying phenomenon (e.g. material aging as discussed in Subsection 2.2.2 or
particle interference as discussed in Subsection 2.2.1), the circuit designer can
derive a failure probability (based on the failure mechanism featured within
the computing fabric), which can then be recast to an MTTF or FIT rate for
the respective error occurrence. This manifestation can be either permanent
(i.e. irreversible) or transient (i.e. restricted both in space and time) [290]. The
casting from failure probabilities of circuits to MTTF or FIT rates of systems is
a procedure which requires extreme care, given that it requires knowledge of the
activity patterns on the actual computing fabric. That way, proper consideration
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of masking effects or false negatives can be achieved in the reliability analysis.

Regardless of their root, fault events in the computing fabric may propagate
to higher abstraction levels, thus causing fluctuation of the system’s operation
parameters (e.g. leakage power, delay etc.) or a binary corruption of the
system’s output. There exactly lies the distinction between parametric and
functional reliability violations, as articulated in Definitions 1.8 and 1.9. In
this Chapter, we will start from a FIT specification that targets the data
plane of a streaming application executed on a real many-core chip. Errors
are injected as software artifacts so that both the MTTF specification and the
binary corruption are properly replicated. This work addresses functional and
parametric aspects and focuses on transient bit flips in low-level data caches
(referred to as “soft” or “transient errors”). Many mechanisms are responsible
for such errors, ranging from cosmic particles to supply voltage fluctuations
[294]. Manifestation of such errors threatens functional reliability, namely the
binary correctness of the application output. In this Chapter, we demonstrate
a hybrid technique that guarantees the resiliency of corrupt application data
structures. Mitigation of these errors is performed by a demand-driven rollback
in application execution, using safe copies of key application data structures.
This affects the parametric reliability of the system, i.e. the target latency
constraints. The trade-off between output correctness and the time/energy
overheads is illustrated. Dynamic Frequency Scaling (DFS) is used to avoid
timing degradation, even for extreme error rates.

We note that the content presented herein has been discloser in a previous
publication [230], where the current Chapter presents the major highlights
of this reduction to practice. A background on the mitigation of transient
errors is presented in Section 5.1, whereas the selected and finally implemented
scheme is outlined in Section 5.2. The experimental setup (target platform and
application) is presented in Section 5.3 and results are extensively discussed in
Section 5.5.

5.1 Background

In the context of Static Random Access Memories (SRAMs), which are mainly
used in the cache blocks of modern digital systems, there is a wide variety of
mechanisms that lead to transient errors [139]. The transient error is typically
manifested as the corruption of the bit value that is stored in an SRAM cell.
The reason may be a drop in the power or ground grid of the system [127]. In
other cases, cosmic particles may disrupt the value stored in one or more cells
of an SRAM array [179] (i.e. soft error). The current work focuses on the data
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plane vulnerability to bit-level corruption without connecting it to the physical
phenomena that affect SRAM cell stability.

Some mitigation approaches rely on additional HW components to guarantee
the correct operation of low-level cache blocks. A popular technique is ECC
[101], where codes determine if stored data have been corrupted by a transient
error. Modern implementations involve the use of codes both for the data per
se and for invariant attributes of the data [98], in what is known as Error Code
Tagging (ECT). The addition of extra hardware to support error correcting
capabilities may introduce significant area overheads, as in the case of Single-
Error-Correction Double-Error-Detection of [212]. In a 64KB SRAM, the
associated area overhead is quite extreme [129]. ECC has to be distinguished
from the pure use of parity bits, that allow only the detection of erroneous
bits within pieces of data. Other purely HW approaches employ redundancy of
crucial HW components, as in [172]. Especially in cases where the redundancy
scope is nearly global across the HW, as in the case of Field Programmable
Gate Arrays (FPGAs) [124], the associated area and power overhead is very
unacceptable. Tackling transient errors at the SW level comes with reduced
observability of the platform’s components. Prior art proposes the use of system
memory, in order to protect the contents of registers [151]. This introduces a
temporal overhead, as in the case of bringing a value from the memory (where
it is protected) to the register file (where it is vulnerable). Other approaches
turn to the optimized use of system resources, in order to guarantee the overall
system reliability. Such an approach, in the context of many-core architectures,
is based on the correlation between the utilization of a physical component
and its vulnerability to failures [293]. Even though this a valid assumption,
these techniques cannot handle stochastic reliability violations, as in the case
of cosmic particle interference, where radiation interference is not coupled to
resource utilization.

The above insufficiencies illustrate how HW and SW combined should yield the
optimal mitigation schemes. Such an approach has been applied to an embedded
processor [287], for protection against soft errors, where memories are placed out
of scope. In the current Chapter, memories are the main focus and a many-core
chip is used so that the overhead of inter-core communication [223] is accounted
for within the mitigation scheme. Furthermore, cross-layer reliability features a
shift to combined HW and SW mitigation techniques [40]. According to this
paradigm, designers should “permit devices to fail and compensate [...] at higher
[abstraction] levels” of the system stack [62]. Hence, the mitigation scheme
instantiated in this Chapter is quite in-line with this design trend [183]. This
scheme also allows the exploration of the time redundancy vs. error tolerance
and system performance trade-off. A very interesting demonstration of this
trade-off is performed in [73], however no optimal points are formally identified.
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Finally, the term “performability” has been used to illustrate the probability of
both timely and functionally correct operation [73]. In our case study, delay
and functional correctness are treated as perfectly independent cost functions of
system operation. A hybrid (HW-SW) technique for the mitigation of transient
errors in data caches has been previously presented [236, 42]. It proposes small,
protected, on-chip memory buffers that hold key application data. That way,
upon error detection, a successful rollback to a previous functionally correct
state is enabled. Here, we demonstrate the full viability of this methodology by
studying a realistic streaming application on a real research-grade many-core
chip. The Single-Chip Cloud Computer (SCC) experimental processor [104] is
a 48-core “concept vehicle” created by Intel Labs as a platform for many-core
software research. The streaming application of our choice is an MJPEG decoder.
In [236, 42] only a simulation-based study has been performed. Here, we present
a case-study that evaluates this technique on a real hardware platform, which
incorporates the physical effects of a full system realization. Finally, we explore
the performance vs. quality cost trade-off within the application and formally
derive optimal solutions.

5.2 Rollback-Based Transient Error Mitigation

Definition 5.1. A Safe Copy of a data structure is a copy that resides in
a memory area that allows HW detection and mitigation of transient errors,
hence it is fully protected.

The proposed mitigation methodology is based on the assumption that low-level
data caches (e.g. L1) are unprotected, but equipped only with transient error
detection HW components. An on-chip protected memory bank is used to keep
safe copies of key data structures (e.g. with a combination of parity checking
and ECC). Upon error detection, safe copies are retrieved and the questionable
computation is repeated. In prior art [236, 42], we see that use of a protected
memory with optimized size leads to full error mitigation without violations of
area constraints and with a maximum 22% energy overhead.

Definition 5.2. A Rollback is the retrieval of safe copies, which puts the
digital system in a previous error-free state.

A rollback is initiated upon error detection in the unprotected memory. The
safe copies overwrite the corrupt ones and the execution returns to a point,
where the previously erroneous operation can be repeated. This rollback can
be implemented with exceptions in the application source code. Here lies
an opportunity for compiler optimizations that automatically create these
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exceptions, but this concept falls beyond our scope. We stress that this technique
targets transient errors in the data plane of a digital system. It is also orthogonal
to cache-aware techniques that protect the control plane [215, 278]. In order to
compartmentalize the application execution we use the kernel abstraction. The
HW-SW mitigation scheme will be implemented at this granularity.

Definition 5.3. A Kernel is a subset of an application, performing a specific
operation with strictly defined 1/0.

Based on the data flow within a kernel, we distinguish two types of kernels.
Each type will require a different maintenance of safe copies, which enable a
demand-driven rollback.

Definition 5.4. A Computation Kernel (CK) is a kernel that performs a
computation directly on its input data.

Definition 5.5. An Accumulating Kernel (AK) is a kernel that performs
an operation on a set of accumulated data.

Using the CK and AK abstractions, we can describe a very wide variety of
applications. Firstly, the JPEG decoder is a very good example, especially
being a major component of our experimental setup. In this image processing
application, accumulation and computation kernels (CKs and AKs) can be
identified as indicated in Figure 5.1a. Apart from the multimedia domain,
there is a wide variety of data flow applications, which can be described by a
combination of computation and accumulation kernels. In the wireless radio
domain there are many transmission techniques that can be abstracted with
CKs and AKs. A representative example is the Orthogonal Frequency-Division
Multiplexing (OFDM), which uses multiple carrier frequencies to transmit
digital data [159]. An interpretation of an OFDM transmitter using AKs and
CKs can be seen in Figure 5.1b. Another case, where combinations of AKs and
CKs apply is that of scientific computing. For example, numerical integration of
Ordinary Differential Equations (ODEs — for instance: f (x,y,dy/dz,...) =0)
with the fourth-order Runge-Kutta method is implemented with a combination
of computation kernels (for the calculation of the k1, k2, k3 and k4 parameters)
and an accumulation kernel that stores the result of each iteration. The
(24, y;) result is used as a starting point for the next iteration, which calculates
(zi+1,Yi+1). In case adaptive step size is employed, the result of each iteration
is compared with a previous calculation attempt to converge on the optimal step
size [210] (visualized in Figure 5.1c). From the examples above, it is shown that
the AK and CK abstractions (major component of the demonstrated mitigation
methodology) are reusable across a variety of computing applications.
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Figure 5.2: Hybrid (HW-SW) mitigation of errors in application data, for the
kernel types of Definitions 5.4 and 5.5. Error injection stages are depicted, in
lieu of real transient errors [230].

Having substantiated the reusability of the kernel abstraction, we now illustrate
how a SW-initiated rollback can be applied in each case, to protect the executing
system from transient errors. In the context of a CK, we can mitigate a transient
error in the data plane by keeping a safe copy of the input data and by repeating
the erroneous computation (illustrated in Figure 5.2a). Given the accumulation
feature of the AK type, it is important to keep a safe copy of the input (or
output) accumulation buffer that is used in the AK. Once the buffer is full,
we can proceed with the execution and rollback in case a data plane error is
captured (illustrated in Figure 5.2b).

With the mitigation semantics established, we now look into a many-core
platform, with a series of kernels mapped on each execution node. Our goal is to
implement the proposed hybrid (HW-SW) transient error mitigation scheme. We
follow the steps illustrated in Figure 5.3, thus enhancing the ported application
with demand-driven rollback capabilities. The architectural extensions required
to implement the proposed methodology involve a low-level cache (e.g. L1)
with detection capabilities. This detection can be implemented using simple
parity circuitry, as also proposed in prior art on the mitigation of transient
binary corruptions [278]. Furthermore, a small, low-level cache is required
to keeps safe copies of application data structures. This memory should be
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Step 1: Map Kernels to Execution Nodes
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Figure 5.3: Steps of the mitigation methodology for a hypothetical application,
being ported on a many-core platform. The concept is illustrated for two
execution nodes and their kernels [230].

SW-controlled [22, 47], to enable demand-driven rollbacks. Thus, the proposed
methodology is hybrid (HW-SW) in nature, since the detection occurs in HW
and the mitigation is initiated by SW. A timing penalty is paid only when
errors do occur and can be reclaimed if appropriate utilities are available on
the target platform (e.g. DFS). The demand-driven nature of the proposed
mitigation methodology removes any concerns about error detection latency, as
reported in other cross-layer approaches [183].

5.3 Experimental Setup

For the demonstration of the HW-SW mitigation methodology, we use the
Motion JPEG (MJPEG) decoder [144]. For the first step of the methodology
(see Figure 5.3), we group application kernels to execution nodes and identify
their types.

Each JPEG frame is stored as a series of Minimum Coded Units (MCUs).
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Figure 5.4: Initial step of the proposed mitigation methodology, as outlined in
Figure 5.3. Application kernels are mapped to execution nodes and their types
are identified [230].

MCUs are processed one-by-one and contain information on the Frequency
Space (FBlocks) [178]. Every element of each FBlock is Huffman-encoded in
the JPEG frame (Input Stream). This value has been transformed according to
the Discrete Cosine Transform (DCT) and has to proceed to Variable Length
Decoding (VLD). The produced decoded DCT value is dequantized based on
a Quantization Table (IQ). Finally, the DCT value is placed in the FBlock,
based on the Zigzag order that is enforced during encoding (IZZ). A complete
FBlock will be forwarded to the Inverse Discrete Cosine Transform (IDCT),
to produce a Pixel Space equivalent (PBlock). PBlocks of each MCU are
rearranged (Reorder), transformed from the Luma and Chrominance (YUV) to
the Red-Green-Blue (RGB) color space (YUV to RGB) and appended to the
output RGB frame (Output Stream).

At this point, we observe a throughput mismatch between the execution nodes.
By inspecting Figure 5.4, we see that the data size communicated across kernels
of each execution node is varying. For example, in Execution Node 1, the
1Z7Z kernel processes 1 DCT Value, while it is supposed to provide an entire
FBlock to the next kernel. In view of this mismatch, we identify the two
kernel types of Definitions 5.4 and 5.5, namely CKs and AKs. In order to
balance the illustrated throughput mismatch, AKs are bound to exist at various
points of each execution node. In Figure 5.2, we have conformed the proposed
demand-driven rollback to the two possible types of kernels that appear in any
application. That way, we can carry on with the second step of the mitigation
methodology (see Figure 5.3), which is described at length in Section 5.4.
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5.3.1 Target Platform

A real SCC chip is used for the demonstration of the hybrid (HW-SW) mitigation
technique that was presented in Section 5.2. This processor [104] consists of 48
cores, which are organized in pairs, called tiles. The tiles are inter-connected
through a mesh network (Figure 5.5a). Each tile contains two Intel Architecture
32 bit (IA-32) P54C cores, a unified L2 cache memory, a router that connects
the tile to the mesh network and a Message Passing Buffer (MPB). The latter
is used for the commitment and retrieval of messages between cores, enabling
inter-core communication. A portion of the main memory is assigned to each
core, thus creating the private memory space of the latter. The chip allows
dynamic voltage scaling across a voltage domain of 4 tiles (8 cores), DFS across
a single tile and is connected to a Management Console Personal Computer
(MCPC). The SCC is programmed in a Single Program, Multiple Data (SPMD)
fashion [171]. The source code is compiled on the MCPC and run on the SCC.

Having presented the three execution nodes for each JPEG decoder and the
overall architecture of the SCC, we illustrate the setup that will be used for
our experiments, a schematic of which is found in Figure 5.5b. Based on the
execution node grouping of Figure 5.4 and with a total of 48 cores, we can
obviously allow a maximum of 16 JPEG decoders running in parallel. That
way, each execution node is mapped to exactly one SCC core. Input to our
setup is a series of JPEG frames that have been demultiplexed from an input
Motion JPEG (MJPEG) video stream. This pre-processing step is performed at
the MCPC. The dispatching of the parallel decoders is also performed from the
MCPC, using the software-provided utilities of the SCC, namely the command
rccerun [171].

It is important to reflect on the suitability of the SCC for the illustration of
the proposed HW-SW transient error mitigation technique. This chip is a
representative platform for the many-core paradigm that is materialized in
both the High Performance [6] and Embedded Computing [176] domains. It
features small, low-level memory banks that are SW-controlled and distributed
across the chip (MPBs). This is a major precondition of the proposed
mitigation methodology, as outlined in Section 5.2 and in previous work
[236, 42]. Furthermore, it features utilities that allow DFS, which can be
used for reclaiming application slack that has been invested in error mitigation.

5.3.2 Error Injection & Application Correctness

In lieu of real errors in our experimental setup, we perform error injection using
commands, in-line with the application source code. The injected errors are
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Figure 5.6: Scope of the error injection per SCC tile and examples of SNR
degradation due to errors in the decoder’s data plane [230].
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considered transient [290] in the sense that the responsible physical mechanism is
typically of finite duration (e.g. an IR drop or a particle interference). However,
we refrain from the “adjudged or hypothesized cause” [17] of the injected errors
(i.e. the respective fault). In the context of our work and according to prior art
on bit-level corruption of digital systems, the injected errors can be considered
true Detected Unrecoverable Errors (DUEs) [187]. Thus, we can identify their
occurrence, however they are not corrected in HW. The architectural assumption
of parity as a means of detection enables the “fail-stop behavior” in the system
[213], which should trigger the proposed SW rollbacks.

The intensity of DUE occurrence is measured in FITs and, in the context of
this work, corresponds only to the data cache of each of the SCC cores (see
Figure 5.6a). We use a probabilistic error injection model that is evaluated at
each iteration of each application kernel. We illustrate this injection model with
an example: Let us assume a kernel of the MJPEG decoder, for instance the
IDCT of a Frequency Block. From application profiling, we know the duration
(At) of an IDCT iteration. Let us also assume a user-defined constant 7 that
shows the Mean Time To Failure (MTTF), while for the sake of simplicity, we
assume that the Mean Time to Repair (MTTR) is zero [187]. The probability
of an error having occurred after one kernel iteration is given by Equation 5.1.

P,=1—e AT (5.1)

For each evaluation of this Equation, a random number r € [0, 1] is compared
to P,. Iff r < P.,, we assume that an error has occurred and a random
bit flip is enforced on the data of the respective kernel. Such formulas are
evaluated for each iteration of all application kernels, thus providing full error
injection coverage across the data plane of the experimental setup. To enable
error injection, the user has to provide the appropriate FIT number which is
connected with the aforementioned 7 constant through Equation 5.2.

3600 - 10?
—_— =T

MTTF (seconds) = FIT

(5.2)

In order to specify a service failure, we need some metrics that quantify
application-level correctness [152]. In terms of latency, a valid metric is the
Frames per Second (FPS) rate. In terms of output fidelity, we will be using
the average Signal to Noise Ratio (SNR) [92], calculated across all decoded
frames. Given specifications for the FPS and average SNR, violation of these
specifications corresponds to a service failure. In Figures 5.6b and 5.6¢c we can
see examples of a decoded frame for the non-error-injected and error-injected
cases.
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Finally, we comment on the FIT rates used in this work (> 10'?). Related work
reports that a typical FIT rate (from radiation interference) is 1.6kFIT/Mb
for six transistor SRAM cells [24]. For an L1 data cache of an SCC core
we get an cache-wide failure rate of 200 FIT. This value is much smaller
than the FIT rates considered in this work (e.g. Figure 5.6¢). Let us also
assume the Arrhenius relationship used to extrapolate failure rates from elevated
temperature measurements [5]. It can be seen that the FIT rates used in this
work are elevated by an order of typical acceleration factors, in comparison
to FIT rates reported for digital circuits. The reason for this amplification is
that we need to illustrate the trade-off between performance, total energy and
application quality using simple benchmarks. Thus, we accelerate the injection
campaign to receive results in reasonable execution times. This amplification
is also following the trend of ascending FIT rates expected for systems in
downscaled technologies and operating under reduced voltage supplies [24, 68].

5.4 Rollback Mitigation per Execution Node

Node #1: The first execution node of the decoder performs the parsing of the JPEG
frame. To guarantee the protection of the image attributes we create the
com_att MPB data structure, which contains frame header information.
The Huffman Tables are also protected in the com_huff location. The
encoded Huffman symbol (that will produce one DCT value, i.e. an
element of the FBlock) is kept in the safe location com_int until it is
decoded. In case the error flag is set before the symbol is decoded, we
retrieve the Huffman symbol from com_int and repeat the IDQ and 1ZZ
processes. This is a typical instantiation of the mitigation technique for
Computation Kernels (Definition 5.4 — Figure 5.2a). Decoded DCT values
are accumulated in the FBlock before the latter is sent to the second
execution node (Accumulation Kernel — Definition 5.5 — Figure 5.2b). The
safe copy of this buffer is com_fblock. The above operations are repeated
for every element (DCT value) of every FBlock (Figure 5.7a).

Node #2: This node calculates the Inverse Cosine Transform (IDCT) of every FBlock
of the input JPEG frame. To find the PBlock, the 8-point, one dimensional
IDCT is performed in the rows and columns of the FBlock [156].

In order to enable rollbacks, we store the current FBlock, as well as the
coefficients of the transform operation. The FBlock is communicated from
the previous execution node so the safe copy for it (com_fblock) exists
already in the MPB of the current core. A safe copy is also created for
the IDCT constants at the beginning of the execution (com_idct_const).
If the detection flag is raised after the IDCT of a complete FBlock, we
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Figure 5.7: Second step of the methodology: implementing the rollbacks on
demand for every encountered kernel type [230].
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rollback by retrieving these two safe copies from the MPB and repeat the
computation. This concept is repeated for every FBlock of the JPEG
frame. It is illustrated in Figure 5.7b and perfectly resembles the mitigation
scheme of Computation Kernels (Figure 5.2a).

Node #3: As PBlocks arrive to this execution node, they are accumulated in the
MCU buffer (com_mcu). Before appending the decoded MCU to the output,
we convert it from the YUV to the RGB color space, using Equation 5.3.

R 1 0 359/256 ] [V
G| =|1 -11/32 -183/256| |U (5.3)
B 1 227/128 0 1%

This operation resembles a Computation Kernel, so we need to keep a
safe copy of the MCU and a safe copy of the constants of Equation 5.3
(highlighted in bold — com_int). If the error flag is set after the YUV to
RGB transform, we can repeat the transform of the last decoded MCU
and guarantee correct application output. The above concept is repeated
for every MCU of the frame and is depicted in Figure 5.7c.

Even though the rollbacks presented above are completely demand driven, we
need to reclaim the timing overhead that has been invested in the mitigation
of bit flips in the application data, especially for aggressive injection rates.
The reason is that, apart from output fidelity, we need to respect the timing
constraints of the application. To avoid deadline violations, we accelerate the
execution using DFS. At the beginning of each frame processing, the frequency
is initialized at its default value (533 MHz). Slack reclaiming with DFS involves
a percentage the execution being performed at high frequency (800 MHz).
Increasing the clock frequency for a portion of the execution will lead to a higher
power consumption, as illustrated in Figure 5.8. Naturally, we cannot allow
more than 100% of the processing performed at high frequency.

Another way to reclaim application slack is to willingly ignore injected DUEs.
Given that HW detection is communicated to the SW through a simple flag, the
application can be informed whether an error has occurred. Also, the rollback
mitigation scheme is SW-controlled. We can opt to ignore a portion of the
errors that have occurred in the data plane, in order to reclaim application
slack. Obviously, we can expect degradation of the output fidelity, which will
be referred to as average frame distortion.



EXPERIMENTAL RESULTS 97

125 | Average . ; —| Timing Overhead
Power e
120 | Overhead - B R

S O o o
S & o w
T T T

® ® ©
S o o
— T

w/o Mitigation, w/o DFS| -

Total SCC Power Consumption (W)
~ ©
(&) o

- = = Mitigation w/o DFS . i
----- Mitigation w/ DFS B B T

N
(

0 5 10 15 20
Execution Time (s)
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5.5 Experimental Results

The results presented herein correspond to the decoding of a 640 x 360 pixel
benchmark MJPEG video, encoded at 25 FPS and consisting of 250 frames. We
maintain full chip utilization by porting 16 JPEG decoders that work in parallel
(see Figure 5.5b). We monitor the power consumption as well as the FPS of
the decoder. In a first round of experiments (Subsection 5.5.1), we exhaustively
explore the trade-off between output fidelity, application timing and application
total energy. In a second round of experiments (Subsection 5.5.2), we place a
hard constraint on output fidelity and explore the impact of DFS on application
timing and power/energy (quality cost).

The FIT rates employed are substantially increased, as compared to
measurements typically reported [24, 5]. We aim to illustrate the effectiveness
of the proposed hybrid (HW-SW) mitigation, since future systems are expected
to suffer from increasing FIT rates [68]. Hence, we push the hybrid (HW-SW)
technique to its boundaries, in order to identify the trade-off between application
performance, output quality and the associated quality cost (i.e. power/energy).

5.5.1 Building the Pareto Space

As indicated in Section 5.4, we have devised two ways with which application
slack can be reclaimed (will be referred to as “knobs”). DFS for a portion
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kprs (%) of the execution allows speedup of frame decoding and comes at an
average power cost. Willingly ignoring injected DUEs for a portion kwy (%) of
the execution reclaims application slack but increases average frame distortion.
Given that both knobs are quantized as portions of the execution, we represent
their configuration by a pair of values (kpps, kwr). Each pair is considered as
a design point for the MJPEG decoder and can be assessed in terms of total
decoding duration, total energy consumed and average frame distortion. These
metrics are the cost functions of the mitigation and slack reclaiming schemes.
The first two are obvious, whereas the third is given as the normalized, inverse
of the average SNR across all decoded frames.

We consider five possible configurations per knob: {0%, 25%, 50%, 75%, 100%},
thus creating 25 possible design points, i.e. 25 points of the (kprs, kwi) format.
All design points are assessed for the aforementioned cost functions and for
various FIT rates. By implementing a simple algorithm to identify the minima
of a set of vectors [149], we can estimate which of the design points represent the
Pareto Optimal Points [199] of our setup. These optimal points define a front
of Pareto Optimality which can be piece-wise linear in two or three dimensions
(depending on the number of cost functions we are evaluating against). The
results of this analysis can be seen in Figures 5.9a through 5.9i only for the cost
functions of distortion and delay. In Figures 5.9b through 5.9j we present a view
of the Pareto Space when total energy is included. In Table 5.1 we see the Pareto
Optimal configurations for each inspected FIT rate in the (kppg, kwr) format.
From the above experimental results we can draw the following conclusions:

¢ Depending on the number of cost functions, the number of Pareto Optimal
knob configurations is different. This means that configurations that are
considered suboptimal when only distortion and delay are considered are
actually Pareto Optimal if we considered the total energy. These design
points are highlighted in bold in Table 5.1.

e Low FIT rates feature less Pareto Optimal knob configurations. The
reason is that for such FIT rates, mitigation interferes minimally with the
runtime. Hence adjusting the knobs does not affect the optimality of the
execution.

e Execution 100% at high frequency is prevalent in the sets of Pareto
Optimal options. This is to be expected, assuming the frequency scaling
overhead (i.e. time to signal the frequency dividers of the SCC tiles etc).
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Figure 5.9: Exploration of the trade-off between the decoder’s delay, energy
and output fidelity for various rates of DUE injection [230]
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Table 5.2: Guarantees on application correctness and timing based on the
proposed mitigation and slack reclaiming with DFS [230]

5.56.2 Experiments with a Hard Constraint

In this series of experiments, we impose a hard constraint on the output fidelity,
namely we cannot utilize the knob of willingly ignored DUEs (i.e. kwr = 0). In
the presence of the other slack reclaiming knob (DFS), we can make different
timing guarantees for different injected FIT rates. We define three different
regions of operation for the MJPEG decoder, depending on the aggression of
the error injection (Table 5.2).

For small FIT rates (< 10'4; Region 1), the CPU time invested in mitigation
is negligible, so we do not need to reclaim it with DFS. For FIT € (10%*,10'6]
(Region 2), we implement DFS in a percentage of the CPU time, proportional
to the injected FIT rate (see Figure 5.10). In the previous two regions, we can
always guarantee both the functional correctness of the output and its timely
arrival. However, for FIT > 10'¢ (Region 3), the slack reclaiming is performed
in a “burnout” fashion, with the decoder operating always at high frequency.
Even though the functional correctness of the output is guaranteed, we cannot
guarantee a constant FPS rate.

Timing & Power

First, we get the timing of a baseline MJPEG decoder implementation, which
lacks the mitigation and slack reclaiming features. Naturally, the timing and
power of this implementation will not be affected by the injected FIT rate. Then,
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Figure 5.10: As the injected FIT rate increases, a more aggressive DFS is
required to keep timely arriving video frames [230].

we execute the MJPEG decoder with (w/) enabled error mitigation, but without
(w/0) DFS. We immediately witness the effect of the injected FIT rate on the
FPS rate of the video decoder. When DFS is employed in accordance with the
injected FIT rate (Figure 5.10), the FPS rate of the implementation remains
constant in Regions 1 and 2. In Region 3, the slack reclaiming technique cannot
keep up, even though the decoder operates continuously at high frequency. We
can make similar observations for the total processing time of the MJPEG
decoder (Figure 5.11b). From the baseline implementation, we identify the
minor impact of the mitigation and slack reclaiming features on the application’s
timing.

The SCC allows monitoring of the chip’s transient power consumption, as
illustrated in Figure 5.8. For the inspected FIT rates, we extract the average
power strictly for the execution interval (Figure 5.11c). Then, we can calculate
the total energy invested per decoding session, as depicted in Figure 5.11d,
using the processing time of Figure 5.11b. We can confirm the translation of
the temporal overhead for mitigation purposes, to a power equivalent, when
DFS is used. When the upper bound of the injected FIT rate is surpassed, the
video is decoded entirely at 800MHz. Thus, the average power remains constant
during decoding, at its highest value (Region 3 of Figure 5.11c).
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Voltage Scaling Exploration

The results of Figure 5.11 show that our methodology mitigates all injected
errors when kw; = 0, regardless of the injected FIT rate. This is expected,
given that the implemented rollbacks are fully demand driven. DFS reclaims
application slack successfully up to an upper FIT rate bound.

In systems that support Dynamic Voltage and Frequency Scaling (DVFS), like
the SCC, the voltage is usually adjusted at the lowest possible value that can
support the desired frequency [56]. In our setup, we deviate from this practice
because runtime changes in the SCC voltage cannot happen as fast as changes to
its frequency without the chip becoming unstable [56]. To estimate the dynamic
power and energy if voltage could follow the frequency adjustments, we employ
the square law for power consumption [253]. For operation at low frequency
(fr = 533 MHz), the minimum voltage is Vyq 1, = 0.8 V. For the high frequency
mode (fg = 800 MHz), the minimum voltage is Vgq g = 1.1 V [56]. That way,
if kpps (p.u.) is the fraction of processing performed at high frequency (see
Figure 5.10), we can estimate the average dynamic power consumption using
Equation 5.4.

P =c[kors Viy g fu + (1 —kors) Vg fi] (5.4)

The c constant of Equation 5.4 reflects chip utilization and switching capacitance,
which cannot be properly accounted for in our setup. Hence, the average dynamic
power and energy estimations will contain a multiplier’s uncertainty. Using
Figure 5.11b, we estimate the average dynamic power consumption and the
consequent total energy for the hypothetical case of DVFS. These estimations
are displayed in Figures 5.11e and 5.11f using arbitrary values because of the ¢
multiplier uncertainty.

In the out-lier cases of excessive error injection, the mitigation cost in average
power surpasses the x2 limit. However, output fidelity is always guaranteed.
From this series of experiments we can draw the following conclusions:

o Placing a hard constraint on output fidelity restricts the available degrees
of freedom in terms of slack reclaiming. In case we could tolerate frame
distortion, we could recreate a portion of the slack that DFS fails to
reclaim.

« A more responsive voltage regulator could allow significant energy savings.
That way, we could manipulate the voltage along with the frequency and
gain heavily in energy, as indicated from Figures 5.11e and 5.11f.
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Figure 5.11: Performance evaluation of the MJPEG decoder runtime with a
hard constraint on output fidelity. DFS successfully reclaims slack, up to a
certain upper bound of injected FIT [230].



Chapter 6

DVFS-Assisted Performance
Dependability

In the previous Chapter, we have seen an example whereby a functional event
(i.e. an error in the data plane of the MJPEG application), when mitigated,
is turned to a parametric violation with respect to application timing (due to
the timing overhead required by the application rollback). We have attempted
to remove the possibility of timing violations by statically decided frequency
boosts (as illustrated in Figure 5.10). It is clear that under the presence
of RAS mechanisms that cost in timing (as is the rollback demonstrated in
Chapter 5 a more automated solution should exist, so that application timing
can be guaratneed. Exploring and formulating the limits of timing/performance
dependability by a certain platform is also an attractive proposition.

It has to be clarified that the intervention of RAS events with appliation
timing is not a straightforward process. In Chapter 5 the situation was pretty
staightforward, since the rate of error events (measured in FITs) was identical
to the rate of RAS mechanism invocation (i.e. the demand-driven rollback). In
reality, and especially when reflecting on the wealth of RAS techniques, one
understands that the situation is rather complicated. For instance, assuming
the MTTF (or FIT) of permanent SRAM cell error (e.g. due to material aging).
This rate is much more different than the rate of ECC invocation to alleviate
the binary effects of such permanent malfunction. Actually, two preconditions
must apply: (i) A specific cell (or block) should be defective and (ii) The very
cell should be read, so that the permanent error can manifest itself. In this very
case, it is the rate of defective cell (or block) read access that dictates the rate
of ECC overhead interference (for specific ECC implementations).

105
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With the above simplified example in mind, it is clear that for dependable
performnace in view of RAS overheads, one needs to know the rate at which time-
consuming RAS techniques are invoked. This information is highly technique-
specific and deriving it is a currently active area of research. Providing this
very information is indicated in Figure 1.5 as gray-shaded arrow, indicating
that is beyond the scope of the current text. The interested reader may wish to
look into prior art such as the work of Hardy et al. [102] and Klokkaris [138].

Assuming that sufficient information is present about the rate of time-consumign
RAS invocation, the open issue of ensuring dependable performance remains.
This is exactly the purpose of the current Chapter. Initially, we present some
background on how time-consuming can existing RAS techniques be (Section 6.1).
Then, we formulate the problem of dependable performnace in view of timing
interference (which in our case is attributed to RAS events) and propose a
solution based on traditional control theory. This is achieved in Section 6.2
of the current Chapter. Then, in Section 6.3 we perform a simulation-based
evaluation of the proposed performance dependability scheme. A series of
measurements from a real platform and application are presented and discussed
in Section 6.4.

6.1 Background

To understand the performance implications of RAS mechanisms (and the
need to absorb these overheads), one needs to reflect on RAS samples in the
literature. Most of these techniques typically aim at functional violations and
the mitigation thereof. Figure 6.1 contains a brief categorization of prior art in
the domain of RAS mechanisms.

At the lowest abstraction level (i.e. circuit), we find techniques like timing
speculation. In this case, a frequency value is speculated and upon functional
error detection, the frequency is relaxed (or the voltage increased) at the
cost of cycles executed at mis-predicted frequency [269, 75]. Moving on to
the component level (e.g. IP blocks or memory macros), two main RAS
techniques are used. One refers to correction of functional errors, as in the
case of Error Correcting Codes (ECC — forward correction) [277] or fine-grain
rollbacks in the instruction stream (backward correction) [42]. The former
has an implementation-specific cycle overhead, whereas the latter costs in
performance that is proportional to the rollback rate and granularity [230].
An alternative solution is the disabling of components in the processor, which
appear to gradually malfunction. The design principle of graceful degradation is
highly resonating with this specific trend [8]. It is noteworthy that, for practical
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purposes, the invocation criterion is parametric: only after a certain threshold of
correctable errors is the responsible component disabled. One of these approaches
has appeared more than 20 years ago and mainly refers to cache memories
[251]. Many years later, it appears that processor vendors accept the disabling
of (almost) any component that is in sufficient abundance in a microprocessor
system [174].

At the system abstraction, we can now expect a noticeable performance
degradation, assuming that some of the above mechanisms are in place within
a microprocessor. An initial attempt to quantify this overhead has been made
using the Performance Vulnerability Factor (PVF). Further on, effort has been
put in quantifying at runtime the performance overhead of disabled cache blocks
[138].

While cycle-accurate modeling of RAS-induced performance degradation remains
an active field of study, there has been significant effort in ensuring system-level
performance dependability. Using instruction stream quanta, optimization
problems have been formulated, so that sufficient slack is available at all
times during execution [189]. These being optimization problems, they require
(at least) integer-linear programming solvers, which prevent their seamless
integration in a run time software or, let alone, hardware fashion. One can
also draw possible solutions from the domain of mixed criticality [35]. For
instance, task scheduling in the presence of transient errors has been formally
converter to a mixed criticality problem [106]. This work bounds the increment
of execution time due to re-execution with worst case values (multiples of the
default wall clock time). However, when reflecting on the variety of existing RAS
mechanisms it is clear that the associated performance overhead is actually a
continuous random variable [102], the bounding of which may call for extensive
over-designing.

In view of prior art on RAS techniques, their performance impact and attempts
to reclaim the latter, it is clear that an adaptive scheme is required in order
to ensure dependable performance. The rate and intensity of RAS scheme
invocation leads to increasing performance variability in digital systems. The
current Chapter is positioned exactly in this direction: (i) We formulate
dependable performance as a traditional control theory problem and we solve
it with a PID-actuated DVFS. (ii) We construct an analytical criterion to
resolve whether an arbitrary platform can cope with RAS-induced performance
degradation, based on the platform’s DVFS capabilities. (iii) All our concepts
are verified experimentally on a real platform executing a spectrum sensing
workload, where timing interference is injected in-line with the target application.
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Figure 6.1: Synoptic classification of representative prior art samples on RAS
techniques, their performance implications and attempts to reclaim the latter
in a systematic way [220]

6.2 Problem Statement

We start the problem of dependable performance by perceiving a processor
workload as a series of discrete and atomic operations, using concepts from
related work.

Definition 6.1. Thread Node (TN) is a sequence of instructions with
deterministic behavior (e.g. the body of a loop) that is executed in an atomic
way [165].

As a result, a processor workload can be perceived as a series of TNs, the very
of which depends on the control plane of the platform [226].

Definition 6.2. Frequency multipliers (m) reflect the available configura-
tions of DVFS of a processor. They are normalized values around a reference

frequency f.

Definition 6.3. Cycle budget (N) is the number of clock cycles for the
execution of a TN in the absence of any RAS-related temporal overhead.
A timing budget equivalent can also be defined, i.e. Ty, for the reference
frequency multiplier myqr = 1.

Definition 6.4. Cycle noise () is a random variable for the number of cycles
that are the result of RAS mechanism invocation during the TN’s execution. In
time units, the timing noise is added to the timing budget giving the real time
per TN, i.e. Treqy-

Cycle noise may intervene with the execution in a variety of ways, based on the
invoked RAS mechanism in each case. For example, a disabled cache line [251]
may increase capacity misses, signaling an intermittent of cache disabling with
system performance (each time a miss is caused due to the disabled line) [138].
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Figure 6.2: Interplay between cycle noise and budget for a series of TNs [226]

Given the deterministic behavior within each TN, we can easily formulate
their timing characterization and also estimate it at design time. As a result,
any workload can be abstracted by a series of TNs, each with its own cycle
budget (N [n]), cycle noise (z [n]) and frequency multiplier (m [n]), as illustrated
quantitatively in Figure 6.2. At this point, we highlight two important metrics,
namely the rate and amplitude of RAS invocation. A[0], A[1],.. correspond to
the time between RAS events that cost in performance. M|[0], M[1], M[2],...
is the corresponding impact. For the respective averages (across the entire
sequence of executed TNs), we use the notation A and p respectively. Both the
rate of RAS event invocation and their impact are measured in clock cycles (cc).
Naturally, in case there is no inter-TN noise, we can assume that u[i] = x[i], Vi.
We note that in previous work [227], we used Mean Time to Failure (MTTF)
and Mean Time to Repair (MTTR) to refer to rate and amplitude of cycle noise.
MTTF will only be a consistent metric if it refers to the rate of transient errors
or RAS-recovered errors. The MTTF of quasi-permanent errors (e.g. due to
aging) may be much greater than the rate of their RAS invocation. To maintain
the generality of our claims, we will use the A[i], M[i] and their average A\ and

.

Using the TN abstraction we can partition the instruction stream. A TN is
the workload quantum of a program’s critical region: That way a series of
instructions can be split to atomic components. As illustrated in previous
work [230], such quanta can be distinguished based on whether they perform
computation or accumulation of data. Alternative partitioning may use intervals
of catastrophic miss events [39], however such partitioning is out of our scope.

Similar to cycle noise, there are many events that intervene with execution at
runtime. A case has certainly been made for “disruptive miss events” [78]. Such
penalties must never be labeled as cycle noise, otherwise a highly pessimistic
approach is maintained. We can connect cycle noise, cycle budget and the
inherent performance attributes of a TN with L instructions using the Cycles
per Instruction metric according to Equation 6.1. An arbitrary margin PVF);;
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Total Cycle Budget (c

10 10
Total Cycle Noise (cc)

Figure 6.3: DVF for various cycle noises and budgets, assuming a constant
reference frequency multiplier. In this case, PVF follows exactly the same
behavior [226].

can added to widen the definition of cycle budget, by including other non-
deterministic events.

N[n] = (1 + PVFymi [n]) x CPI[n] x L [n] (6.1)

Definition 6.5. Performance Vulnerability Factor (PVF) has been
introduced in related work [102] as the per unit increase in number of clock cycles
required for a specific workload, as a result of RAS technique invocation. After
the n-th TN has been executed, PVF can be calculated according to Equation 6.2.

PVF[n]=1—- —=2  where n=0,1,2,... (6.2)
> ON[i] +xi]
=0

Definition 6.6. In order to provide a temporal equivalent to PVFE, we have
introduced the Deadline Vulnerability Factor (DVF). This is the per unit
increase in execution time (T') required for an instruction stream, following the
temporal overhead of invoked RAS mechanisms: DVF =1 — Tyet/Trear.
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By definition, for a constant reference frequency multiplier, DVF and PVF are
identical. Then, DVF can be perceived through Figure 6.3: When the total
cycle noise is less compared to cycle budget, DVF is scarcely affected. Our work
contributes to cases where cycle noise is sufficient enough to lead to a DVF
increment, namely RAS-induced performance degradation. This corresponds to
the 45° band of intermediate DVF values in Figure 6.3. In order to approach
the issue of dependable performance, one needs to have a run time indication
of deadline vulnerability. This requires a recursive expression for DVF (in order
to incorporate system “memory”), which is attempted in Equation 6.3 based on
Definition 6.6 and where n = 0,1,2, ..., 2[0] = 0 and m [0] = Myt

n n n

Tref ['L] L[Z] Z LM
Trea ] A e N
; 1 pae m [Z] ; Myef N [n] +x [n}
I-DVEn—1 " m]
(6.3)

Even if mathematically sound, this expression is rather complicated and may
incur significant arithmetic computation overheads. An alternative metric is
proposed below.

Definition 6.7. Slack (s) is the cumulative divergence from the cycle
budget, assuming default (myes) and current (m[n]) frequency multipliers. We
formulate slack according to Equation 6.4, where n =0,1,2,..., s[0] =z [0] =
0 and m [0] = Myy.

Nin] _ Nn]+z[n]

0] = Tret [n] = Treat [n] 450 = 1] = 270 = ==

+s[n—1] (6.4)

It is clear that slack requires a simpler recursive computation when compared
to DVF. A “register” is supposed to hold the previous slack value and the
current cycle budget, noise and frequency multiplier are required (assuming that
myer = 1). It is easy to prove that DVF[n] = 0 < s[n] = 0, Vn using perfect
induction (see Table 6.1).
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The proposed DVFS policy is shown in Figure 6.4, whereas the involved variables
are explained in Table 6.2. The general idea behind our principle is summarized
in the following sentence: “one count of cycle noise can be reclaimed with two
counts of cycle budget in twice the frequency”. Towards that direction, we
propose a PID controller that responds to the divergence of actual slack s[n]
from its reference value s;of. The controller suggests a frequency multiplier 1
and the closest available m[n] is selected from the Operating Performance Point
(OPP) list of processor [177].

A major precondition of the above control principle is the accurate knowledge
of the cycle budget at run time. For that purpose, we leverage the system
scenario methodology in order to identify the cycle budget of target TNs [91].
Having clustered and stored this information at design time, we can identify
the cycle budget of the currently executed TN, based on its run time situation
parameters (p[n]).

An alternative solution would be to classify cycles as RAS-related or non-
RAS-related, by extending previous monitors that bin cycles into performance-
hampering events within the pipeline [78]. Even if promising, this scheme will
remain outside our scope.

In order to bound the slack reclaiming capabilities of a platform, we need to
model cycle noise. That is achieved using the mean number of cycles per RAS
event, i.e. p and the mean time between them, i.e. A. The average extra cycles
due to RAS events () that interfere with an arbitrary cycle budget N can be
given by Equation 6.11. This is a first order estimation, assuming no overlap
between RAS events or dependencies between them. The total number of cycles

(C) is computed as a result.

,_]\_f = _ N M
x—XM:C—N+x—N+Xu—N(1+X) (6.11)

Let us assume that a DVFS policy is in place during the execution of the N
cycles, in order to reclaim temporal overheads of RAS events. Across all the
frequency multipliers selected during execution, we can calculate an equivalent
average frequency multiplier mays. The goal here is to find the limits in mayg
that guarantee dependable performance in view of the x average cycle noise
interference. The upper bound criterion is formulated in Equation 6.12, using
the maximum frequency multiplier myax.
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Figure 6.5: Numerical illustration of the average performance dependability
criterion of Equation 6.12 [226]

i N N
Tref - Treal Z 0 Equatgn o1t - (1 + H) Z 0=
f X Myef f X Mayg A
1 1 7 K\ myes=1
- (1 + *) >0= Mavg > Mgt (1 + 7) (612)
Myef Mavg A A
Mavg > 1+ % Upper:;?»ound Mmax > 1+ %

If the condition of Equation 6.12 is not satisfied for the maximum frequency
multiplier then, regardless of the DVFS control principle applied, it is not
feasible for the processor to guarantee dependable performance (Figure 6.5).
Generally, this condition relates to the relative distance between the maximum
and reference frequency multiplier.

6.3 Simulation-Based Verification

The proposed DVFS scheme can be applied to any set of cores, each with its
own DVFS island, controller and monitor. We use the setup of Figure 6.6 to
simulate a sequence of TNs executed by a single-core processor, with identical
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Figure 6.6: Setup simulating the execution of a TN sequence [227]

Parameter Value Description
Sref (CC) 0 Target run time slack
N 10° cc Cycle budget per TN
A 5x107%s Mean rate of cycle noise bursts
Norm (y,0) | (10% cc,10% cc) | Cycle noise amplitude statistics
k 1075 Controller gain (k, = k; = kq)

Table 6.3: Default simulation parameters of the setup of Figure 6.6 [227]

cycle budgets N for each TN. We employ the power and DVFS model for
an Intel® Core2 Duo E6850 processor, as presented in the literature [200].
For every TN, we calculate the duration (A [n]) and energy (e[n]) including
DVFS and cycle noise. For the incorporation of the latter, we use a cycle noise
injection model, following the rationale of Section 6.2: a random number y is
created for the processed TN and compared to a probability P derived from
Weib (A, 1). Iff y < P cycle noise is injected to the respective TN. Unless stated
otherwise, simulation parameters follow Table 6.3. The DVFS levels, overheads
and corresponding frequency multipliers used in our simulations are shown in
Table 6.4 and have been extracted from a prior art sample [200].
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Figure 6.7: Step response of the proposed PID scheme [227]

Initially, we look into the transient behavior of the proposed scheme: We inject
cycle noise with A = 0.5 ms and z [n] ~ Norm (103 cc, 102 cc), causing a
PVF boost for every cycle noise burst occurrence (Figure 6.7a). The proposed
Controller configures the frequency multiplier (Figure 6.7d) according to the
observed slack, following the PID principle of Equation 6.13. This leads both
DVF (Figure 6.7b) and slack (Figure 6.7c) to converge to zero.

mn]= enlky, +min—1]+en]ki+(en]—eln—1])kaq (6.13)
——
proportional integral differential

At this point, we introduce the r parameter, which effectively represents a mod
counter indicating how often (in TNs) we invoke the DVFS of the platform.
Slack may be monitored after each TN, however DVFS alterations may be
signaled every r = 1,2,5,10, ... TNs. In Figure 6.8 we compare static Vg and f
(i.e. static frequency multipliers) against our scheme for a target execution time
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Figure 6.8: Static multipliers may miscompensate cycle noise [227]

of roughly 4 ms. Without the proposed technique, dependable performance
cannot be guaranteed, especially for varying A\ values. This is shown by the
wide divergence of colored lines in Figure 6.8. We also explore the energy cost
for dependable performance. Setting r = 1 means that Vg4 and f are bound to
change more frequently (after each TN processing, in the worst case), which
incurs energy and timing costs (see Table 6.4). If we allow only a portion of
frequency multiplier suggestions to be forwarded to the processor (i.e. increase
r), then the total energy of the execution drops significantly as indicated in
Figure 6.9. We quantify the energy overhead of our technique, with respect
to the reference configuration, i.e. static m = 1 (see Table 6.4) with cycle
noise. The most energy efficient case is for r = 10, where the maximum energy
overhead is roughly 10%, in the price of negligible deviations from the target
total execution time, as shown in Figure 6.10.

6.4 Experimental Verification

For the experimental verification of the proposed PID scheme, we used an Intel®
Xeon® X3470 processor. For the results presented herein, we isolate the target
application to one of the processor’s cores (cpu0) using Linux control groups
[244]. The target system runs a Linux operating system and DVFS is enabled
with the acpi-cpufreq driver [67]. The available DVFS points of the processor
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Figure 6.10: Increased r values lead to energy savings [227]
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m (p.u.) | f(GHz) | Vga (V) || m (pu.) | f (GHz) | Vaa (V)
0.5625 1.197 0.6500 1.0000 2.128 1.0538
0.6250 1.330 0.7077 1.0625 2.261 1.1115
0.6875 1.463 0.7654 1.1250 2.394 1.1692
0.7500 1.596 0.8231 1.1875 2.527 1.2269
0.8125 1.729 0.8808 1.2500 2.660 1.2846
0.8750 1.862 0.9385 1.3125 2.793 1.3423
0.9375 1.995 0.9962 1.3750 2.926 1.4000

Table 6.5: Frequency multipliers of target platform: V4 values are hypothesized,
based on assumed f-Vy, relationship and publicly available voltage range of
target processor.

-©- Default Scenario
-%-w/ Constant Cycle Noise

Average Normalized Energy per TN (p.u.)

Figure 6.11: The default system scenario is defaced in the presence of cycle
noise [226].

are shown in Table 6.5. Monitoring and actuation of DVFS can be performed
by accessing the directory /sys/devices/system/cpu/cpu0/cpufreq.

The target application performs spectrum sensing which, in our context, will
be assumed as an iterative task, corresponding to a TN. In Figure 6.11 we see
the design time scenario characterization for this TN in the energy vs. delay
trade-off space [91]. We also plot the scenario that corresponds to the injection
of a constant, arbitrary value of cycle noise during TN execution. The injection
of noise is done using the usleep command in-line with the target application,
whereby A[n] ~ Weib (A, 1) and M[n] ~ Norm (p,0.1 x p).

The relative distance between the scenarios corresponds to the amplitude of
noise and the rate of switching between them corresponds to the rate of noise
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Figure 6.12: Transient view of the PID control functionality on the X3470 [226]

interference. Also, it is noteworthy that the impact of noise is more balanced
between delay and energy at high frequencies. At low frequencies, the cost
paid in delay is larger than the energy cost (by analogy to the high frequency
case). Our goal is to detect the switch from the default to any “noisy” scenario
(achieved through slack computation) and strive to absorb the cycle noise
overhead with a PID-controlled DVFS boost.

In Figure 6.12 we present a transient view of the proposed PID-controlled DVFS
boosting. As cycle noise is injected, slack falls sharply and the our scheme reacts
accordingly. In Figure 6.13 we explore performance dependability for a variety
of A\ values with and without the proposed DVFS technique. We illustrate the
average DVF across 10 runs per A value and the individual DVFs at the end
of each run. It is clear that the performance overhead measured without our
scheme is translated to an average frequency (and, thus, energy) increment
when the PID controller is invoked. Even though controlling for slack (since
DVF is not considered in the scheme of Figure 6.4), it is also clear the DVF is
forced to zero in the presence of our DVFS policy.

Using Equation 6.12 we can directly bound the slack reclaiming capabilities
of the target platform, by the characteristics of RAS events in terms of rate
and impact. For the case of the target platform, and assuming the frequency
multipliers of Table 6.5, the cases of cycle noise that can be reclaimed by the
available multipliers on the processor are shown in Figure 6.14. Again, as
expected, combinations of high p and low A make dependable performance a
non-feasible target. For the same range of y and A, we perform runs of the
target application on the target platform with the PID controller enabled.

The measurements of average DVF and the respective average frequency
multiplier (both across 10 runs per g and A combination) are shown in
Figures 6.15a and 6.15b, respectively. It is clear that for the region of p
and A combinations predicted by Figure 6.14, our PID scheme succeeds in
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Figure 6.13: Evaluating the PID controller with the target application on one
core of an X3470, for a variety of MTTFs. Average DVF across 10 runs are
presented within a 95% confidence interval. Circular markers show DVF at the
end of each run [226].
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Non-Feasible

Figure 6.14: Illustration of the mean performance dependability criterion of
Equation 6.12, for the range of u, A and mpax values encountered in our
experiments [226]

achieving dependable performance, since the DVF is well below 5%. A small
mismatch is observed for reduced p values, however this can be attributed to
the fact that the condition of Equation 6.12 is formulated at the worst case
(Mmax is used instead of ma,yg). Overall, we can safely claim that our proposed
DVFS-assisted performance dependability scheme succeeds in its goal. Also,
our simple analytical model used to predict the capabilities of our methodology
also works with significant accuracy.
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Figure 6.15: Experimentally derived boundaries for slack reclaiming capabilities
of our proposed performance dependability setup. The feasibility region
predicted by Equation 6.12 and shown in Figure 6.14 is successfully verified
through our measurements [226].






Chapter 7

Conclusion

7.1 General Remarks

With the technical contributions of the current text presented, we can now
reflect on the milestones of the overall work in the direction of the modeling
and mitigation of time-dependent variability. Even from the engagement with
prior art, it is clear that as digital system complexity is increasing reliability
considerations should no longer be concentrated at certain abstraction levels.
The vision of the so called “cross-layer resilience” is increasingly stressed as
reliability challenges become complex and their sources more diverse. In the
current text we have verified the above observation, both in terms of modeling
and mitigation, especially for the case of time-dependent variability.

We have started from the transistor and have exhaustively studied the impact
of gate stack defects on the threshold voltage. State-of-the-art atomistic models
have been a great help in realizing the time-dependent variability of phenomena
like Bias Temperature Instability (BTI) and Random Telegraph Noise (RTN).
In order to leverage the desirable features of such, otherwise impeccable models,
a huge amount of engineering effort has to go in reducing their computational
complexity. The current text contributes towards this direction with the
Compact Digital Waveform (CDW). This signal representation format is used
to isolate regions of signal activity that have waveform-level similarities. This
enables strides over circuit/system workload, so that reliability analysis can be
performed across the circuit’s/system’s lifetime. The technical steps presented
in Chapter 3 are sufficient to substantiate the feasibility of CDW usage in
standard design flows. However, full automation and seamless integration with
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industrial flows are goals that surpass the scope of the current document.

Having provided sufficient hints towards computationally feasible reliability
modeling of circuits, it is important to abstract miniaturized information, such
as gate stack defect activity. This requires a link of variability phenomena (such
as BTT and RTN) with metrics that reside at higher levels of abstraction, in
order to enable reliability /variability-aware design. The failure probability (Pg.i)
of circuit components has been selected next, as we scale the abstraction stack
(Chapter 4). We have implemented the Most Probable Failure Point (MPFP)
technique in order to provide reasonable estimations for the time-dependent
impact of gate stack defects on the reliability specifications of an SRAM cell.
In doing so, we have compared to models for BTI, the Reaction-Diffusion and
a Defect-Centric one. The results substantiate that inaccurate treatment of
threshold voltage standard deviation may lead is surprising miscalculation of
the Pfail.

The rate of component failure have been engaged in the next of step of this
work. We have used the FIT rate (Failures in Time) to formulate error injection
in the date plane of an experimental setup, using in-line software artifacts. A
mitigation technique from prior art has been implemented on a research-grade
many-core chip in order to mitigate the injected errors (Chapter 5). This
technique involves fine-grain rollbacks and distributed memory banks used for
inter-core communication have been used to implement the technique on the
target setup. However, engagement of this technique costs in performance. A
frequency boost decided at design-time is used to iron out the performance
increment of rollbacks. Alternatively, ignoring a portion of injected errors has
been explored. Three cost functions have been posed for this experimental setup:
the correctness of the application (in view of injected errors), its performance
and the total energy consumed. We have exhaustively visited all possible points
of this space and have concluded on the optimal solutions.

In realizing the overall performance impact of Reliability, Availability and
Serviceability (RAS) techniques (much like the rollbacks discussed previously),
there is a clear need for a run time for dependable performance. This has been
the last milestone of the current text, whereby the problem of performance
dependability, in view of RAS overheads is formulated and a simple control-
theoretic solution is proposed (Chapter 6). The proposed concept has been
verified over a series of simple simulations and through the injection (and
reclaim) of timing interference on a real processing platform.
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7.2

Future Work

In spite of the technical contributions of the current text, it is clear that
improvements and optimizations can increase the technology readiness of the
concepts discussed herein. In the following list, we propose future work items,
corresponding to the technical Chapters of the current text:

Chapter 3:

Chapter 4:

Chapter 5:

It is clear that the CDW can reduce the number of aging model iterations,
while maintaining a certain degree of workload dependency. However, for
the CDW to be fully deployed effort must be placed in handling bundles
of signals. In that respect, a dominating signal, from the entire bundle,
should be assigned the role of “heartbeat” so that grouping of regions is
done based on its waveform characteristics. Additionally, it is important
to enable a user-defined number of CDW points, so that wavapprox is
forced to conform to this specification. Moreover, coding wavapprox in
a more versatile implementation is also a valid course of future work.
As described in Chapter 3, the CDW approximation is based on the
derivation of periodic workloads that are, more or less, equivalent to the
actual windowed signal. As a result, it is very important to generalize this
technique and allow the derivation and analysis of arbitrary V, signals.

Regarding the MPFP, this is another domain that invites meaningful
future contributions. Already, Section 4.5.2 contains a sufficient amount
of pointers towards future work. Initially, the optimization problem that is
solved by the MPFP kernel should be improved, so that the proper amount
of probability mass is accounted for. Also, the solution of the optimization
problem is in itself an area of inviting research, given the algorithmic
enhancements that can go into developing optimization heuristics.

This Chapter has been developed on top of an existing functional
mitigation technique. A real implementation of the proposed rollbacks
could pave the way for fully realistic characterization of their associated
performance overheads. Then, the proposed DVFS technique, as
implemented herein for the SCC, could be verified in order to additionally
guarantee dependable performance. Compiler annotations for the
distinction of data structures that can be stored as safe copies is another
valid course of future work regarding this Chapter. It is important to note
that the rollback technique is a strictly functional mitigation technique. In
Chapter 5 we have also explored the parametric impact of this technique
as well. As a result, it is very logical to move towards a fully integrated
functional and parametric solution.
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Chapter 6: In order to solidify the claims of the proposed PID-based DVFS method
for dependable performance, there are two main issues to be addressed.
First, the link between component P8 and rate of RAS invocation has
be additionally quantified. As already mentioned in the Introduction of
the current text (Figure 1.5), this path is currently being explored by
active research. However, it is the view of the author that additional effort
has to be invested in order to clarify the extend at which current error
rates cause (through RAS mitigation) performance degradation. Also, as
outlined in Chapter 6, it is important to work towards on-chip monitors
for cycle noise. We should note that in Chapter 6 the clock cycles of the
processor (regardless of the applied frequency) have been considered as the
timing quanta for dependable performance. As a result, it is interesting
to explore the issues of slack and deadline vulnerability within the time
horizon of a single cycle.



Appendix A

Guidance Framework
Methodology

The classification framework of Figures 2.1 and 2.2 are the core tool with
which we handle prior art on parametric reliability analysis and the respective
mitigation techniques. Similar classifications have been previously made for
domains such as design-time global scheduling techniques [142]. Figure A.1
provides an illustration of the classification methodology that is employed in
the current survey, composing of two steps:

(i) The target research topic is treated as the root of a tree. Binary splits
are decomposing the initial topic into subcategories. The split at each node is
initiated by a criterion that yields two strictly complementary children. The
splitting procedure is continued until a sufficient depth of the classification is
reached. This inductive way, leads to a large number of categories, which are
both orthogonal and sufficiently granular to completely cover the target research
topic.

(ii) After the classification framework is created in the form of a binary tree,
prior art samples are mapped to its leaves. Starting from the root of the tree,
each work is evaluated against the splitting criteria and finally classified to the
most suitable leaf. The suitability is resolved by the similarity of contents/claims
of each mapped sample of prior art. During the mapping, one can highlight
hybrid and cross-layer works, by instantiating them in more than one leaf of
the classification.

Typically, for each leaf of the framework, a number of representative papers are
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B
B.2

—p» Splits creating a classification framework

- -} Mapping samples of prior art

Figure A.1: Binary splits leading to the classification framework used to map
prior art. In the above example, “Work 3” is a hybrid, given that it is mapped
both in “B.1” and “B.2”.

instantiated and briefly commented upon, in order to motivate the mapping. We
note that typical surveys tend to exhaustively list papers related to a somewhat
restricted target domain. In most cases, cited work is evaluated against some
criteria and trends are discussed. In contrast to typical surveys, the classification
method used in the current text has the following unique features: (i) It enables
a more granular categorization with much more classes than typical surveys. (ii)
The classification presented herein is also extensible, in the sense that interested
readers can induce further splits for any region of the framework they wish
to explore further. (iii) It is also highly reusable, since future papers that
come in the domain of parametric reliability can be seamlessly mapped on the
framework by following the mapping principle of Figure A.1. (iv) Finally, it
enables comparison of existing techniques in an unambiguous way, since each
split has unique left/right branch decision outcomes for every characteristic of
the parametric reliability considered.

Assuming a universe set U of possible approaches on a specific topic, the
classification methodology proposes a split of this set into two complementary
sets A and B based on a specific criterion p. For every possible approach x of
the universe set, p(x) can be either 1 or 0, depending on whether the criterion is
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satisfied by the possible approach or not. That way, each z is placed under the
correct A or B subset. No x can belong in both A and B. The formalization
of a single split, as proposed by our methodology is presented in Equation
A.1. With such consecutive, top-down splits, we end up with a classification
framework, the branches of which are created by various splitting criteria. In
other words, we perform the same splitting procedure in each of the derived
sets A, B and carry on in an inductive way [231].

The criterion chosen for each split results in strictly complementary branches.
The lowest level branches, or leaves, of the framework are the derived categories
of the initial domain. These categories are not independent. Constraints are
propagated between each pair in a split, which determines how to proceed in
each of the two branches. So, that also implies an ordering to use them. In that
respect we can see them as “constraint orthogonal” to each other. The levels of
splitting define the abstraction levels of the framework. Each state-of-the-art
work is mapped to the framework leaf, where it bears most resemblance in terms
of assumptions and/or implementation [231].

U = {z : z is a possible approach}
A={ze€U:p(x)=1}
B={zxeU:p(x)=0}
ANB=0and AUB=U

(A1)

The completeness of the classification framework is based on the property ANB =
(0 of Equation A.1, which refers to categorization of possible approaches on the
topic in question. This property propagates to the leaves of the classification
framework. It is obvious that real approaches cannot comply entirely with the
above property. Apparently, it is possible to identify state-of-the-art works that
can be placed under more than one leaf of the classification framework. This is
acceptable, since research involves assumptions that relax the complementarity
constraint to all other possible approaches on the topic in question. When
categorizing such a hybrid work in a verbose way, we will analyze the aspect of
that work that conforms to the appropriate framework leaf. In the current text,
and specifically in Figures 2.1 and 2.2, we have only highlighted hybrid papers
by underlining them in the respective classification trees [231].

A simple illustration of the splits performed for the creation of a classification
framework can also be seen in Figure A.2. In this example, we use criteria p, g
and r to create the framework of Figure A.2a. The partitioning of all the possible
approaches into subsets can be seen in Figures A.2b through A.2d. Once we
have reached the leaves of the framework, we populate it with state-of-the-art
works. Some of these works may be hybrid, as illustrated in Figure A.2d, and
are suitable for more than one leaf of the framework [231].
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