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Abstract

Network slicing enables multiple virtual networks to share physical resources, allowing
network operators to deliver highly customizable and efficient networking solutions
that meet the diverse requirements of modern applications. Automating the deploy-
ment and runtime management of network slices is essential for supporting network
scaling with minimal human intervention. With several applications with different
performance requirements, the manual configuration of slices is infeasible. Different
initiatives have investigated methods in which network operators define high-level
Key Performance Indicators that a network must deliver to networked applications,
while the details of how to achieve these goals are abstracted by underlying con-

trol systems. Many works in the literature present a top-down approach, focusing

on the high-level decision processes and relying on abstracted infrastructure manag-
ers and simulation tools to apply/execute such decisions. In this work, we leverage
components that we previously developed for network monitoring, traffic shaping,
and Software-Defined Time-Sensitive Networking to create a bottom-up approach
toward automated slice management driven by Quality of Service goals. We describe
the intricate coordination of elements required for an automated control loop

and present the results achieved with a proof of concept executed in a real testbed

of wired and Wi-Fi nodes. The applications use the data models introduced in this
work to inform their requirements to the control plane. The control plane correctly
prepares the network by applying rules for monitoring, traffic classification, and traffic
shaping, effectively creating slices with different performance profiles for each applica-
tion. Lastly, we present results using our control loop that continuously monitors each
flow, identifies issues affecting the network performance, and takes corrective actions
to reestablish the intended performance level of the applications.

Keywords: QoS, TSN, Network slicing

1 Introduction

In industrial and multimedia use cases, different network applications like process
control, video surveillance, alarm propagation, and object tracking often coexist, each
with its own set of requirements. Network slicing (NS) enables the deployment of
independent virtual end-to-end networks running over a shared physical infrastruc-
ture, relying extensively on virtualization mechanisms for resource sharing and isola-
tion. The ability to create slices tailored to the performance requirements of different
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applications makes NS a suitable solution to support the aforementioned industrial
and multimedia use cases. However, there are several technical challenges to be
addressed when managing network slices. The control plane is commonly unaware
of the performance requirements and traffic characteristics of network applications,
hindering appropriate allocation of resources and often leading to resource over-pro-
visioning [1]. Moreover, the slice life cycle management and the assurance that they
meet the performance requirements at all times must be automated to minimize the
need for human intervention [2, 3]. Optimizing the resource allocation to each slice
can improve the number of served slices over a single physical network and increase
revenues [4].

With the evolution of Time-Sensitive Networking (TSN) over Ethernet, the conver-
gence of Operational Technology (OT) and Information Technology (IT) networks
is becoming more feasible [5]. In this context, the same network carrying regular
traffic, e.g., from office users accessing websites, can be used to carry high-priority
time-sensitive traffic such as alarms and machinery control. TSN originated from
the multimedia domain with the Audio Video Bridging (AVB) Task Group by Insti-
tute of Electrical and Electronics Engineers (IEEE) 802.1 in 2007 and had its scope
widened to support more applications [6]. The TSN standards have shown promising
capabilities to effectively realize network resource allocation [7]. However, the stand-
ards addressing configuration are still in early development, with no well-established
methods or systems for TSN control [8]. Still, TSN features enable a high level of con-
trol over network traffic traversing Network Elements (NEs) and can be leveraged to
realize NS beyond industrial-only use cases.

Different initiatives from European Telecommunications Standards Institute (ETSI),
3rd Generation Partnership Project (3GPP), and 3rd Generation Partnership Project
(3GPP), introduce data models, interfaces, and workflows to realize autonomous net-
work configuration and management. Using the concept of Intent-Based Networking
(IBN) [9], these initiatives refer to the concept of intents as:

+ A set of operational goals (that a network should meet) and outcomes (that a net-
work is supposed to deliver) defined in a declarative manner without specifying
how to achieve or implement them [9]

+ A desire to reach a certain state for a specific service or network management
workflow. An intent specifies the expectations, including requirements, goals, and
constraints, given to a 3GPP system, without specifying how to achieve them [10]

While NS and IBN have been the subject of several studies in the last years, many
works focus on the high-level aspects, relying on abstracted infrastructure managers
and simulation tools to evaluate the performance of the solutions [11-15]. Despite
the contributions of such works, it is also important to address the tasks support-
ing these high-level operations to highlight the feasibility of the solutions over real
devices. This also involves presenting sow to deploy a solution that can deliver the
performance levels requested by the applications.

In this work, we present a system for Quality of Service (QoS)-driven network slic-
ing in a bottom-up perspective, building on top of our previous works addressing:
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«+ Fine-grained network telemetry using In-band Network Telemetry (INT), enabling
per-flow and per-hop monitoring by appending telemetry metadata to data packets
[16].

+ Software-Defined Networking (SDN) control for TSN networks, for flexible manage-
ment of wired and Wi-Fi networks with TSN capabilities [7].

+ Data plane programmability using softwarized TSN functions, extending the support
for traffic shaping using virtualized elements, capable of operating consistently over
wired and Wi-Fi devices [17].

With these previous works as enablers, we progressed to a higher-level management
perspective, developing data models that allow applications to communicate their
requirements and characteristics to the network, using insights from recent 3GPP and
ETSI standards for Zero-touch network and Service Management (ZSM) and IBN. We
adapted these models to integrate and operate with our TSN controller architecture and
evaluated this system for managing slices over a mixed wired/Wi-Fi testbed, with an
automated control loop that uses QoS measurements as feedback.

The paper is organized as follows: Sect. presents the related work. Section gives an
overview of the system and the TSN configuration model used. Section describes the
enablers that we introduced in previous works to support the automated deployment
and runtime configuration of network slices. Section describes the data models that we
developed to express the requirements and characteristics of network applications, giv-
ing a basis for automated decision-making processes. Section describes the control loop
we implemented to continuously monitor network flows, identify issues, and take cor-
rective actions. We report the performance evaluation results in Sect. . Section con-
cludes this paper and discusses future works.

2 Related work

In this section, we first discuss the related works addressing network slicing mechanisms
that aim to adapt the allocation of resources toward a user- or application-specified set
of goals. In this context, works on IBN aim at managing network infrastructure to sat-
isfy intents, usually expressed through a high-level language. Several works address the
problem of expressing and interpreting intents and their translation into objective goals,
metrics, or actions [11-15, 18].

For industrial or critical communications, Saha et al. [11] and Mehmood et al. [12]
present architectures highlighting the interpretation of intents and extraction of key
information from keywords. Lower-level actions are attributed to infrastructure man-
agers such as OpenStack. Cerroni et al. [13] propose a reference architecture for the
orchestration of heterogeneous SDN domains, with some details on JavaScript Object
Notation (JSON) messages to express intent-based requests to a virtual infrastructure
manager. These infrastructure managers abstract details about which techniques can
enforce the decisions on the network, and the evaluation is done through emulation or
simulation. In this work, we start from the low-level enablers for traffic monitoring and
shaping on heterogeneous networks and then incrementally add the building blocks for
high-level management. With this approach, we detail methods and techniques that can
be used to build such systems, as well as the configuration sequences and workflows
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necessary for it. Moreover, we perform an experimental evaluation of our system on a
wired/Wi-Fi testbed.

Rothenberg et al. [14] and Perepu et al. [15] propose systems for intent-based multi-
media management using Quality of Experience (QoE) feedback. Rothenberg et al. [14]
target a video-streaming application, using a QoE feedback estimated using QoS models
and QoS metrics. The authors introduce network impairments such as bandwidth fluc-
tuation and packet reordering using Traffic Control (TC) scripts. The work by Perepu
et al. [15] considers a Conversational Video application for which a QoE metric between
[1, 5] must be maximized, and Ultra-Reliable Low-Latency Communication (URLLC)
and mobile Internet of Things (IoT) applications for which the Packet Loss Rate (PLR)
between [0, 1] must be minimized. The work focused on a Multi-Agent Reinforcement
Learning system to control bitrate and priority for the flows and evaluated the perfor-
mance using a network emulator. Our work uses objective QoS metrics as target Key
Performance Indicators (KPIs) to be optimized, while QoE-based management is envi-
sioned as a future step. Still, the QoS metrics used in our Proof of Concept (PoC) are
obtained via in-band telemetry, which monitors the actual traffic flows between different
nodes in our testbed.

Network slicing over Wi-Fi is also a relevant subject, as the collaboration between
Wi-Fi and cellular (5 G/6 G) networks has been long envisioned [19]. Richart et al. [20]
propose a slicing mechanism for Wi-Fi Access Points (APs) combining a queuing and
scheduling mechanism. The solution is evaluated analytically and through simulations.
Isolani et al. [3] carry out experimental work with a SDN-based approach for on-the-fly
end-to-end slice orchestration. The solution is based on the framework from Coronado
et al. [19], enhancing it with an algorithm that periodically adjusts the airtime allocation
of the slices on a Wi-Fi AP. The system considers two slices: QoS and best-effort, being
unclear whether more slices are supported. The resource allocation prioritizes the QoS
slice; however, the authors do not address methods for the applications to request spe-
cific performance requirements to the network. In this work, we leverage the fully cen-
tralized network model for TSN networks and introduce data models that can be used by
network operators or applications to request specific performance levels to the network
in terms of throughput, delay, jitter, and PLR. Fami et al. [21] propose a Wi-Fi slicing
system for IoT applications. The authors propose a centralized controller to manage the
association and resource allocation for NEs. The authors aim to improve the aggregate
throughput of the network and do not evaluate other metrics. The results were obtained
via simulations and show a slight improvement in the optimized method over a system
that controls node association based on Received Signal Strength Indicator (RSSI).

This work builds on our previous experimental works on SDN-based TSN networking
and flexible data plane monitoring and configuration. We extend our previous solutions
with data models based on 3GPP and ETSI specifications for IBN, providing the means
for applications to inform their requirements to the network control plane. Moreover,
we expanded the functionalities of our SDN controller and implemented a control loop
module to continuously monitor and adjust the resource allocation of network slices.
As we build on these previous works, our main focus is on industrial and multimedia
applications; however, the solutions are also applicable to other domains such as office,
campus, and other general-purpose networks.
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3 System overview

The system described in this work is based on our TSN controller architecture intro-
duced in our previous work [7]. Our TSN Controller (TSNC) architecture implements
a fully centralized TSN network model based on the initial definitions in the IEEE
802.1Qcc amendment [22]. Figure 1 gives an overview of the system and the flow of
actions and events. The Central Network Controller (CNC) module is responsible for
configuring network elements and crucial services for the network operation, providing
a high-level and uniform Application Programming Interface (API) for other services to
interact with NEs in the network (i.e., routers, bridges, APs, end nodes). The Central-
ized User Configuration (CUC) offers interfaces for application and management-level
interactions, such as requesting a network slice with certain performance characteris-
tics, and registering or removing application definitions. Next, we describe the workflow
of actions indicated by the numbers in Fig. 1 and which section details each element
involved:

1. A network manager registers application definitions in the CUC, which are data
models specifying the requirements and characteristics of network applications. Sec-
tion describes the data models.

2. Applications are prepared to first request an application instance to the CUC, using
a definition as a template. The CUC will analyze and trigger the necessary network
configuration to admit the instance and deliver the expected network performance.
The control plane modules involved in this action are described in Sect. , while the
workflow for creating and removing application instances is presented in Sect. .

3. Based on the performance requirements and application characteristics specified in
the definition, the CNC configures the elements that will transport the traffic of the
application instance. This configuration includes applying INT rules to monitor the
flows and setting up network slices through the network (detailed in Sect. ).

4. The CUC notifies the application that the network is ready to transport packets of
the application with the expected performance.

5. The CUC and CNC generate event messages about the creation of an application
instance, as well as other relevant network events. Other micro-services, such as a

[ ) ‘u‘n Register

Definitions
Control
o > CUC | Gems - Eoop

Network
Manager

Request
Instance 2)

Fig. 1 Overview of the deve\oped system
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control loop, monitor these events to know which application instances to monitor
and take corrective actions (if necessary) to maintain their required performance.
These events are detailed in Sect. .

6. The bridges and other NEs publish telemetry reports to the Monitor element of the
TSNC.

7. The Control Loop periodically collects telemetry reports from the monitor data-
base and verifies whether the network performance of the monitored applications is
within the expected performance bounds specified in the definition. Section details
the operation of the control loop we implemented.

8. Lastly, if the control loop detects that the flows of an application instance are oper-
ating out of the performance bounds specified in the application definition, it takes
corrective actions on the network via API calls to the CNC.

4 Control and monitoring enablers

This section gives an overview of the main enablers for the NS system, i.e., the SDN con-
troller, the INT framework, and the traffic shapers implemented in a programmable data
plane framework. For conciseness, we present a brief description of the main compo-
nents and refer the interested reader to our previous works detailing the SDN TSN con-
troller [7], INT framework [16], and software-based traffic shapers supporting a flexible
selection of scheduling algorithms [17].

4.1 SDN TSN controller

Our control architecture uses a controller/agent model, appropriate for abstracting
resource management in heterogeneous networks [23]. Figures 2, 3, and 4 show the
diagrams of the TSNC and TSN Agent (TSNA) modules, and the communication flow
between the CNC controller and TSNAs during network operation. The CNC is the cen-
tral element for interaction with TSNAs, offering an API for other micro-services of the
TSNC, such as a control loop, to get/set configurations on NEs. TSNAs are installed on
NEs to enable fine-grained SDN control over their time synchronization, traffic shaping,
switching/routing rules, and monitoring. These agents are not strictly required on end
nodes; however, there would be a lower degree of control without the agent.

TSN Controller

i Management GUI || Management CLI

Internal Interface Monitor
‘ Dashboard ‘
CNC Controller
| Database || INT
= QoS
Communication Interface Subscriber | | Monitor
[ZMQRep/Req | NET/REST CONF | | | [ZMQSub.| [
Southbound Interface %

Fig. 2 TSN controller internal components
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——— Data Plane Management Interface ———
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Fig. 3 TSN Agent internal components
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Apply Configuration
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Fig. 4 CNC and TSNA communication workflow

The communication between CNC and TSNA, as well as between other micro-ser-
vices of the controller, is implemented using ZeroMQ (ZMQ) messaging over TCP. The
Monitor service receives telemetry reports from NEs and stores them in a long-term
database, also providing a dashboard for data visualization. INT reports can be aggre-
gated by the INT QoS Monitor to calculate throughput, delay, jitter, and PLR. The Man-
agement GUI offers a graphical interface for network operators to view and configure
TSNC services and NEs, while the Management CLI offers a command-line interface
for these operations. The CUC controller provides a User/Network Interface (UNI) for
applications and network operators to inform flow specifications and requirements, so
the network can automatically create, configure, and maintain network slices. Lastly,
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the control loop monitors network flows and ensures that application instances operate
within the expected KPIs bounds.

The TSNA is composed of submodules that control its operation according to the
configuration received from the CNC (defined by the network operator). The Wi-Fi AP
and Client managers are only active when the TSNA runs on such devices. The Tim-
ing Manager controls Precision Time Protocol (PTP) synchronization, and the Traffic
Manager interprets and applies traffic filtering, classification, and shaping rules received
from the controller. The Telemetry Manager collects, filters, and aggregates telemetry
such as interface usage, PTP accuracy, and queue utilization. A separate thread of the
TSNA constantly monitors relevant processes (e.g., for synchronization or Wi-Fi AP
operation), resources (e.g., the status of network interfaces), or topology (detecting
neighboring nodes joining or disconnecting). The monitor thread can also run the INT
QoS Monitor, aggregating raw INT reports that contain only timestamps and counters
and calculating QoS metrics of throughput, delay, jitter, and PLR. Depending on the data
rate of a flow monitored by the INT framework, several INT reports might be gener-
ated every second, and aggregating these reports in the TSNA can reduce the amount of
telemetry traffic generated in the control plane.

Figure 4 shows the communication flow between CNC and TSNA. The CNC starts
by loading a network configuration file that defines the initial settings and authorized
TSNAs, and then opens the southbound interface sockets. TSNAs start by announcing
themselves to the CNC, informing the NE capabilities (interfaces, speeds, queues, times-
tamping), to which the CNC replies with the initial node configuration. Based on this
reply, the TSNA sets up services in the NE for PTP synchronization, traffic scheduling,
flow classification, and telemetry collection. At any point, the CNC might send new con-
figurations to the TSNA, which are confirmed (whether successful or not) back to the
CNC. When the TSNA detects a change in the NE resources, e.g., interface status, topol-
ogy, and status of processes, these changes are immediately reported to the CNC. The
CNC acknowledges these reports and might send a new configuration when applicable.

We extended the features of our controller with an event system that notifies micro-
services, such as the control loop, about relevant events in the network. This event
system is based on a ZMQ publisher socket, to which micro-services subscribe to get
notifications of their interest. The CNC publishes events when a node connects, dis-
connects, or there is a topology change. The CUC publishes events when an application
instance is created or removed (detailed in Sect. ). The CUC was extended to operate
with the data models introduced in Sect. , and trigger the appropriate API calls to the
CNC when a new application instance is requested or terminates. Lastly, we developed
the control loop service described in Sect. to monitor application instances and take
corrective actions to maintain the expected KPI levels for the applications.

4.2 In-band network telemetry framework

The INT framework is a key part of our system, as it provides per-flow and per-hop real-
time QoS monitoring. Figure 5 illustrates the system and its elements, which are inte-
grated into our controller architecture previously described. The framework uses IPv6
extension headers to append metadata to regular data packets, which are then extracted
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Data i ﬁ E
Packet transmission >

Fig. 5 INT framework overview

and combined to get network performance measurements.' The concept is illustrated in
the bottom part of the figure, assuming a data packet is transmitted from end node A to
end node B. The INTSource element starts the process by appending the initial extension
headers and metadata (e.g., timestamps, packet counters) to the packet. The INTInter
element at the bridges can append further metadata to the packet. The INTSink element
extracts all the metadata and extension headers and processes this information to gener-
ate a report, then forwards the packets for further processing at the upper layers of the
network stack.

The report generated by the INTSink contains values of counters and timestamps col-
lected at each hop (referred to as raw INT report in the previous section). These reports
can be aggregated by the QoS Monitor to calculate per-flow and per-hop QoS metrics.
In our system, these QoS reports are published to the Monitor module of the TSNC.
To minimize the telemetry overhead, we configure our system to collect only End-to-
End (E2E) telemetry by default. The control loop reconfigures the INTInter elements
to collect Hop-by-Hop (HbH) telemetry only when the E2E performance is not within
the defined KPI bounds. Our INT framework can be flexibly reconfigured in runtime to
support enabling/disabling HbH monitoring or changing the sampling rate (how often
to append telemetry to data packets) for each flow. Therefore, for applications running
on resource-constrained devices or that generate large amounts of traffic, the sampling
rate of the INT framework can be tailored to balance accuracy and resource demands.

4.3 Programmable data plane structure

Our programmable data plane is based on the Click framework [24]. Figure 6 shows
the logical structure of a NE, highlighting the programmable data plane framework.
The elements of the Click framework are implemented in C++, and a configuration
file describes how they are interconnected to form the packet processing pipeline.
The solid arrows indicate the path of packets that ingress the system, and the dashed
arrows show the path of packets being transmitted. In addition to the INT elements,
we developed the PrioToDevice element that controls the buffering and transmission
of packets according to the selected traffic shaping algorithm. The ScheduleManager
provides the control plane configuration interface for the PrioToDevice element. As
we use IPv6 extension headers for INT, we opted to use exclusively IPv6 for the data

1 A complete description of the system and its performance evaluation can be found in reference [16].
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Fig. 6 Diagram of the elements and communication logic on NEs

plane (application data packets) and IPv4 for the control plane communication (e.g.,
control packets between CNC/TSNA, time synchronization packets).

Packets arriving at the NE pass through the Packet Filter of the Operating System
(OS) indicated by arrow 1. Layer 2 and IPv4 packets belong strictly to control plane
services in our architecture and are processed by their respective services in the OS
and the TSNA (arrows 2 and 3). IPv6 traffic is directed to Click and received by the
FromDevice element (arrow 4). Packets directed to the NE itself have their INT head-
ers extracted and directed to a tunnel interface, to be processed by upper network lay-
ers (arrow 5). Packets egressing the NE (arrows 6 and 7) pass through switching and
routing elements that decide the next transmission hop, then through the INTSource
or INTInter elements, which define whether to add telemetry metadata to the packet
or not. Next, the packet is directed to the PrioToDevice element associated with the
selected egress network interface (arrow 8).

The PrioToDevice element has three main components: a classifier, a set of queues,
and a set of traffic-shaping algorithms. The classifier defines in which queue to buffer
the packets based on the Differentiated Services (DS) value in the packet header, while
the shaper algorithm transmits the packet from each queue according to its configu-
ration. We implemented three traffic-shaping algorithms: First-In, First-Out (FIFO),
Deficit Weighted Round Robin (DWRR), and Time-Aware Shaper (TAS). FIFO is the
default algorithm, using a single queue and simply transmitting the packets in their
arrival order. DWRR [25] is a widely used algorithm that allocates bandwidth fairly
among multiple queues based on their assigned weights. The values of the weights
depend on the application priority and are defined by the control plane. Finally, the
TAS algorithm is based on the IEEE 802.1Qbv mechanism, in which a Gate Control
List (GCL) defines which gates to open at each moment of a time cycle. The schedul-
ing algorithm selects a packet to be transmitted and sends it to the networking stack
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of the system (arrow 9). We configure the queuing discipline in Linux to use FIFO to
minimize the influence over the scheduling done in Click.

In this work, we create slices by allocating flows to specific queues and applying sched-
ules to control the performance of each flow. The TAS is one of the main algorithms for
traffic shaping for TSNs. However, the calculation of schedules using TAS is complex
and might be computationally costly. Therefore, in our experiments, we have opted to
use the DWRR algorithm, which offers a simpler but still effective way to control the
performance of multiple flows. A single weight (or quantum) parameter assigned to each
queue defines how many bytes of that queue can be transmitted on each round. The end-
to-end performance of a flow is proportional to the weight allocated to the slice through
the network path.

Due to the execution model Click and PrioToDevice, our implementation of the
DWRR differs slightly from the classic algorithm but still achieves the same goal. We
define a DWRR cycle of 100 us, over which all queues must be served. The control plane
must ensure that the sum of queue weights matches the capacity of the network adapter.
For example, for a 1 Gbps link, the Network Interface Controller (NIC) can transmit
12,500 bytes per DWRR cycle, which is the sum of weights for a correct operation of
the DWRR. At each round, the queue weight is added to the deficit counter associated
with the queue. A queue can only be served if its counter is above 0. When a packet is
transmitted, the queue deficit is decremented by the packet size in bytes. The deficit can
accumulate and be used in the next round if the queue is not empty. If a queue is emp-

tied during a round, its deficit is set to 0.

5 Data models and instances

The control plane needs information on application KPIs to make automated decisions
on flow and resource allocation. Specifications of traffic characteristics also help to cre-
ate schedules and define how to prioritize packets. To support this, we defined data
models based on the concepts of IBN and ZSM by ETSI and 3GPP [10, 26]. Figure 7
shows how various elements are composed to specify application characteristics and
network requirements. The data model is split into a generic Data Model for character-
istics and requirements, and a Concrete part, generated at runtime when the application
joins the network.

Concrete
(Runtime)

it Attribute ! Attribute
: (Downlink) ii  (Uplink)

KPI

Fig. 7 Composition of an application instance
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KPIs and Attributes are optional elements that are combined to create a generic Defi-
nition. Definitions are generic because they serve as a template for instances; thus, the
same Definition can be used by several different application Instances active in the net-
work. An Instance is composed of an application definition and the 5-tuple flow infor-
mation of the endpoints exchanging traffic: Source/Destination IP, Source/Destination
port, and transport protocol (TCP/UDP/ICMP).

5.1 Definitions

Definitions are stored and managed by the CUC, which offers an API for network opera-
tors and users to register, consult, or remove definitions. Our application definition is
based on the Intent specification of the 3GPP TS 28.312 document [10], including simi-
lar fields derived from it. Table 1 describes the items. A unique Label identifies the defi-
nition and is used by applications or operators to request an instance. Next, there is a
user-friendly Description, followed by the Active field, which indicates whether a defini-
tion can become an instance (useful to restrict sets of definitions based on the deploy-
ment). The Priority controls which applications have priority over others, for example,
increasing the probability of their instances being admitted or having higher priority on
resource allocation.

The Observation Period sets the interval for checking if the measured performance
meets the KPIs, with a fulfillment report being generated every observation period.
3GPP defines the observation period in seconds; however, to support faster reaction
times in industrial use cases, we opted to use milliseconds for this item. The Actua-
tion Period defines the minimum wait time between consecutive actions affecting the
application flows (e.g., adjusting slice resources), as some applications might take a few
seconds to adjust to a new configuration. Lastly, the definition includes the KPIs and
Attributes structures, specifying performance requirements and traffic characteristics of
the application.

The KPIs are measurable performance metrics of a network flow, equivalent to inten-
tExpectations from 3GPP specifications [10]. In our implementation, the KPIs define
the QoS requirements of the application in terms of throughput, delay, jitter, and PLR.
The KPIs are specified as the lower and upper bounds for throughput in Bytes/s, delay
and jitter in milliseconds, and PLR in percentage. The interpretation of KPIs and how to

Table 1 Definition specification items

Name Type Description

Label String |dentifier of application definition. userLabel in TS 28.312

Description String User-friendly description of this definition

Active Boolean If the definition is active and can become an instance. intentAdminState in TS
28312

Priority Integer Priority of the application. intentPriority in TS 28312

Observation Period  Integer Interval in milliseconds between consecutive KPI fulfillment analysis. observa-
tionPeriod in TS 28.312

Actuation period Integer Interval in milliseconds between consecutive actions directly related to an

instance of this definition
KPI Structure  Performance requirements of the application
Attributes Structure  Description of traffic characteristics of the application
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correlate or compare them with the network measurements is a task carried out by the
control loop service. Attributes describe the traffic generated by an application, such as
frame sizes and packet generation intervals. If this information is known, it helps the
control plane with admission control and scheduling. For instance, constant traffic with
large frames might be impossible to admit, while an application that generates shorter
frames in longer intervals can be admitted. Attributes specifications contain the follow-
ing items: (i) Transmission cycle in milliseconds; (ii) Frames per cycle; and (iii) Frame size
in bytes. Similar to KPIs, these items are specified as the upper and lower bounds of the
values.

We represent all the structures in JSON, which is a concise and flexible format. Listing
1 shows an application definition example (the data model shown in Fig. 7) for an appli-
cation that generates unidirectional traffic in uplink. The ranges of KPIs and attribute
items are represented as lists with the lower and upper ranges. For fixed values, such as
the tx_cycle in this example, the upper and lower bounds are equal, meaning that the
application generates frames in fixed intervals of 5 milliseconds. For KPIs that do not
have a strict requirement, the definition simply specifies a wide range, as for throughput
in this example. Since the application only generates uplink traffic, the KPIs and Attrib-
utes structures for downlink are left empty.

1 "udp_app_basic": {

2 "label": "udp_app_basic",

3 "description": "One-way udp application",

4 "active": true,

5 "priority": 100,

6 "actuation_period": 4000,

7 "observation_period": 4000,

8 "kpis": {

9 "downlink": {},

10 "uplink": {"throughput": [0, 10000000], "delay": [0, 10], "jitter": [0, 2],

"loss": [0, 10]}

113,

12 "attributes": {

13 "downlink": {},

14 "uplink": {

15 "tx_cycle": [5, 5], "frames_per_cycle": [1, 10], "frame_size": [64, 512]
16 }

17
18 )

5.2 Application instances and their life cycle

Application instances are created based on Definitions and represent active instances of
an application in the network. Table 2 describes the elements of an application instance,
starting with a unique alphanumeric Instance ID and a numeric Application ID assigned

Table 2 Instance structure kept by the CUC

Name Description

Instance ID Unique identifier of an application instance (generated by the CUC)
Application ID Numeric identifier of the instance (generated by the CUC) used for INT
Definition Definition structure from which the instance was created

Flow Structure with downlink and uplink 5-tuples

Slice Structure defining the slices for uplink and downlink flows

Page 13 of 25
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by the CUC. This numeric identifier is used by services such as the INT framework,
which uses integers to identify monitoring rules. Next, the Definition structure previ-
ously described is included, along with the Flow structure that specifies the endpoints
running the application in downlink and uplink directions. Lastly, the slice structure
stores the slices that the downlink and uplink flows are assigned. The downlink traffic of
an application instance might be assigned to a different slice than the uplink traffic, sup-
porting more flexible slice allocation schemes.

The CUC manages the life cycle of an application instance, listening to requests in
the UNI and acting on the network through the CNC. The life cycle management of
slices is carried out by the CNC, upon requests from the CUC or the Northbound (NB)
Interface. Figure 8 describes the workflow for creating and terminating an application
instance. Actions such as setting classification, INT, and scheduling rules are always
confirmed by the TSNA to the CNC/CUC but were omitted in the figure. The diagram
starts with the registration of an application Definition, which can be requested to the
CUC via the UNI if a suitable definition for the application does not exist in the CUC
yet. Then, an Instance Request call starts the instance creation process.

First, an admission check is done by the CUC, and the initial slice for the application
is defined, depending on the network route, KPIs, and attributes. Application instances
might share slices if the CUC determines that their requirements can be satisfied. The
CUC may allocate the application to an existing slice, or request the creation of a new
slice, which triggers the CNC to generate and apply scheduling rules in the network. The
CUC makes calls to the CNC to apply flow classification rules in the nodes. In essence,
the TSNAs uses iptables to mark the packets of the flow with a Differentiated Services
Code Point (DSCP) value, which we later assign to a queue for scheduling. Next, the
CUC gets the existing INT rules in the network and generates INT rules for the new

NB Interface Ccuc CNC TSNA
Register Definition

Request Instance

Admission Check
Create/Select Slice SuEEtE Apply Schedule

Apply Flow Rules
Set Iptables

Apply INT Rules NB Interface: Northbound
] Interface

Set INT
CUC: Centralized User
Configuration Controller

Return code .
CNC: Centralized Network
INT Configuration Controller

/ / .
= EOWBOWY  TSNA: TSN Agent

/
E Remove Instance
C

Event Instance Create
Instance specs +

Remove Flow Rules

Remove Flow Rules

Remove INT Rules

T £ _Apply Schedule

Set Schedule

Event Instance Remove
Confirm Remove —

Fig. 8 Workflow for application instance creation
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instance using an ID for the rule that does not overlap with any existing INT rules. The
CUC triggers an event informing other services that a new instance was created and
returns the specification and a success or failure code to the requester in the UNI. At this
moment, the network is ready, the application can start running and transmitting pack-
ets, and the control loop can monitor if the network performance meets the expected
KPIs.

During steady operation, the TSNAs transmit INT reports to the monitor module of
the TSNC. These reports are stored in a database and can be consulted by other micro-
services like the control loop. When the application terminates, it issues a termination
call to the CUC, which triggers other API calls to remove the classification and moni-
toring rules. If the instance was allocated to a dedicated slice, the CUC can request the
slice removal to the CNC, which then applies new schedules in the network, removing
the selected slice. An event is issued announcing the termination of the instance, and a
confirmation is sent back to the application.

6 Control loop

During an application execution, the performance of its flows might fluctuate due to
various circumstances, especially when wireless links are part of the end-to-end route.
The Control Loop monitors the performance of the applications and adjusts the network
slices to ensure that the KPIs requested by an instance are met. The control loop lis-
tens to events of the CUC and CNC. When a new instance is created, the control loop
creates a monitor thread that constantly checks if the performance of the flows of an
application is within the specified KPIs. This thread consumes telemetry reports from
the Monitor database and compares the measurements against the KPI ranges. Figure 9
gives an overview of the flow of actions and events of the control loop when any of the
KPIs are not fulfilled. A Fulfillment Report is generated every observation period, for
each application instance. If a KPI is not fulfilled, the Fulfillment Report indicates which
flow (uplink/downlink) and metric (throughput/delay/jitter/PLR) is not fulfilled, and an
internal event is generated in the control loop.

The Fulfillment Unmet event triggers an analysis phase, which reads the telemetry data
to identify which hops are the main cause of performance degradation. As mentioned in
Sect. , the default setting of the INT framework is to collect only E2E telemetry to mini-
mize overhead, thus, HbH telemetry is usually not immediately available. The analysis
function determines whether HbH telemetry is available and enables it if necessary. For

Instances

ulfillment: ) HbH Data Required

) d Enable HbH INT

; HbH Data Available
@D, &

[

Time

Main Thread
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) g Update Slice
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Fig. 9 Control loop flow overview
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this step, the control loop gets the topology from the CNC, identifies the path of the
flow, gets the INT rules monitoring the flows of the instance, and issues API calls to the
CNC to enable HbH telemetry for the flows. When HbH telemetry becomes available,
the analysis function generates a report identifying the main bottlenecks of the flows.
This report has a structure indicating the hop (a tuple of source and destination node
IDs) and the telemetry measurements. The hops are sorted according to the “bottleneck
magnitude”: e.g., if the E2E delay is 20 ms, and the delay on a given hop is 15 ms, this will
be the first hop of the list in the analysis report. This way, corrective actions, such as a
schedule update, can be planned focusing on the links that contribute the most to the
performance degradation.

After getting a complete analysis report, the main thread of the control loop schedules
a slice update. If multiple instances are currently in the analysis phase for unmet KPIs,
the main thread waits for the conclusion of these analyses to call the Update Slice func-
tion. The update slice function first defines the optimization target, i.e., in which inter-
face of which NE to take action. For this step, the analysis reports are verified to identify
the bottleneck node and interface. Then, the second step is to define the optimization
value, which depends on the traffic-shaping algorithm being used. Our current imple-
mentation focuses on slicing using the DWRR algorithm; therefore, the optimization
value definition consists of selecting a new weight to be assigned to a given queue. With
the optimization target and values defined, the Update Slice function issues a call to the
CNC to update the queue weights. When the monitoring thread detects that the KPIs
are again fulfilled, it waits 2x Observation Period, then generates a Fulfillment Restored
event to the main thread. The main thread disables the HbH monitoring of the flows of
the instance. We define this longer observation period to disable the HbH monitoring to
ensure that the issue is solved and no further analysis is required.

7 Results and discussion

In this section, we evaluate the capability of our system to create and manage slices in
wired and Wi-Fi networks. First, we create application definitions with different require-
ments, then show how the system can instantiate the end-to-end slices and provide the
requested KPIs for applications wrapped to request a slice to the network. Each applica-
tion instance is assigned to an exclusive slice. We compare this scenario with a network
with no slicing capabilities, in which the applications are served in a best-effort manner.
In the second part, we analyze the performance of the control loop, monitoring the flows
in real-time and updating slice configurations to fulfill the requested KPIs. We evaluate
the reaction time of the control loop upon detecting network issues and its capacity to
apply the necessary corrections at the correct network bottlenecks.

Figures 10 and 11 show the wired and mixed (wired/Wi-Fi) topologies, respectively.
The topologies were planned such that the flows we aim to control (flows 1-4) are not
affected by the saturating traffic at their sources, but do converge in the access network
(i.e., switches and AP), requiring the slicing mechanism to enforce traffic scheduling and
classification rules to avoid their disruption by the saturating traffic (generated by node
tsn09). This is a common scenario in computer networks, where end nodes generate/
receive a single or few data flows, while the access network (switches, routers, APs) serv-
ing several clients must deal with multiple clients contending for resources.



Miranda Jr. et al. J Wireless Com Network (2025) 2026:17 Page 17 of 25

tsn03 tsn07
= ¥ Flow 2-20 Mbps ==
Flow1-5Mbps

SN | tsno1 [ | tsno2 |7
Flow 3 - 5 Mbps
Flow 4 - 10 Mbps

Flow 2 - 20 Mbps
Flow 1 - 5 Mbps ) I

3:

Flow 3 - 5 Mbps
Flow 4 - 10 Mbps

Fig. 11 Topology and flows used in the Wi-Fi slicing experiments

Table 3 KPIs for the flows in the slicing experiments

Flow ID Goal Minimum throughput Maximum throughput
land 3 5 Mbps 4 Mbps (500000 B/s) 6 Mbps (750000 B/s)

2 20 Mbps 19 Mbps (2375000 B/s) 22 Mbps (2750000 B/s)
4 10 Mbps 9 Mbps (1125000 B/s) 12 Mbps (1500000 B/s)

Nodes tsn01, tsn02, and tsnll are industrial mini-pcs equipped with Intel i225-V
Ethernet interfaces, Intel Celeron J4125 CPU, and 8GB of RAM, operating as switches.
The other nodes are Intel NUC mini PCs. In the mixed topology of Fig. 11, £sn10 oper-
ates as a Wi-Fi AP, while £s#07 and tsn08 are Wi-Fi stations, all of them using Sparklan
WNFT-238AX Wi-Fi adapters. The figures indicate the flows generated between the dif-
ferent nodes. The application definitions define the throughput requirements for each
flow, with the lower and upper bounds listed in Table 3. These flows are similar to video-
streaming applications with different levels of resolutions and bitrates. The throughput
of Flows 1 and 3 must range from 4 Mbps to 6 Mbps, flow 2 requires 19 Mbps to 22
Mbps, and flow 4 requires 9 Mbps to 12 Mbps. These flows are generated using a version
of iperf® wrapped to first request an instance to the controller, as described in Sect. . The
background traffic represents other flows running in the network, e.g., users in an office
downloading documents and accessing web pages, competing for network resources
with the other managed flows. The background traffic is generated using iperf with unre-
stricted UDP traffic.

2 https://iperf.fr/.
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Fig. 13 Performance of the flows in the network with slicing enabled

7.1 Network slicing basic operation

Figure 12 shows the results for a wired network with no slicing capabilities enabled.
Flows 1 to 4 have their throughput limited by the iperf tool, not by the network con-
figuration. The background saturating flows (BK 1 and BK 2) are generated with iperf
with unlimited throughput. From the start of the experiment, each iperfinstance gener-
ates traffic with the configured throughput (values on the left y-axis), until at eight sec-
onds in the test we start the background flows (values on the right y-axis). The four flows
are severely affected by the saturating traffic, dropping to under half of their configured
throughput, while the background flows reach around 450 Mbps. Flows 1-4, represent-
ing services such as surveillance, VoIP calls, or video-based inspections, might be dis-
rupted by the background flows.

Figure 13 shows the results for a network with slicing enabled, where each flow is
assigned to a queue, and the performance of each queue is defined by the weight alloca-
tion of the DWRR algorithm. Each iperf flow (except those generating background traf-
fic) first requests an application instance to the CUC, which configures the network to
deliver the specified performance. By default, the system sets a weight of 1000 for the
best-effort flows, limiting them to approximately 75 Mbps. During the test, we gradu-
ally request the weight of the background flows to be increased by 1000, thus the steps
observed in the throughput of the BK I and BK 2 flows. The results show that the system
is capable of maintaining the requested performance of the slices for flows 1 to 4, but the
performance starts degrading as we increase the resource allocation for the background
flows. From the start of the experiment until approximately 120 s, all flows operate
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Fig. 15 Wi-Fi flows in the network with support for slicing

within the expected margins defined in Table 3. At 150 s in the experiment, with the
background flows running over 300 Mbps each, flow 2 drops to approximately 18 Mbps,
while flows 1, 3, and 4 are still within the expected margins. This is due to the higher
load at the switches, as they need to process more packets per second.

The network reaches a saturation point at 220 s, with a slight increase in the back-
ground flows to approximately 450 Mbps. At this point, flows 1-4 can still maintain
some of their required performance, especially if we compare these results with the
network without slicing, where the throughput of the flows drops below half of the
expected. Moreover, with the slicing-capable network, the throughput of each flow is
controlled by the traffic shaping algorithm, and not by the transmission rate configured
in iperf. At 240 s, the network is already saturated by all the traffic, and the increase in
the best-effort queue weight by another 1000 surpasses the capacity of the link, thus, a
steep performance drop in flows 1-4 is observed. This is a case where the control plane
assigns a higher sum of weights than the network can sustain, thus, it is important that
the CUC correctly performs the admission control of new flows. Still, the results show
the feasibility of the system to handle multiple slices, delivering distinct performance
levels, and background traffic.

Figures 14 and 15 show the results in the mixed topology. The saturating traffic in
this test was generated from ¢sn09 to tsn07, achieving a throughput of approximately
250 Mbps, omitted in the results for better visualization. Without slicing (Fig. 14),
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there is a significant performance drop at around 55 s, when the saturating traffic is
started. Flow 3 is practically interrupted, while Flow 2 drops from 20 Mbps to approx-
imately 7 Mbps. When the saturating traffic is interrupted, the throughput of the
flows returns to the original setting.

Figure 15 shows the result with the slicing functions enabled, in which the through-
put of each flow is regulated by the traffic shaping system. When flow 4 is initi-
ated at 60 s, it already causes a minor disruption to flows 1 and 3; however, they are
still within the KPI range. Flow 2 suffers a stronger disruption and drops below the
required minimum of 19 Mbps. At 70 s in the test, we start the saturating traffic and
observe a throughput drop of all the managed flows. None of the flows gets com-
pletely interrupted, as occurred in the case without slicing, but the performance of
the flows is still degraded below the expected KPIs. This behavior can be explained
by the higher contention for the transmission medium caused by the competing flows
generated to both Wi-Fi clients. Such contention requires adjustments to the resource
allocation for the different flows, and this is a task for the control loop.

For the tests shown in Figs. 14 and 15, the control loop was not active, and intro-
ducing a fourth flow was already sufficient to disturb the operation of other flows. We
executed an additional test run with the control loop enabled. The results in Fig. 16
show that when flow 4 is started, it causes the same disruption to the performance
of other flows, with the throughput of flow 2 dropping below the minimum thresh-
old. The control loop performs the analysis (enabling HbH monitoring, identifying
the bottlenecks, and taking action) and adjusts the allocated weights for flow 2. At
around 155 s in the test, flow 2 returns to operate within the expected throughput
range defined in its KPIs.

The results show that the slicing mechanism can successfully enforce traffic dif-
ferentiation over network flows, while still allowing background traffic to coexist.
Moreover, the same software elements can be applied to wired and Wi-Fi networks,
highlighting the flexibility of the system. However, under high levels of saturation in
wired networks or in the case of Wi-Fi networks with the complexity of operating in a
shared medium, the slicing mechanism alone is insufficient to guarantee the expected
KPIs. Thus, a system to perform runtime adjustments in resource allocation is still

necessary.
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Fig. 16 Wi-Fi flows in the network with slicing and the control loop enabled
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Fig. 17 Topology used to evaluate the control loop operation

Table 4 Downlink and uplink KPIs for the bidirectional flow used to evaluate the control loop

operation

KPI Minimum Maximum
Throughput 1 Kbps (125 B/s) 80 Mbps (10000000 B/s)
Delay oms 15ms

Jitter 0oms 2ms

PLR 0% 0.5 %

Table 5 Observation period and QoS report interval for the test cases

Test case Observation period (ms) INT QoS
report
interval (ms)

1 1000 1000

2 500 1000

3 100 1000

4 500 500

5 100 100

7.2 Control loop operation

We evaluated the reaction time of the control loop from detecting when an application
is operating out of the expected KPIs, to analyzing the bottlenecks and taking correc-
tive action. The goal is to evaluate the correct execution of the flow described in Fig. 9,
including the on-demand activation of HbH INT monitoring, bottleneck analysis, and
definition of NE and interface to take action. We also evaluated the effect of different
observation periods on this reaction time, as it determines how often the monitoring
threads verify the compliance of the KPIs. Further, we updated the INT framework and
TSNC elements to support QoS reporting intervals as low as 10 milliseconds. Therefore,
in addition to the observation period, we also evaluated using different INT QoS report-
ing intervals.

Figure 17 shows the topology for this test with two wired end nodes and three
switches. We generated a bidirectional UDP flow between the end nodes with the
KPIs described in Table 4.> The application definition does not have strict demands for
throughput, defining the range of 1 Kbps to 80 Mbps for this metric. However, it requires
delays under 15 ms and jitter under 2 ms. A PLR of up to 0.5 % is defined as acceptable
for this application. We evaluated different configurations of the observation period in
the application definition and INT QoS reporting intervals. Table 5 describes the test

3 We based these requirements on VoIP requirements (https://www2.voipspear.com/posts/10), but due to the size of our
PoC network, we reduced the upper limit of delay from 150 ms to 15 ms, and of jitter from 20 to 2 ms.
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cases, starting from the baseline with one second for the observation period and QoS
reporting. In test cases 2 and 3, we reduce the observation period but keep the default
QoS report interval of one second. Finally, test cases 4 and 5 have matching observation
periods, and QoS report intervals of 500 ms and 100 ms, respectively.

We executed the experiments by starting the application generating the bidirectional
flow, and inserting a random delay at a random interface in the path of the flow. The
link causing the issue might be one of the eight egress interfaces (4 on each downlink/
uplink direction) of the topology from Fig. 17. Table 6 shows the times taken from the
insertion of the network impairment until the recovery of the performance by an action
of the control loop, in milliseconds. We executed five repetitions of each test case. The
results show that reducing the observation period has a small effect, with the recovery
time slightly reducing from 3.80 to 3.04 s on average. However, lowering the INT report-
ing interval and matching this interval with the observation period configuration signifi-
cantly improved the response time of the control loop. Using 500 ms intervals, the time
to recover was under 2.5 s, with a minimum of 521 ms. With 100 ms intervals, the reac-
tion time was under 1 s on average, with a minimum value of 143 ms. For applications
such as VoIP or Video-on-Demand, these recovery times might mean unnoticeable dis-
ruption to the users, while for critical industrial applications, they could be catastrophic.
Nevertheless, these timings can be used by network-aware applications to define their
operation in the face of transient network disruptions.

The results show the capacity of the control loop to quickly act in the network, despite
the complex set of actions that need to be taken. Further improvements can still be
explored to speed up the operation of the control loop for use cases requiring faster
reactions, for example, keeping the INT HbH always active for highly sensitive flows,
speeding up the analysis phase and identification of the bottlenecks affecting the flows.

8 Conclusion and future work

This paper presents a solution for QoS-driven automated network slice management
over TSN networks. Building on recent advances in network telemetry and flexible net-
work control enabled by INT and TSN standards, we describe a bottom-up approach for
automated slice management inspired by ZSM and Intent-based Networking definitions.
We describe the enablers that we have developed for network monitoring and control,
as well as the data models that express the characteristics and requirements of network
applications. These models provide the basis for the automated deployment of slices and
their real-time monitoring by a control loop. We describe the steps to prepare the net-
work for a new application instance and the steps that must be taken by a control loop

Table 6 Time (in milliseconds) for the control loop to detect the network issue

Test case Mean Minimum Maximum Std. Dev.
1 - (obs. 1000 ms, INT 1000 ms) 3800 3051 4108 475
2 - (0bs. 500 ms, INT 1000 ms) 3159 3031 4069 320
3 - (obs. 100 ms, INT 1000 ms) 3048 1045 4099 825
4 - (obs. 500 ms, INT 500 ms) 2447 521 3733 949
5—(obs. 100 ms, INT 100 ms) 994 143 1855 592
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service to take corrective actions when the KPIs demanded by an application are not met
by the network. These specifications may provide relevant insights to other research-
ers and developers working on automating network operations. The results from this
PoC show the feasibility of the complete solution to automate the process of identify-
ing and acting on the network to achieve dynamic and application-specific network
troubleshooting.

In future works, we aim to evaluate the system over larger networks and with appli-
cations with more heterogeneous requirements, in order to study the scalability of the
control loop. The developed components can also be used in emulated environments for
comparison with other methods in the literature for quantitative comparison. In addi-
tion, we will extend the control loop to generate time-based schedules using the TAS
algorithm, aiming to cover a wider range of use cases, including industrial applications.
Lastly, we will integrate machine learning models to estimate QoE, introduced in our
previous works [27], focusing on video on-demand applications, to provide a more holis-
tic and user-focused operation.

9 Methods/experimental

In this work, we aim to demonstrate the feasibility of the solutions described through
experimental results obtained using testbeds. The testbed is composed of computers of
different configurations. Wired end nodes, Wi-Fi APs, and Wi-Fi clients are based on
Intel NUC mini PCs, equipped with Intel i225-V and i219-LM Ethernet adapters, and
Sparklan WNFT-238AX Wi-Fi adapters. The switches are industrial mini PCs with
Intel Celeron J4125 CPU and Intel i225-V Ethernet adapters. The experiments were
carried out using iperf traffic generator, generating UDP traffic with varied throughput
configurations.
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