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Abstract
Low-cost, resource-constrained, mainte-

nance-free, and energy-harvesting (EH) Internet 
of Things (IoT) devices, referred to as zero-energy 
devices (ZEDs), are rapidly attracting attention 
from industry and academia due to their myriad of 
applications. To date, such devices remain primar-
ily unsupported by modern IoT connectivity solu-
tions due to their intrinsic fabrication, hardware, 
deployment, and operation limitations, while 
lacking clarity on their key technical enablers and 
prospects. Herein, we address this by discussing 
the main characteristics and enabling technolo-
gies of ZEDs within the next generation of mobile 
networks, specifically focusing on unconventional 
EH sources, multi-source EH, power management, 
energy storage solutions, manufacturing material 
and practices, backscattering, and low-complex-
ity receivers. Moreover, we highlight the need 
for lightweight and energy-aware computing, 
communication, and scheduling protocols, while 
discussing potential approaches related to tiny 
machine learning (TinyML), duty cycling, and 
infrastructure enablers like radio frequency wire-
less power transfer and wake-up protocols. Chal-
lenging aspects and open research directions are 
identified and discussed in all the cases. Finally, 
we showcase an experimental ZED proof-of-con-
cept related to ambient cellular backscattering.

Introduction
There is a growing interest in evolving current 
mobile networks to support maintenance-free devic-
es powered by energy harvesting (EH) and being 
smaller, less complex, and longer-lasting than exist-
ing Internet of Things (IoT) devices. 3rd Generation 
Partnership Project (3GPP) standardization activities 
are already underway, with discussions focusing on 
the requirements, topologies, and taxonomies of 
such IoT devices, referred to as “Ambient IoT (AIoT) 
devices” [1]. Key identified use cases include inven-
tory management (e.g., automated warehousing, 
logistics, and supply chains; automobile manufactur-
ing; and electronically labeled shelves), connected 
sensors (e.g., in smart homes, agriculture, and animal 

farms), object localization (e.g., remotely finding lost 
items), positioning (e.g., indoor positioning service 
and museum guide), and commands (e.g., online 
modification of medical instruments status, device 
(de)activation, elderly health care), for both indoor 
and outdoor usage [1]. Such a device class is also 
being explored by the European Flagship project on 
the sixth generation (6G) cellular systems, Hexa-X-II, 
while significantly expanding the scope to include 
devices that feature ultra-low energy consumption 
throughout their entire lifecycle, from manufactur-
ing to disposal, support zero waste generation, and 
adhere to material circularity principles [2].

In the scientific community, the above devices 
are often referred to as energy-neutral or zero-en-
ergy devices (ZEDs) [2–8], while herein we adopt 
the latter (most popular) notation. ZEDs promote 
sustainable (eco-friendly, accessible, and profitable) 
technology and will be a cornerstone in future 
wireless networks, distinguishing them from their 
predecessors. Notably, existing real-world EH-IoT 
implementations, as those outlined in Table 1, still 
cannot fulfill the envisioned properties and require-
ments of the considered ZEDs, although they are 
a strong step in the right direction [9]. Indeed, the 
limited or non-existent energy storage capabilities 
of ZEDs alone pose stringent constraints, making 
the realization of viable use cases challenging. 
Specifically, energy storage/harvesting constrains 
the instantaneous or short-time average energy 
consumption at the device since the energy sup-
ply may not be guaranteed all the time, while 
the overall energy consumption of devices with 
rechargeable batteries or (super)capacitors must 
stay ultra-low to optimize lifespan per charge cycle. 

The main energy consumption sources of 
low-capability IoT devices, and thus also ZEDs, 
include the connectivity module (i.e., modem); 
data processing (including memory reading/writ-
ing), computation, and algorithms execution; and 
sensing/actuation operations over/on the physi-
cal environment. Therefore, proper ZED designs 
require optimized hardware components support-
ing ultra-low-power communication, computation, 
sensing, and/or actuation operations.1 Note that 
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minimizing energy usage requires implementing 
effi  cient management mechanisms at diff erent lev-
els, including device circuitry as well as network 
communication protocols, such as
1. Utilizing adaptive duty cycling and ultra-low-

power sleep modes, possibly with wake-up 
radio (WuR) implementation, at both transmit-
ter and receiver to quickly enter and maintain 
deep sleeps;

2. Advanced low-self-discharge battery technologies 
for ZEDs with rechargeable energy storage;

3. EH forecasting and management mechanisms;
4. Energy-aware uplink/downlink transmission, 

channel access, signaling, and scheduling;
5. Lightweight security mechanisms, sensing 

methods, and intelligence for ZEDs targeting 
higher-end applications.

Finally, the corresponding manufacturing materials 
and processes must support the ZEDs’ eco-friend-
ly, low-cost, and small form-factor features. Key 
ZED properties and technical enablers are sum-
marized in Fig. 1.

Subsets of the above technical enablers have 
been discussed to some extent in recent litera-
ture, e.g., [1–4, 9]. However, these explorations 
remain nascent and fragmentary, and much further 
in-depth research and development is needed as 
ZEDs usher in a technological revolution. In this 
article, we contribute by offering a joint industri-
al-academic viewpoint of ZEDs toward 6G, while 
discussing the above technical enablers and corre-
sponding recent advancements. As shown in Fig. 1, 
we focus on EH sources, energy storage solutions, 
manufacturing material and practices, backscatter-
ing, and low-complexity receivers. Meanwhile, we 
highlight the need for lightweight and energy-aware 
computing, communication, and scheduling proto-
cols, while discussing potential approaches related 
to tiny machine learning (TinyML), duty cycling, 
and infrastructure enablers like RF wireless power 
transfer (WPT) and wake-up protocols. Note that 
not every technical enabler is suitable for all ZED 
designs, which may range from basic devices with 
ultra-stringent energy and computational/functional 
capability constraints to high-end devices with rela-
tively greater energy availability and advanced capa-
bilities. Meanwhile, we showcase an experimental 
ZED proof-of-concept (PoC) related to ambient 
cellular backscattering. Challenging aspects and 
open research directions are identified and dis-
cussed throughout the article, which may inspire 
future breakthroughs in the realm of ZEDs and set 
the foundation for a more sustainable and intercon-
nected future. Finally, we conclude this article. 

enAbLIng technoLogIes
Herein, we explore the foundational elements and 
technological advancements that underpin ZEDs’ 
functionality. Specifi cally, we focus on ZEDs’ poten-
tial EH sources, energy storage solutions, and man-
ufacturing materials and processes, while assessing 
their suitability and challenges. Additionally, we dis-
cuss backscattering and low-complexity receivers, 
key in enabling low-energy communication.

eh sources And technIQues
ZEDs are powered by energy sources such as 
light, heat, and RF signals. Independently of the 
source and corresponding EH transducers, key 
performance indicators (KPIs) are

1. Power density, which reveals insights on the 
achievable harvested energy for given trans-
ducer dimensions;

2. Conversion efficiency, which is the percent-
age of the incident ambient energy converted 
into electricity;

3. Dynamic range, which provides a range of input 
energy levels for which the transducer conver-
sion effi  ciency is above a certain value [9].

Quantitative targets for these KPIs depend on the 
specific transducer technology and operational 
conditions.

Transducers’ KPIs, challenges, and constraints 
are crucial for assessing the feasibility of EH solu-
tions for a given application. For instance, light-
based EH usually entails relatively high power 
density but might not fit scenarios where the 
photovoltaic cells are obstructed/shaded, as in 
dense forests, or hindered by dust, snow, or ice 
in remote areas. One alternative for agricultural 
and other environmental monitoring applications 
is soil thermal EH. The distinct thermal properties 
of soil and air contribute to a natural temperature 
difference, which can be harnessed using a ther-

FIGURE 1. ZED features and enablers and corresponding section references.
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ZED features and enablers and corresponding section references.

1 Ultra-low power consump-
tion usually refers to a-few-
mW or sub-mW operation 
for ZEDs in active mode. 
Nevertheless, this is inherent-
ly context-dependent as the 
operational environment and 
specifi c applications impose 
distinct requirements.

TABLE 1. Some current EH-IoT implementations.

Solution EH source Connectivity Use cases

Track Extreme Light BLE, LTE-M, NB-IoT Asset tracking

enerSENSE Indoor light LoRa, NFC Smart buildings

Series S2 Light 2G, LTE-M Industrial monitoring, 
asset tracking

Jack Light BLE Fleet management

EnOcean Vibration, heat, 
light 

EnOcean®, Blue-
tooth, Zigbee

Smart spaces, smart 
homes

IoT Pixels Radio frequen-
cy (RF) Bluetooth Smart healthcare, 

supply chain

ONiO.zero Vibration, RF, 
heat, light BLE Ultra-low-power

applications

Infi nity Heat, light BLE Machine monitoring

AirCord Dedicated laser WiFi Healthcare, gaming, 
retail

Cota® Real 
Wireless Power Dedicated RF N/A Building automation, 

lighting control 
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moelectric generator (TEG). The feasibility of such 
an approach has been researched recently in [10], 
where a prototype incorporating an effi  cient heat 
transfer system is engineered. The results indicate 
that the TEG exhibits an average heat transfer effi  -
ciency of 30%, demonstrating EH capabilities even 
from temperature diff erences as low as 3°C.

Key approaches to boost EH include [9]:
1. Widening the frequency response of the 

transducer, e.g., multi-junction solar cells, 
multi-band/low-frequency vibration-based EH, 
and broadband/multi-band RF-EH;

2. Capturing energy from multiple directions, 
e.g., omnidirectional RF-EH, multidimensional 
vibration-based EH, and concentrator photo-
voltaics; and

3. Resorting to multi-source (hybrid) EH. 
Regarding the latter, efficient energy-combining 
mechanisms are required to merge energy from 
various sources into a storage buffer. The energy 
from each source should be harvested simultane-
ously, otherwise, weaker source(s) might remain 
underutilized as occurs in systems using OR-ing. 
Indeed, OR-ing technique allows current from any 
source to reach a load while blocking backflow, 
ensuring continuous power supply even if a source 
fails, but diodes’ voltage drop can prevent weak-
er sources from contributing effectively. Instead, 
simultaneous EH can be accomplished by employ-
ing temporary intermediate buff ers [5], which not 
only facilitate energy multiplexing but also enable 
sensing sub-milliampere harvester output currents, 
thereby improving the overall EH efficiency and 
reliability. Notably, the energy combiner proposed 
in [5] has 88% effi  ciency independent of the num-
ber of connected sources, relying solely on the effi  -
ciency of the switching regulator. 

Although hybrid EH provides robustness and 
dependability guarantees, it increases manufac-
turing costs and hardware complexity, and may 
compromise the device’s aesthetics, form factor, 
and lifetime as environmental/operation condi-
tions may aff ect each transducer diff erently. The 
choice of specific energy sources and merging 
techniques depends on their availability, strength, 
and device’s size and energy requirements [3]. 
Additionally, environmental factors, such as shad-
ing eff ects on solar EH or temperature variations 
impacting thermal EH [5], can signifi cantly infl u-
ence the performance of these methods, requir-
ing careful consideration.

energy storAge soLutIons

ZEDs operate intermittently while gathering and 
storing energy in a buff er or rechargeable battery. 
They may initiate tasks like software execution, 
sensor access, and communication upon reach-
ing a voltage threshold. However, conflicting 
demands arise when the power system needs to 
support both capacity- and temporally-constrained 
tasks within the same application. A larger ener-
gy buffer for capacity-constrained tasks leads to 
extended recharge times, hampering the reac-
tive execution of temporally constrained tasks. 
Conversely, a smaller buff er favors reactive tasks 
but lacks the energy needed for capacity-driven 
operations. Indeed, ZEDs may leverage a capac-
itor array, flexible micro-supercapacitors, and 
battery-assisted designs for effi  cient power man-
agement [5]. Note that capacitors provide rapid 
charge/discharge cycles for frequent low-pow-
er tasks, while supercapacitors support higher 
energy demands with greater density. Dynamic 
reconfiguration can optimize energy buffers by 
allocating small capacities for quick-recharge tasks 
like sensing and large buff ers for energy-intensive 
operations like communication. Notably, [11] pro-
posed a reconfigurable energy storage mecha-
nism matching power system characteristics to 
diverse task requirements, ensuring efficiency, 
reactivity, and adaptability compatible with var-
ious buffer types and EH setups. Finally, energy 
buff ers should be pre-charged whenever possible, 
enabling timely responses without recharge delays 
for enhanced ZED stability and responsiveness.

mAterIALs And mAnufActurIng
ZEDs may require incorporating EH materials 
depending on the EH source such as piezoelec-
tric, thermoelectric, and photovoltaic materials. 
These and other ZED manufacturing materials 
should be, in most cases, biodegradable, low-cost, 
lightweight, and robust. Figure 2 illustrates some 
example choices per category, but note that 
selecting materials that optimally balance these 
desirable properties often constitutes a complex 
engineering challenge. 

In terms of manufacturing, sustainable and cir-
cular practices must be adopted. These aim at 
minimizing waste and energy use by recycling and 
reusing materials. Also, additive manufacturing 
techniques such as printing, common in chipless 
RFID tags, may be further explored to mitigate 
the environmental challenges associated with 
the manufacturing, deployment, and disposal of 
other ZEDs types [12]. Such processes allow the 
development of complex, but lightweight, struc-
tures that would be difficult or impossible with 
traditional manufacturing. Moreover, the addi-
tive process is often quicker and requires fewer 
materials, driving down both capital and opera-
tional manufacturing expenditures. This cost-ef-
fectiveness becomes particularly signifi cant when 
manufacturing at scale. Notably, lower production 
costs make backscatter devices economically via-
ble for many applications where traditional (more 
expensive) devices are not feasible. Finally, preci-
sion microfabrication, including photolithography, 
laser cutting, and micro-molding techniques, may 
be required for creating microscale energy har-
vesters and electronic components.

FIGURE 2. ZED material categories and some example choices.
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Materials

EH materials

• Thermoelectric: generate power from
temperature gradients, e.g., bismuth telluride
and silicon-germanium alloys
• Photovoltaic: harvest light energy. Mono-

crystalline silicon, perovskite, and dye-
sensitized solar cells suit small-scale EH

Eco-friendly and biodegradable materials
• Polylactic acid (PLA): a biodegradable plastic derived from renewables like cornstarch
• Natural fibers: bamboo, hemp, or jute can be used in structural components
• Cellulose-based substrates and paper: especially suitable for flat or film-like structures
• Biodegradable electronics: research is ongoing in developing biodegradable substrates

and conductive materials, including conductive polymers and organic semiconductors

Lightweight and 
strong materials

• Advanced composites 
and alloys, e.g., 
carbon fiber 
composites and 
aluminum alloys

• Piezoelectric: convert mechanical stress into
electrical energy, e.g., PZT (lead zirconate titanate)
and PVDF (polyvinylidene fluoride)

ZED material categories and some example choices.
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Backscattering and Low-Complexity Receivers

Backscattering constitutes a passive communication 
technique, thus suitable for ultra-low-power ZEDs. 
Indeed, a backscatter ZED modulates and reflects 
an incoming RF signal, rather than generating its 
own, i.e., no need for a local oscillator. The primary 
backscattering communication configurations are 
monostatic and bistatic [9]. In a monostatic arrange-
ment, a single antenna or a co-located pair serves 
dual roles, handling signals’ transmission and recep-
tion. The reader emits an RF carrier signal, which the 
backscatter device modulates by changing antenna 
impedance and reflects back for demodulation at 
the reader. The co-existence of the RF source and 
receiver means that both the transmit and back-
scatter link distances increase when the backscatter 
device moves away from the transceiver, leading 
to the doubly near-far problem. Also, monostatic 
backscattering systems require rapid switching or 
duplexing capability to operate effectively.2 Bistatic 
configurations, on the other hand, utilize separate 
transmit and receive antennas [7], increasing design 
flexibility at higher deployment complexity expenses.

RF exciting signals may be dedicated or non-ded-
icated/ already-existing. The latter leads to the 
so-called ambient backscattering concept, elimi-
nating the need for dedicated carrier emitters and 
additional frequency spectrum resources. Ambient 
backscattering is mostly adopted with bistatic config-
urations due to the inherent limitations imposed by 
the double near-far problem in such setups. We pres-
ent a PoC related to ambient backscattering later.

Note that a backscatter device can easily imple-
ment on-off keying (OOK) modulation by toggling 
incident RF signals between reflecting and absorb-
ing. When the device is reflecting, the modulated 
signal is sent back to the receiver, whereas, in the 
absorbing state, the signal is effectively nullified. 
Envelope detection receivers provide a simple, 
energy-efficient way to demodulate OOK back-
scatter signals. Specifically, the envelope detector 
captures the amplitude variations of the received 
RF signal, which directly correspond to the binary 
states of the OOK-modulated symbols. Because 
envelope detectors are relatively simple electronic 
circuits comprising components like diodes and 
capacitors, they require minimal processing power, 
are cost-effective, and thus may also be implement-
ed in backscatter ZEDs for downlink communi-
cation, enabling full-transceiver backscatter ZEDs. 
Finally, backscatter ZEDs may incorporate reflec-
tion amplifiers to extend coverage/range in deploy-
ments where the increased device complexity and 
power consumption are acceptable.

Protocols and Infrastructure Enablers
Herein, we explore pivotal protocol and infra-
structure enablers for the seamless support and 
application expansion of ZEDs. Our discussions 
are geared toward highlighting the need for 
low-complexity communication, computation, 
(sleep/wake-up) scheduling, and sensing, poten-
tially incorporating energy awareness and energy 
provision by the network infrastructure.

Lightweight and Energy-Aware Protocols
ZEDs cannot perform communication, computa-
tion, and/or sensing when the available energy is 
insufficient. Therefore, protocols for ZEDs must be 

adaptive and manage energy resources such that 
present and future system states are not compro-
mised. This inevitably requires energy awareness 
and simplified layers and protocol designs [9].

Communication frame and slot patterns must 
be tweaked in 6G networks, e.g., to allow dif-
ferent slot, mini-slot, and frame design formats, 
including the possibility for the network to config-
ure harvesting occasions. All these should adapt 
to the transfer data size, energy availability, and 
ZEDs’ capabilities. 

At the medium access control layer, fast uplink 
grant (exploiting edge/network intelligence) and 
grant-free random access protocols are appealing 
due to their simplicity and low control signaling 
[4]. Meanwhile, at the network layer, the radio 
access network (RAN) scope connection-oriented 
mode, e.g., the radio resource control connec-
tion-based approach in legacy cellular technol-
ogies, must evolve into a RAN-scope dedicated 
connectionless communication. This leads to:
1. A limited 6G RAN connection, which does 

not involve dedicated connection handling 
and quality-of-service flow (no dedicated 
bearer provisioning), resulting in fewer hand-
shakes between RAN nodes and ZEDs;

2. A lightweight core network (CN) and user plane 
security provisioning. In general, this reduces 
monitoring load and signaling overhead. 
ZED communication may be self-contained by 

incorporating a user RAN/CN identifier, which 
could be a short function of the CN identifier. 
There would be
1. Self-contained contention-based uplink, includ-

ing an uplink preamble (optional) and synchro-
nization signal, an uplink/downlink physical 
layer (PHY) header, and an uplink data block;

2. Self-contained downlink using a downlink 
paging signal containing device data.

Once the initial transmission is performed and the 
user is identified, the network can allocate short-
lived device context and, if required, allocate 
additional resources for subsequent transmissions. 

Finally, system information required for RAN 
access and conditions/configurations qualifying a 
RAN node for device camping or paging is essen-
tial and, thus should be acquired immediately/
frequently. Meanwhile, the acquisition of other 
non-essential information can be postponed, e.g., 
subject to network policy, ZED’s energy state, 
and next access attempts. 

TinyML
TinyML constitutes computationally efficient and 
resource-limited machine learning (ML) algorithms 
tailored for ultra-low-power microcontrollers [13]. 
Its incorporation into ZEDs offers new on-device 
data processing and real-time prediction/decision 
capabilities, expanding their application horizons 
and/or boosting their KPIs. TinyML-equipped 
ZEDs may rely less on cloud connectivity and thus 
experience less communication latency, reduced 
transceiver energy consumption, and improved 
data privacy. This makes TinyML particularly suit-
able for critical applications such as healthcare 
monitoring or industrial automation, where timely 
decisions are essential. Furthermore, TinyML mod-
els may be deployed to forecast future EH and 
energy expenditure, which helps devise proactive 
energy-aware/neutral operations for ZEDs. 

2 Note that full duplexing is 
not strictly needed but could 
be beneficial depending on 
the specific system require-
ments, including the need 
for simultaneous operation 
and the technical challenges 
associated with achieving suf-
ficient isolation between trans-
mit and receive functions.
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A major challenge in deploying and running 
TinyML on ZEDs is their limited capabilities and 
resources in terms of
1. Memory, which limits the TinyML model size 

in the case of the non-volatile memory and the 
TinyML operation in the case of volatile memory;

2. Compute power (available energy), which steadi-
ly (instantaneously) limits the TinyML operation;

3. Communication, which limits the TinyML 
capability to interact with edge/cloud nodes. 
Table 2 lists potential TinyML algorithms with 

varying requirements regarding memory and com-
pute power during inference and their suitable 
applications. Note that unsupervised and rein-
forcement learning algorithms are generally pre-
ferred since such requirements are usually much 

TABLE 2. Potential TinyML base algorithms, their application tasks, and memory and compute power requirements scaling during inference

TinyML algorithms Learning application Non-volatile memory requirement† Compute power requirement

Low-order statistics (e.g., 
moving average, min/max, 
variance, count)

Lightweight online/sequential data 
processing, threshold-based policies

–unsupervised

Number of features Number of features

Naïve Bayes Raw/low-order real-time classification
–unsupervised

Number of features  number of 
classes

Number of features

Rule-based policies Classification (which is soft in the case 
of fuzzy logic), decision-making, expert 
systems

Number of rules (plus number of 
linguistic terms and precision of the 
data representation in the case of 
fuzzy logic)

Number of rules (weighted by the 
number of membership functions for 
each linguistic variable in the case 
of fuzzy logic with Mamdani-type 
inference)

Linear/logistic regression Regression, classification
–supervised

Number of features + 1 Number of features

Q-learning‡ Decision-making
–reinforcement learning

Number of features  number of 
states  number of actions

Number of features + Number of 
actions

Basic clustering (e.g., 
K-means)

Classification, pattern recognition
–unsupervised

Number of clusters  number of 
features per cluster (or data)

Number of clusters  number of 
features per cluster (or data)

ARIMA Univariate time series forecasting and 
raw anomaly detection

–unsupervised

Number of autoregressive and 
moving average parameters

Number of autoregressive and 
moving average parameters

Ensemble models, e.g., 
decision trees and random 
forests

Regression, classification, anomaly 
detection, decision-making

–supervised

Number of nodes Number of nodes  log(number of 
features)

KNN (no training) Regression, classification, time series 
prediction

–supervised

Dataset dimension  number of 
features

Dataset dimension  number of 
features

Spectral and density-based 
clustering

Complex-shaped classification (e.g., 
for image segmentation, anomaly 
detection, shape recognition)

–unsupervised

Number of features2 Number of clusters  number of 
features2 (although, it is usually 
lower for density-based clustering)         

Support vector machines 
(SVM)

High-dimensional classification, 
regression, ranking, and anomaly 
detection

–supervised, or unsupervised for one-
class classification

Number of features + number of 
support vectors + other parameters 
if any (e.g., number of bias terms, 
slack variables, kernel matrix)

Number of features, in the case of 
linear SVM (for non-linear SVM, 
it also scales with the number of 
support vectors and the number of 
training instances depending on the 
adopted kernel)

Gaussian mixture models Classification (including anomaly 
detection and image segmentation), 
density estimation

–unsupervised

Number of Gaussian components + 
number of features

Number of Gaussian components  
number of features2

(Vanilla, but also deep) 
neural networks

Regression, classification, function 
approximation, data compression, 
anomaly detection

–supervised

Number of neurons in the largest 
layer  (batch size (i.e., number of 
input samples) + number of layers) 
+ number of features + number of 
weights and biases

Batch size + number of features + 
number of weights and biases + 
number of forward pass operations

This is a general overview table, and the actual memory and compute power requirements can vary based on specific implementation details. The 
models are assumed to be already trained. Background colors qualitatively reflect their resource requirements. Specifically, green, blue, yellow, and 
red generally correspond to B/mW (basic ZEDs), KBs/tens mW (intermediate ZEDs), hundred KBs/hundreds mW (advanced ZEDs), and MB/mW 
(high-end ZEDs) memory/power requirements, respectively.

† Volatile memory requirements scale similarly to the compute power requirement but including also the input data dimensions.
‡ Volatile/non-volatile memory requirements of Q-learning models can scale quickly for a large number of features/states/actions, for which Q 
tables can be extremely large, thus difficult to store/update. In such cases, deep-Q networks, exploiting neural networks to approximate the Q-value 
function, are usually preferred and their resource requirements scale as shown in the last row.
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larger during the training phase of supervised algo-
rithms, except K-nearest neighbors (KNN). If the 
application strictly requires supervision, then the 
usual approach is to resort to offline training before 
deployment, thus limiting the dynamicity/adaptive-
ness/learning capacities of the host devices. This 
can be avoided if ZEDs report data to the cloud 
periodically thus triggering the eventual reception 
of TinyML model updates. These updates would 
also help the TinyML model on ZED to deal with 
concept drift, a phenomenon where the statisti-
cal properties of the target data change over time. 
What data and how often should be reported are 
critical issues to be explored as such a process may 
drain significant energy resources as well. Anoth-
er approach is deploying large ML models at the 
edge and exploiting the federated learning frame-
work such that several ZEDs collaboratively run 
TinyML models locally. This still requires innovative 
strategies to minimize communication overhead 
and optimize connectivity patterns, e.g., exploiting 
asynchronous reporting, client sampling, gradient 
updates compression or only-deltas transmission, 
convergence-based adaptive communication pro-
tocols, and federated distillation.

In addition, there are several techniques to 
miniaturize ML models and their resource require-
ments, including
1. Architecture search to uncover the most suit-

able one;
2. Parallel ultra-low-power processors to provide 

software-level acceleration for TinyML models;
3. Model compression techniques (e.g., quanti-

zation, low-rank matrix and tensor decomposi-
tion, weight-sharing, pruning, and knowledge 
distillation), to reduce computational needs;

4. Dynamic random-access memory during 
inference [9].

This does not come for free, and such tech-
niques affect the models’ accuracy, evincing dif-
ficult-to-tame simplicity versus accuracy trade-offs. 
One approach for addressing this is to create 
several alternative TinyML models with different 
trade-off figures and then selecting one based 
on the instantaneous and foreseen availability of 
resources, especially energy. These alternative 
models can be generated offline, and stored 
in the ZED’s non-volatile memory. Alternative-
ly, dynamic model execution approaches with 
runtime-adaptive energy consumption can be 
designed. Also, energy-aware execution of infer-
ence tasks ensuring enough energy is available for 
successful completion, e.g., based on worst-case 
power consumption and energy prediction mod-
els, can further alleviate power failures [13].

All in all, achieving optimal performance based 
on the hardware/software restrictions and capa-
bilities is critical and this often requires custom-
ized designs/solutions. TinyML models operating 
efficiently, i.e., enhancing ZEDs’ functionality and 
battery life, are certainly necessary to further sup-
port the decentralization of data processing capa-
bilities, thus realizing scalable and cost-efficient 
intelligent ecosystems.

RF-WPT
WPT can facilitate the widespread deployment 
and operation of ZEDs by providing a control-
lable/predictable energy supply. Here, RF-WPT 
is particularly appealing [3, 6] due to its inher-

ent capability of broadcasting energy over long 
distances and charging multiple devices simul-
taneously even in non-line-of-sight conditions. 
Moreover, RF-EH circuit form factors and man-
ufacturing costs allow seamless integration in 
existing devices, enabling dual EH from both ded-
icated and ambient energy sources. 

Next-generation networks may support WPT 
in addition to legacy/enhanced data transmission 
services, allowing ZEDs to be wirelessly charged 
with predefined performance guarantees. How-
ever, this might be only possible in highly dense 
network deployments, e.g., urban areas and 
private indoor networks, since the charging effi-
ciency decreases exponentially with the charging 
distance. In other scenarios, deploying dedicat-
ed WPT nodes is needed. Although this entails 
higher upfront costs, overall network costs can 
be reduced compared with traditional IoT setups, 
especially as the number of ZEDs increases and 
considering that inaccurate ZED power profiling, 
battery imperfections, and/or operating condi-
tions can shorten battery lifespans unexpectedly 
[6]. Meanwhile, overall costs may be similar to 
ZED deployments exploiting other EH technolo-
gies, but this requires study. Finally, low-power/
cost multi-antenna architectures, such as dynamic 
metasurface antennas and radio stripe networks, 
and suitable protocols are needed at the dedi-
cated WPT nodes and coexisting communication 
nodes to increase charging efficiency and pro-
mote economic feasibility [9]. 

Duty Cycling and Wake-Up Protocols
ZEDs may sleep for long periods to save or har-
vest enough energy for executing their relevant 
computation, sensing, and/or communication tasks 
[3]. Therefore, their uplink and downlink transmis-
sion and active and sleep times, i.e., duty cycling, 
must adapt to energy availability, which hereinafter 
also includes EH capabilities, battery status, and 
the possibility of receiving energy through WPT. 
Additionally, duty cycling must be responsive to 
the application’s performance requirements, ensur-
ing critical tasks are performed reliably.

Depending on the use case scenario, ZEDs and 
network nodes might need to cooperate tightly. 
Indeed, ZEDs can provide energy-availability infor-
mation while network nodes and ZEDs adjust their 
listening intervals and data transmissions based on 
local capabilities and performance requirements. 
The network nodes can also exploit such infor-
mation to schedule wake-up signal (WuS) trans-
missions to activate ZEDs.3 Information such as 
harvesting and storage capabilities should be pro-
vided during registration, e.g., by linking it to device 
type/category, while information on traffic con-
ditions, data amount, and instantaneous energy/
sources availability may be provided frequently, 
e.g., during the actual data transmission.

Implementing network-triggered wake-up 
requires ZEDs to incorporate an ultra-low-power 
WuR, such that the main radio (or an advanced 
WuR block) is only activated for data transmis-
sion/reception. Notably, WuRs consume 30 
dB less power than main radios in traditional IoT 
setups, while wake-up signaling implementations 
perform traditionally better than duty-cycling pro-
tocols under light traffic [14]. In WuR-equipped 
ZEDs, however, the power consumption gap 

3 WuS was already adopted 
in 3GPP Release 15 as a 
downlink PHY signal before 
paging and enhanced in 
3GPP Releases 16-18 with 
cross-slot scheduling, group-
based wake-ups, and novel 
procedures.
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between the main radio and WuR may not be 
signifi cant, so these fi gures/trends must be re-as-
sessed. Challenges related to the densification, 
stringent energy limitations, and application KPIs 
of future ZED networks must be considered. 
Moreover, high sensitivity and selectiveness are 
desired to avoid miss-detection and false alarm 
errors when monitoring WuS. While the former 
incurs extra network resources and delays, the 
latter leads to unnecessary energy consumption. 
WuR may be highly advantageous if optimized for 
always-on battery-less listening, supported, e.g., by 
ambient RF-EH, avoiding WuR duty-cycling and 
corresponding sensitivity degradation. All these 
issues and the need for in-band WuR complicate 

radio resource management, especially in massive 
multi-antenna networks exploiting high frequen-
cies due to energy/signaling overhead limitations 
from beam sweeping procedures [9]. 

Noteworthy, ZEDs may not incorporate local 
oscillators, hence their duty cycling may diff er sig-
nifi cantly from conventional timing-based systems. 
In such cases, the sleep/wake-up periods may be 
confi gured entirely based on energy availability. In 
general, duty cycling and wake-up protocols can 
benefit from on-device and edge/network intel-
ligence. Indeed, ZEDs could incorporate TinyML 
models to schedule sleeping periods based on 
energy availability, facilitating autonomous opera-
tion and eliminating unnecessary communication 
loops during idle periods. Meanwhile, edge/net-
work nodes could leverage advanced ML-based 
algorithms for that purpose, e.g., by learning 
traffi  c profi les and energy availability and power 
consumption dynamics [15], thus lightening the 
computation/prediction-related tasks at the ZEDs. 
No one-size-fits-all solution exists, and properly 
tuned hybrid approaches may be preferred. 

ceLLuLAr-bAckscAttered Zeds: A poc
3GPP is exploring backscatter device integra-
tion to improve the efficiency and scalability of 
future cellular networks. The related studies often 
involve an external carrier wave source, necessi-
tating hardware modifi cations to the network. As 
an energy/spectral-effi  cient alternative, Hexa-X-II 
proposes the existing downlink reference signals 
for illuminating backscatter devices while lever-
aging the excess bandwidth of the (receive) user 
equipment (UE)’s channel estimator for commu-
nication. The channel estimator perceives the 
backscatter device as an additional multipath 
component. By employing Frequency Shift Key-
ing (FSK), the backscatter device can emulate 
the eff ect of scattering from a high-speed moving 
object. Since mobility is moderate in typical ZED 
applications, thus induces small natural Doppler 
shifts, the receiver can eff ectively separate the nat-
ural multipath components from those induced 
by the backscatter device. Figure 3 illustrates the 
concept and presents a spectrogram of the chan-
nel estimate derived from measured LTE downlink 
cell-specifi c reference signals in the presence of a 
backscatter ZED.

The above concept has been demonstrated for 
LTE downlink systems in [7], with a tag-to-reader 
range reaching several meters. Therein, a soft-
ware-defi ned radio implementation emulates the 
UE channel estimator at LTE smartphones. Note 
that the fl uctuations induced by ZEDs on the net-
work-to-smartphone links are slow enough to be 
tracked by smartphones, which are standardized 
to track faster fluctuations (e.g., in high-speed 
trains). By enabling smartphones to interpret fl uc-
tuations they already track, we promote the seam-
less integration of ZEDs into existing networks. 
This system has recently been tested with a com-
mercial LTE network as an ambient source and a 
ZED prototype [8] illustrated in Fig. 4.

The two dipole-antenna branches of the ZED 
prototype are connected/disconnected via an 
RF switch to transmit bits “0”/”1.” Backscattering 
occurs only when the branches are connected. 
An ultra-low-power Texas Instruments integrated 
circuit BQ25570 manages the

FIGURE 3. Using cellular infrastructure to read backscatter modulated messages. A 
backscatter ZED introduces a frequency shift to the scattered signal. A channel 
estimator can separate the natural Doppler components from the backscatter ones 
induced in the Doppler frequency domain. At the bottom, there is a spectrogram of 
the channel estimate derived from measured LTE downlink cell-specific reference 
signals with a 10 MHz bandwidth, in the presence of a backscatter ZED using FSK 
modulation with f0 = 300 Hz and f1 = 650 Hz.
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1. Light EH by a solar panel,
2. Energy storage in a 3V rechargeable battery,
3. Circuit energy consumption.
The prototype consumes 50 mW (three orders of 
magnitude less power than an NB-IoT modem), 
none on RF-wave generation, to continuous-
ly transmit 100 bits in 0.5s every 10s (5% 
duty-cycle) using an RF switch controlled by 
a low-power Texas Instrument MSP430 micro-
controller. With this, the prototype can operate 
infi nitely and autonomously, provided 10 hours 
per day of bright light (corresponding to 150 
mW harvesting power) [8]. 

Consider an LTE downlink system at 800 MHz 
and 10 MHz bandwidth, yielding (NRB = 50) 
resource blocks (RBs). One RB comprises four 
OFDM symbols, each including two subcarriers 
of reference symbols. Assuming the backscatter 
device is one meter from the UE, the scattered sig-
nal experiences an extra 30.5 dB path loss and 
6 dB modulation loss relative to the direct path. 
Note that a single sample of the ZED-modulated 
signal achieves a processing gain of (10log10(4N-
RB) = 23) dB given a 0 dB cell-edge signal-to-noise 
ratio (SNR). By setting the backscatter device 
symbol duration to (Ts = 40 ms), we obtain (Ns
= 4 Ts/1 ms = 160) samples/symbol. Hence, the 
total processing gain per ZED symbol becomes 
(10 log10(4 NRBNs) 45) dB, leading to an overall 
SNR of –36.5 + 45 = 16.5 dB for the backscat-
ter link. If the ZED is moved 2 meters away from 
the UE, one still has SNR > 10 dB. Herein, the bit 
rate for the ZED is only 25 bps, while doubling it 
would reduce SNR by 3 dB.

concLusIon
We identified the key characteristics of ZEDs 
together with their latest advancements and tech-
nological enablers. ZED potential applications have 
varying performance requirements, but current 
implementation goals align mostly with relaxed 
needs. These are nevertheless challenging and 
require mastering the technical enablers discussed 
in this article, including suitable unconventional EH 
sources, multi-source EH and power management 
techniques, energy storage solutions, manufac-
turing materials and practices, and backscattering 
communication systems including low-complexity 
receivers, and lightweight and energy-aware com-
puting, communication, and scheduling protocols. 
Moreover, low-complexity computing/intelligence 
mechanisms for ZEDs were thoroughly discussed, 
together with duty cycling, and infrastructure 
enablers like RF-WPT and wake-up protocols. We 
revealed related challenges and open research 
directions, and showcased an experimental ZED 
PoC related to ambient cellular backscattering. 
This research lays the groundwork for supporting 
ZEDs and improving their dependability, ultimately 
enabling their use also in demanding, safety-critical 
scenarios, and paving the way for a more connect-
ed, eco-friendly future. 

AcknowLedgments
This work has been partly funded by the Europe-
an Union’s Horizon Europe research and inno-
vation programme under grant agreement No. 
101095759 (Hexa-X-II) and by the Research Coun-
cil of Finland (former Academy of Finland) 6G Flag-
ship Programme (Grant Number: 346208).

references
[1] 3GPP, “Study on Ambient IoT (Internet of Things) in RAN 

(Release 18),” 3rd Generation Partnership Project (3GPP), 
Technical Specification Group Radio Access Network TR 
38.848 V18.0.0, 2023, release 18; https://www.3gpp.org/
ftp/specs/archive/38 series/ 38.848 

[2] B. Balakrishnan (Ed.) et al., “Hexa-X-II - Deliverable D5.2: 
Characteristics and Classification of 6G Device Class-
es,” Tech. Rep., 2023; www.hexa-x-ii.eu/wp-content/
uploads/2023/ 11/Hexa-X-II D5.2 fi nal.pdf.

[3] S. Naser et al., “Zero-Energy Devices Empowered 6G Net-
works: Opportunities, Key Technologies, and Challenges,” 
IEEE Internet of Things Mag., vol. 6, no. 3, 2023, pp. 44–50. 

[4] N. A. Mitsiou et al., “Proactive Scheduling for Zero-Ener-
gy Device Networks with Fast Uplink Grant,” IEEE Wireless 
Commun. Letters, vol. 12, no. 7, 2023, pp. 1184–88. 

[5] P. Pappinisseri Puluckul and M. Weyn, “Infi niteEn: A Multi-
Source Energy Harvesting System with Load Monitoring 
Module for Batteryless Internet of Things,” IEEE 9th World 
Forum on Internet of Things, Aveiro, Portugal, 2023. 

[6] O. M. Rosabal et al., “Sustainable RF Wireless Energy Trans-
fer for Massive IoT: Enablers and Challenges,” IEEE Access, 
vol. 11, 2023, pp. 133,979–92. 

[7] J. Liao et al., “In-Band Ambient FSK Backscatter Communi-
cations Leveraging LTE Cell-Specifi c Reference Signals,” IEEE 
J. Radio Frequency Identifi cation, vol. 7, 2023, pp. 267–77. 

[8] D.-T. Phan-Huy et al., “Ambient Backscatter Communications 
in Mobile Networks: Crowd-Detectable Zero-Energy-Devices,” 
IEEE J. Radio Frequency Identifi cation, vol. 6, 2022, pp. 660–70. 

[9] O. L. A. López et al., “Energy-Sustainable IoT Connectivity: Vision, 
Technological Enablers, Challenges, and Future Directions,” IEEE 
Open J. Commun. Society, vol. 4, 2023, pp. 2609–66. 

[10] P. Pappinisseri Puluckul and M. Weyn, “Battery-Less 
Environment Sensor Using Thermoelectric Energy Har-
vesting from Soil-Ambient Air Temperature Differenc-
es,” Sensors, vol. 22, no. 13, 2022; https://www.mdpi.
com/1424-8220/22/13/4737.

[11] A. Colin, E. Ruppel, and B. Lucia, “A Teconfi gurable Energy 
Storage Architecture for Energy-Harvesting Devices,” SIG-
PLAN Not., vol. 53, no. 2, Mar. 2018, pp. 767–81; https://
doi.org/10.1145/3296957.3173210.

[12] J. Wiklund et al., “A Review on Printed Electronics: Fabri-
cation Methods, Inks, Substrates, Applications and Environ-
mental Impacts,” J. Manufacturing and Materials Processing, 
vol. 5, no. 3, 2021, p. 89. 

[13] A. Sabovic et al., “Towards Energy-Aware TinyML on Battery-Less 
IoT Devices,” Internet of Things, vol. 22, 2023, p. 100736. 

[14] M. Magno et al., “Design, Implementation, and Perfor-
mance Evaluation of A Flexible Low-Latency Nanowatt 
Wake-Up Radio Receiver,” IEEE Trans. Industrial Informatics, 
vol. 12, no. 2, 2016, pp. 633–44. 

[15] D. E. Ruíz-Guirola et al., “Energy-Effi  cient Wake-Up Signal-
ling for Machine-Type Devices Based on Traffi  c-Aware Long 
Shortterm Memory Prediction,” IEEE Internet of Things J., vol. 
9, no. 21, 2022, pp. 21,620–31.

bIogrAphIes
onEl lÓPEz [S’17, M’20, SM’24] (onel.alcarazlopez@oulu.fi ) is 
an Associate Professor of wireless communications engineering, 
focused on sustainable IoT connectivity, at 6G Flagship, Univer-
sity of Oulu, Finland.

riTEsh KuMar singh (ritesh.singh@imec.be) is a principal 
research fellow at the University of Antwerp and imec, Belgium. 
His research interests are on ultra-low-power sensor communica-
tion and energy-aware computing.

FIGURE 4. ZED prototype consuming around 50 mW to continuously transmit 100 
bits in 0.5s every 10s (0.5% duty-cycle).

13

ZED prototype consuming around 50 µW to continuously transmit ∼100 bits in ∼ 0.5s every 10s (0.5% duty-cycle).



IEEE Internet of Things Magazine • May 202522 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

Dinh-Thuy Phan-Huy (dinhthuy.phanhuy@orange.com) is 
the head of Orange Expertise/ Networks of the Future and a 
research project manager on backscattering at Orange/Innova-
tion/Networks, France.

Efstathios Katranaras (ekatranaras@sequans.com) is a systems 
architect with Sequans, France, focusing on cellular IoT technol-
ogies and efficient design solutions for next-gen device product 
development.

Nafiseh Mazloum (nafiseh.mazloum@sony.com) is a researcher 
with Sony Research Center Lund, Sweden. Her main research 
focus is on energy-efficient and low-power wireless communi-
cation systems.

Kalle Ruttik (kalle.ruttik@aalto.fi) is a Senior University Lecturer in 
the Department of Information and Communications Engineering 
at Aalto University, Finland. His interests are in software-defined 
radio and IoT implementation and system design issues.

Riku Jäntti [M’02, SM’07] (riku.jantti@aalto.fi) is a Full Professor 
of Communications Engineering at Aalto University School of 
Electrical Engineering, Finland. His research interests include 
machine-type communications, disaggregated radio access net-
works, backscatter communications, quantum communications, 
and radio frequency inference. 

Hamza Khan (hamza.khan@ericsson.com) is an experienced 
researcher with a focus on MTC, IoT research, and standardiza-
tion at Ericsson Research, Jorvas, Finland.

Osmel Rosabal [S’22] (osmel.martinezrosabal@oulu.fi) is a 
doctoral researcher of wireless communications engineering, 
focused on sustainable wireless energy transfer, at 6G Flagship, 
University of Oulu, Finland.

Pavlos Alexias (palexias@wings-ict-solutions.eu)is a Data Sci-
entist (MEng) specializing in AI/ML, focusing on cutting-edge 
research and innovative product development at WINGS ICT 
Solutions, Greece.

Prasoon Raghuwanshi [S’23] (prasoon.raghuwanshi@oulu.
fi) is pursuing a Ph.D. degree in communications engineering, 
focusing on random access protocols for IoT networks, at the 
University of Oulu, Finland. 

David Ruiz-Guirola [S’19] (david.ruizguirola@oulu.fi) is currently 
pursuing a Ph.D. degree focused on sustainable IoT, machine 
learning, and traffic prediction, at the University of Oulu, Finland.

Bikramjit Singh (bikramjit.b.singh@ericsson.com) received his 
D.Sc. degree from Aalto University in Communication Engineer-
ing in 2021. He is currently with Ericsson Research, Jorvas, focus-
ing on radio resource management and 3GPP standardization.

Andreas Höglund (andreas.hoglund@ericsson.com) is a princi-
pal researcher with a focus on IoT research and standardization 
at Ericsson Research, Stockholm, Sweden.

Dung Pham Van (dung.pham.van@ericsson.com) is a senior 
researcher at Ericsson Research, Sweden. His research interests 
include 5G Advanced and 6G with a focus on Cellular IoT.

Amirhossein Azarbahram [S’23] (amirhossein.azarbahram@
oulu.fi) is a doctoral researcher in wireless communications, 
focused on radio frequency wireless power transfer, at CWC, 
University of Oulu, Finland.

Jeroen Famaey [S’07, M’12, SM’18] (jeroen.famaey@imec.be) 
is an Associate Research Professor at the University of Antwerp 
and imec, Belgium. His research interests focus on the optimiza-
tion of wireless connected systems, with a particular interest in 
energy-neutral systems and devices.


